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Abstract
Image steganalysis aims to determine whether digital images contain covertly embedded information. Adaptive steganographic methods can distribute modifications across image regions with different texture characteristics, making weak embedding-related signals difficult to detect using convolutional kernels with fixed receptive fields. This study evaluates an image steganalysis model that incorporates Selective Kernel (SK) attention into the SiaStegNet architecture. The proposed model retains a Siamese feature-extraction structure while replacing selected convolutional blocks with SK attention blocks that adaptively weight features obtained from different receptive fields. Evaluation was conducted using the BOSSBase 1.01 dataset, with images cropped to 256 × 256 pixels and stego images generated using WOW, HILL and S-UNIWARD at embedding payloads of 0.1, 0.2, 0.3 and 0.4 bits per pixel. Detection accuracy, area under the receiver operating characteristic curve, model parameter count and training duration were compared with those of the original SiaStegNet. For WOW at 0.4 bits per pixel, accuracy increased from 90.77% to 92.47%, and AUC increased from 97.82% to 98.50%. The proposed model used 0.46 million parameters compared with 0.71 million in the baseline, with the reported time per epoch decreasing from 115 to 100 seconds. Although improvements were observed in most tested configurations, accuracy was not higher in every case. The results indicate that SK attention can improve detection performance and computational efficiency within the evaluated setting.
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1 Introduction
Steganography enables covert communication by embedding secret data into multimedia carriers, including images, audio and video (Zhang & Yin, 2017). Steganalysis is an anti-steganographic technique that can be broadly divided into three stages: determining whether the carrier contains secret information; extracting the secret information and restoring the cover; and analysing the steganographic content, intent and sender-related information. However, most current research remains at the first stage, namely determining whether a cover contains hidden data, which is a binary classification problem. Steganalysis methods can be divided into traditional and deep learning-based approaches. The former depend on handcrafted statistical features, whereas the latter employ end-to-end deep learning models that do not require manual feature extraction (Wang et al., 2024). With advances in research, adaptive steganographic algorithms have been developed. These algorithms embed secret information into visually imperceptible regions according to the principle of minimum distortion, typically in areas with complex image textures. However, deep learning-based steganalysis models have difficulty performing targeted detection in these areas, which can limit detection accuracy. Many existing convolutional neural network (CNN)-based models seek to improve accuracy by modifying network structures. Nevertheless, CNNs can be insensitive to subtle steganographic signals and exhibit unsatisfactory detection accuracy at low embedding rates, resulting in limited performance gains.
Recent research on information hiding has combined transform-domain features with image characteristics to embed information in digital images (Al-nuaimi & Al-juboori, 2025). A recent survey has also examined image steganography methods alongside their corresponding detection strategies, highlighting the close relationship between embedding techniques and steganalysis (Kombrink et al., 2025).
In related image-forensics research, although the focus is image forgery rather than steganalysis, high-frequency noise residuals and discrete cosine transform coefficients have been used as features for analysing image alterations (Wankhade et al., 2026). In spatial image steganalysis, a lightweight CNN combining residual feature extraction and coordinate attention has been investigated to improve the representation of embedding-related features (Ma et al., 2025). Attention-guided network pruning has also been studied to reduce the computational demands of steganalysis models while retaining detection performance (Q. Li et al., 2025).
Within the SiaStegNet-based setting considered in this paper, it remains important to assess whether adaptively weighting receptive fields of different sizes can improve the extraction of weak steganographic residuals without increasing model complexity. This provides the rationale for examining SK attention within the existing Siamese feature-extraction architecture.
To address the challenges outlined above, this paper proposes an image steganalysis model based on SK attention. By integrating an attention mechanism into the steganalysis architecture, the model aims to perform targeted analysis of steganographic regions and thereby improve detection performance. The main contributions of this paper are summarised as follows:
(1) SiaStegNet is adopted as the backbone network, and an SK (Selective Kernel) attention block incorporating the SK attention module (Li et al., 2019) is designed to construct a steganalysis model with adaptive multi-scale feature selection. By replacing conventional convolutional blocks with SK blocks, the model enables dynamic weight allocation among convolutional kernel sizes, strengthens the representation of weak steganographic residuals and guides targeted analysis of steganographic regions.
(2) The proposed model is compared with the original SiaStegNet on the widely used BOSSBase 1.01 dataset to evaluate its detection performance across various steganographic algorithms (WOW, HILL and S-UNIWARD) at different embedding rates.
(3) The effectiveness of the SK attention block is assessed through ablation experiments, and the effects of its insertion position and the number of SK attention blocks on classification accuracy, parameter count and training time are analysed.
However, the studies reviewed above do not establish how the position and number of SK attention blocks within SiaStegNet affect classification accuracy, parameter count and training time in the setting evaluated here.
Study objective
The objective of this study is to evaluate the effect of incorporating SK attention into SiaStegNet on the detection of images generated using WOW, HILL and S-UNIWARD at the tested embedding rates, and to assess its influence on the number of model parameters and training time.
2 Related work
2.1 Image Steganalysis
Image steganography embeds secret information into digital images without producing perceptible visual distortions and is a technique used for information security. Image steganalysis is its counterpart and determines whether an image contains hidden data by analysing statistical anomalies introduced by steganographic embedding. Steganalysis can be categorised into traditional and deep learning-based methods. Traditional steganalysis involves manually designing steganography-sensitive statistical features, extracting these features and performing classification. However, this approach relies heavily on the designer's prior knowledge. As steganographic algorithms continue to improve, the design of steganographic features becomes increasingly complex and challenging, which can result in unsatisfactory detection performance (Wang et al., 2024). With advances in deep learning, researchers have developed deep learning-based steganalysis methods. These networks can automatically analyse and extract steganographic features before performing classification in the final stage.
In terms of application scope, steganalysis techniques can be classified as specific steganalysis (Tang et al., 2014) and universal steganalysis (Yang et al., 2021). The former targets a particular steganographic algorithm. For example, when detecting the LSB algorithm, anomalies in features such as pixel histograms and JPEG block artefacts can be used. The latter does not target a specific algorithm but instead performs detection using image features such as pixel-neighbourhood correlations, statistical moments and DCT coefficients. Feature extraction based on correlations between adjacent pixels or on frequency-domain information has become a mainstream approach in recent years. For example, the Spatial Rich Model (SRM) proposed by Fridrich and Kodovský (2012) can capture complex steganography-related features. Subsequently, researchers improved SRM and proposed the Projected Spatial Rich Model (PSRM) and Adaptive Spatial Rich Model (Adaptive SRM). Although these models improve detection performance, they also incur considerable computational overhead.
Over the past decade, deep learning has been widely applied and has achieved promising performance in numerous fields. In particular, CNNs have demonstrated considerable potential for computer vision tasks. Compared with traditional methods, CNNs can represent deeper image features while integrating feature extraction and classification into a single network, thereby reducing overhead to some extent. Researchers have increasingly applied deep learning to steganalysis. Tan and Li (2014) combined these approaches and proposed a model based on stacked convolutional autoencoders. Qian et al. (2015) proposed the Gaussian Neuron Convolutional Neural Network (GNCNN), which comprises five convolutional layers and fully connected layers for extracting steganalytic features. High-pass filters were used for image preprocessing to amplify steganographic signals, and the ReLU activation function was replaced with a Gaussian activation function. The proposed method demonstrated improved performance compared with conventional approaches. Xu et al. (2016) proposed XuNet based on GNCNN. This five-layer network incorporated high-pass filters, absolute-value layers, batch normalisation (BN) and the Tanh activation function to improve detection accuracy. Ye et al. (2017) proposed YeNet, which uses the 30 high-pass filters of SRM as a preprocessing layer and employs a novel Truncated Linear Unit (TLU) activation function. Experimental results indicated that this network outperformed SRM. Boroumand et al. (2019) proposed SRNet, which uses residual connections to mitigate vanishing gradients. The network comprises three functional stages and four types of convolutional blocks. Selective Channel Attention (SCA) was also incorporated into SRNet to develop SCA-SRNet. Both methods achieved high detection accuracy in the spatial and JPEG domains. Zhang et al. (2020) proposed ZhuNet, which optimises preprocessing convolutions, uses depthwise separable convolutions to extract residual features and introduces Spatial Pyramid Pooling (SPP) to address limitations of global average pooling. You et al. (2021) proposed SiaStegNet, a Siamese-network-based model that provides favourable detection performance for images of arbitrary sizes. Su et al. (2022) integrated transposed convolutional layers into EWNet to detect multi-resolution images. Luo et al. (2022) proposed CvT-IS, which uses a Vision Transformer in place of conventional convolutions to capture global features. Weng et al. (2023) proposed SwT-SN, which divides images into patches and uses SPP to enhance multi-scale feature aggregation for multi-resolution image steganalysis. More recently, researchers have employed two-branch network architectures and data-driven methods to learn steganalytic features, leading to TSNet (Guo et al., 2024) and ESNet (J. He et al., 2025).
In recent years, recognising that attention mechanisms can focus selectively on informative regions, researchers have incorporated various attention mechanisms into steganalysis models to improve performance. Li and Dong (2024) proposed ASCNN based on the RAM mechanism in spatial attention. The model combines deep learning's feature-extraction capacity with an attention mechanism that focuses selectively on steganographic features while learning high-level image information. H. Li et al. (2025) proposed ShuffleBANet, which uses a lightweight ShuffleNet backbone and combines the Squeeze-and-Excitation (SE) and Coordinate Attention (CA) mechanisms to capture residual features while reducing model complexity and improving detection efficiency. Z. He et al. (2025) proposed a parallel hybrid attention mechanism that combines channel and spatial attention with a gating fusion strategy. This strategy dynamically learns the contribution of each attention branch and enhances the model's ability to capture steganographic features. Subsequently, Yang et al. (2026) proposed HSMNet, a framework combining hybrid dilated convolution with the SE attention mechanism. The framework has two branches: one uses conventional convolutions to extract local features, and the other uses hybrid dilated convolutions to extract global features. The SE module dynamically weights feature maps to emphasise regions relevant to steganalysis. Together, these studies suggest that attention mechanisms can improve steganalysis models.
2.2 SiaStegNet
SiaStegNet is a steganalysis model based on a Siamese network. It was proposed by You et al. (2021) on the assumption that noise in different sub-regions of natural images exhibits similarities. The model performs steganalysis by exploring correlations among image sub-regions and can be applied to images of arbitrary sizes. Its detection performance on fixed-size images was also comparable to that of contemporary state-of-the-art methods.
SiaStegNet employs a Siamese architecture comprising two identical sub-networks with shared parameters. Each sub-network processes a sub-region of the input image (for example, the left or right half) and consists of three stages: preprocessing, feature extraction, and feature fusion and classification. The overall framework is shown in Figure 1.
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Fig.1:SiaStegNet framework diagram
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Fig.2:The structures of Block A and Block B
Preprocessing stage: Each sub-region first passes through a learnable convolutional layer whose kernels are initialised with the 30 high-pass filters of SRM. Three Block A modules without pooling are then used to extract noise residuals. Feature-extraction stage: Block B and Block A are applied alternately twice, followed by a global average pooling layer. This stage extracts feature vectors from the noise residuals. Fusion and classification stage: The feature vectors from the two sub-networks are learned jointly using similarity and classification supervision signals. The similarity constraint is implemented through Euclidean-distance-based contrastive loss, which encourages feature vectors from different sub-regions of cover images to be similar. For classification, the feature vectors of the two regional images are fused by concatenating four statistical moments: maximum, minimum, mean and variance. The fused features are then passed to a classifier comprising fully connected layers and a Softmax layer.
2.3 SK Attention
The SK attention mechanism is a form of Selective Kernel Convolution that enables a model to fuse multi-scale features adaptively and select receptive fields flexibly. It is categorised as a channel attention mechanism and comprises three sequential operations: Split, Fuse and Select. The two-branch network structure is illustrated in Figure 3.
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Fig.3:SK Attention framework
Split: The purpose of this stage is to generate feature maps with different receptive fields. Convolutions with kernels of different sizes are applied separately to produce two feature maps. To reduce computational overhead, a 3 × 3 convolution with a dilation rate of 2 replaces the 5 × 5 convolution. Fuse: The purpose of this stage is to combine global information and compress the resulting features. First, the outputs of the two branches are summed element-wise. Global average pooling then produces the channel-level statistical descriptor s. Finally, fully connected layers compress the feature dimensions to generate the compact feature z. Select: Channel-wise soft attention is applied to feature z to generate attention weights for the two branches. These weights are then used to fuse the original branch features. This mechanism enables channel-wise kernel selection, allowing each channel to select receptive fields adaptively according to the input content.
3 Proposed Method
SiaStegNet uses the weight-sharing mechanism of a Siamese network to analyse images of arbitrary sizes. However, its backbone network uses convolutional kernels of fixed sizes, which extract features from both smooth and complex-texture regions using the same receptive field. Steganographic residuals in smooth regions are weak and require smaller convolutional kernels, whereas complex regions require larger kernels to suppress irrelevant textures. Fixed-size kernels cannot easily accommodate both scenarios, resulting in a low signal-to-noise ratio for steganographic residual features and consequently reduced detection performance.
The proposed method incorporates the SK attention mechanism into the feature-extraction blocks of SiaStegNet. This enables each branch to select convolutional kernels of different sizes adaptively according to the texture complexity of the input sub-block, dynamically adjust the receptive field, strengthen channel weights associated with useful steganographic signals and suppress natural texture noise. The approach aims to improve detection accuracy while reducing training time.
3.1 Main Steps
The overall framework of the proposed model is illustrated in Figure 4. The architecture of SiaStegNet is largely retained. A single input image is divided into two sub-blocks, denoted as  and , which are separately fed into two identical network branches with shared parameters. Each branch internally consists of a preprocessing block and a feature extraction block.
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Fig.4:Framework diagram of the proposed model
The preprocessing block comprises one learnable convolutional layer followed by three convolutional blocks (Block A) without pooling. The learnable convolutional layer is initialised with 30 high-pass filters from the Spatial Rich Model (SRM). The central idea of SRM is to transform an image from the spatial domain into the residual domain, where steganographic noise can be highlighted more effectively, providing favourable conditions for subsequent analysis and detection. Iterative optimisation of the 30 filter parameters enables more discriminative noise residuals to be captured.
The feature-extraction block comprises three types of convolutional blocks: Block A, Block B, and Block C. The structures of Block A and Block B are shown in Figure 2. Block C is a convolutional block incorporating the SK attention mechanism, referred to as the SK block, whose detailed architecture is shown in Figure 5. These three blocks are used to extract features in the first stage, and the two branches ultimately output feature vectors   and  , respectively.
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Fig.5:Structure of Block C
During the fusion and classification stage, the network simultaneously computes a contrastive loss to measure feature similarity between the two sub-blocks (similarity signal) and fuses the features of the two branches to compute cross-entropy loss. The total loss is a weighted combination of these two losses. During training, both losses are optimised jointly to update the network parameters, and the model ultimately outputs the probability that the input image is a stego image.
3.2 SK Attention Block
This block replaces parts of the original network that use fixed-size convolutional kernels. Through adaptive multi-scale convolutional weighting, it extracts steganalytic residuals at multiple levels. The SK attention module used in this paper has two branches that can select dynamically between 3 × 3 and 5 × 5 receptive fields. Its operation consists of three stages: Split, Fuse and Select. Unlike the Squeeze-and-Excitation (SE) module (Hu et al., 2020), which performs channel-wise weighting only, the SK module enables dynamic selection among multi-scale convolutional kernels, making it suitable for steganographic applications. In complex-texture regions, the module tends to favour larger kernels to suppress texture noise unrelated to steganographic embedding; in smooth regions, it favours smaller kernels to capture subtle modifications. This mechanism enables the extraction of steganographic signals through feature selection. Ablation experiments indicate that the SK block proposed here consists of two SK attention modules.
4 Experiments
4.1 Experimental Setup
The dataset used in this study was BOSSBase 1.01. First, all images were cropped to a resolution of 256 × 256 pixels using MATLAB. Three adaptive steganographic algorithms, WOW, S-UNIWARD and HILL, were then applied to generate corresponding stego images at payloads of 0.1, 0.2, 0.3 and 0.4 bpp. The dataset was subsequently divided into training, validation and test sets in a ratio of 6:1:3, with no samples shared among the subsets.
The Adamax optimiser was used, with β₁ = 0.9, β₂ = 0.999 and ε = 1 × 10⁻⁸, consistent with the configuration reported in the original paper. The initial learning rate was set to 0.001 and reduced to one-tenth of its original value after a predefined number of epochs. L2 regularisation was used to mitigate overfitting, with a weight-decay coefficient of 0.0001 and a batch size of 32. The network was implemented in PyTorch 1.8, and all experimental results were obtained using a Tesla V100 GPU with 16 GB of memory.
4.2 Experimental Results and Analysis
To evaluate detection performance against different adaptive steganographic algorithms and assess the effectiveness of the proposed improvements, both SiaStegNet and the proposed method were evaluated on BOSSBase using WOW, S-UNIWARD and HILL. The results are presented in Tables 1 and 2. The comparison metrics were ACC, AUC, number of network layers, parameter count and time per epoch. ACC, or detection accuracy, is the proportion of test samples correctly classified as cover or stego images; a higher value indicates more accurate detection. AUC is the area under the receiver operating characteristic (ROC) curve; a higher value indicates better discrimination between stego and cover images. The number of network layers reflects network depth, while the parameter count represents the number of learnable weights and biases and hence indicates model size and storage overhead. A smaller parameter count corresponds to a more lightweight model. Time per epoch is the time required to complete one full training cycle and provides an indication of computational efficiency; together with the number of epochs, it can be used to estimate overall training duration.
As shown in the results, the proposed method achieves a higher AUC than SiaStegNet for all tested configurations except for S-UNIWARD at an embedding rate of 0.1 bpp, indicating an improved ability to distinguish stego images from cover images in most of the tested settings. In terms of detection accuracy (ACC), the proposed method outperforms SiaStegNet in all tested cases except for S-UNIWARD at 0.1 bpp and HILL and S-UNIWARD at 0.2 bpp. Although the proposed network contains six more layers than the original implementation, it requires only 0.46 M parameters, which is 0.25 M fewer than the original model. Each epoch takes approximately 100 seconds, and 500 epochs require approximately 14 hours, about two hours less than the original implementation. Comparison of the training logs indicates that the loss decreases more rapidly for the proposed method, allowing the model to reach the target ACC in fewer epochs and converge faster. Consequently, the number of required training epochs is reduced by several dozen in slower cases and approximately two hundred in faster cases, further shortening total training time.
TABLE Ⅰ：Comparison between ACC and AUC
	Model
	Steganographic methods
	0.1
	0.2
	0.3
	0.4

	
	
	ACC(%)
	AUC(%)
	ACC(%)
	AUC(%)
	ACC(%)
	AUC(%)
	ACC(%)
	AUC(%)

	SiaStegNet
	WOW
	77.68
	88.06
	81.28
	90.74
	86.67
	95.51
	90.77
	97.82

	
	S-UNIWARD
	75.28
	85.69
	78.34
	88.37
	86.07
	94.96
	89.83
	97.22

	
	HILL
	73.19
	81.91
	74.82
	83.72
	79.52
	89.31
	85.89
	94.16

	Method in this paper
	WOW
	79.52
	90.11
	81.33
	91.38
	89.18
	96.97
	92.47
	98.5

	
	S-UNIWARD
	74.78
	85.24
	78.22
	88.78
	87.1
	95.73
	91.42
	97.96

	
	HILL
	73.72
	84.2
	74.1
	84.56
	81.7
	91.55
	86.7
	95.24


TABLE Ⅱ ：Comparison of the Number of Parameters, Training Duration, and Related Metrics
	Model
	Number of layers
	Number of parameters
	Duration per epoch (seconds))
	Time taken for 500 epochs

	SiaStegNet
	15
	0.71M
	115
	15.97

	Method in this paper 
	21
	0.46M
	100
	13.88


4.3 Ablation Study
To assess the effects of the proposed method on detection performance and determine the influence of SK-module insertion positions and number, ablation studies were conducted. The WOW steganographic algorithm was used throughout at an embedding rate of 0.4 bpp, with all other parameter settings unchanged. Only the insertion positions and number of SK modules were varied; the results are summarised in Table 3. Figure 6 illustrates the insertion positions: (1) position ①; (2) position ②; (3) position ③; (4) positions ② and ④, corresponding to the proposed Block C; (5) position ⑤; (6) positions ② and ⑧; (7) position ⑥; (8) positions ⑥ and ⑦; and (9) positions ② and ⑨.
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Fig.6 the corresponding insertion positions of the SK modules
As shown in Table 3, although the proposed Block C increases the number of network layers, it has the smallest parameter count among all tested configurations, together with the highest ACC and AUC and the shortest reported time per epoch. Therefore, the proposed SK module enhances SiaStegNet's ability to capture steganographic signals and contributes to the observed improvement in performance.
TABLE Ⅲ:Results at different positions.
	Embedding Position
	Number of Layers
	Number of Parameters
	ACC
	AUC
	Time per epoch (seconds)

	SiaStegNet
	15
	0.71M
	90.77
	97.82
	115

	(1)
	18
	0.7M
	90.01
	97.31
	147

	(2)
	18
	0.58M
	92.2
	98.29
	107

	(3)
	19
	0.73M
	90.79
	97.92
	120

	Method in this paper
	21
	0.46M
	92.47
	98.5
	100

	(5)
	18
	0.71M
	92.14
	98.27
	121

	(6)
	21
	0.52M
	91.57
	98.13
	111

	(7)
	18
	0.68M
	92.07
	98.35
	122

	(8)
	21
	0.65M
	91.57
	98.06
	154

	(9)
	21
	0.55M
	91.62
	98.29
	115



5 Conclusion
To address two limitations of existing image steganalysis models, namely the difficulty of targeting steganographic regions and the inability of fixed convolutional kernels to accommodate regions with different textures adaptively, this paper proposes an improved model based on SiaStegNet. Specifically, the Selective Kernel (SK) attention mechanism is incorporated to enable adaptive convolutional kernel selection within a steganalysis network. The proposed model retains the weight-sharing and lightweight characteristics of SiaStegNet. By selecting receptive fields dynamically through SK attention, the model aims to strengthen weak steganographic residuals while suppressing natural-image texture noise. The reported training loss decreases more rapidly, allowing the target detection accuracy (ACC) to be reached in fewer epochs and facilitating faster convergence. Consequently, the model achieves a lower parameter count, improved detection accuracy in most tested configurations and shorter training duration. Ablation experiments are also conducted to evaluate the effect of the SK block on detection performance.
The proposed method improves on the existing baseline but has several limitations. First, the experiments were conducted only on images of a fixed size. Second, evaluation was restricted to spatial-domain steganographic algorithms. Third, performance improvements at low embedding rates were less pronounced than those at higher embedding rates. Future work will address these limitations and investigate the method further.
Limitations
This study was limited to BOSSBase 1.01 images cropped to 256 × 256 pixels and three spatial-domain steganographic algorithms: WOW, HILL and S-UNIWARD. Evaluation covered four embedding payloads from 0.1 to 0.4 bits per pixel, and the observed performance gains were not uniform across all algorithms and payloads. Consequently, the reported results do not establish equivalent performance for other image resolutions, datasets or steganographic domains. Further experiments across additional image sources and operating conditions would help assess the generalisability of the proposed architecture.
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