



Image Steganalysis Model Based on SK Attention

Abstract
Steganography is a means to achieve covert communication, and steganalysis is a technology used to detect whether secret information is covertly transmitted. Both of them continue to progress and develop in the confrontation with each other.he proposal of an adaptive image steganography algorithm based on distortion function and verification grid code (STC) makes image steganalysis increasingly difficult, and steganalysis algorithms find it difficult to perform targeted detection of image stego regions.To address this problem, this paper proposes a steganalysis model based on the SK attention mechanism.This model replaces part of the traditional convolutions with SK attention, which performs fused selection for convolution kernels. It enables the model to adaptively select more appropriate kernel sizes for targeted analysis of steganographic regions, so as to improve the model performance.Experimental results demonstrate that the proposed method achieves varying degrees of improvement in detection accuracy for three steganographic algorithms, namely WOW, HILL and S-UNIWARD.
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1 Introduction
Steganography achieves covert communication via embedding secret data into multimedia carriers including images, audio and video[1].And steganalysis is an anti steganographic technique that can be roughly divided into three stages:Determine whether the carrier contains secret information;Extract the secret information and restore the cover;Analyze steganographic content, intent and sender-related information.However, most current researches still remain at the first stage: determining whether a cover contains hidden data, which is a binary classification problem.It is divided into traditional steganalysis and deep learning-based steganalysis.The former is dependent on handcrafted statistical features.In contrast, the latter adopts end-to-end steganalysis models based on deep learning, requiring no manual intervention[2].With the advancement of research, adaptive steganography algorithms have been proposed.It embeds secret information into imperceptible regions following the principle of minimal distortion.Typically, these refer to regions with complex image textures.However, it is difficult for deep learning steganalysis models to conduct targeted detection in these areas.Accordingly, the model fails to achieve high detection accuracy.Many existing convolutional neural network (CNN)-based steganalysis models also improve detection accuracy by modifying network structures. However, convolutional neural networks are insensitive to subtler steganographic signals and yield unsatisfactory detection accuracy under low embedding rates, resulting in limited performance gains.
To tackle the above challenges, this paper proposes an image steganalysis model based on SK attention. By integrating computer vision into steganalysis, the model can conduct targeted analysis on steganographic regions and thereby boost model performance.The main contributions and innovations of this paper are summarized as follows:
(1)SiaStegNet is adopted as the backbone network, on top of which a SK (Selective Kernel) attention block incorporating the SK attention module[3] is designed to construct a steganalysis model with adaptive multi-scale feature selection. By replacing the conventional convolutional blocks with SK blocks, dynamic weight allocation among convolutional kernel sizes is enabled, which strengthens the representation of weak steganographic residuals and guides the model to perform targeted analysis on steganographic regions.
(2)The proposed model is compared against the original SiaStegNet on the widely used BOSSBase 1.01 dataset, to evaluate its detection performance across various steganographic algorithms (WOW, HILL, and S-UNIWARD) under different embedding rates.
(3)The effectiveness of the SK attention block is validated through ablation experiments, and the effects of the embedding position and number of SK attention blocks on classification accuracy, parameter count, and training time are analyzed.
2 Related work
2.1 Image Steganalysis
Image steganography embeds secret information into digital images without causing perceptible visual distortions, serving as a critical technique for information security protection.Image steganalysis is the counterpart technology of image steganography. It determines whether an image contains hidden data by analyzing statistical anomalies introduced by steganographic embedding, and can be categorized into traditional methods and deep learning-based methods.Traditional steganalysis manually designs steganography-sensitive statistical characteristics, extracts corresponding features, and finally implements classification using classifiers.However, this approach heavily relies on the prior knowledge of designers. With the continuous improvement of steganographic algorithms, the design of steganographic features has become increasingly complex and challenging, leading to unsatisfactory detection performance[2].Benefiting from the rise of deep learning, researchers have adopted this technique to develop deep learning-based steganalysis. The network can automatically analyze and extract steganographic features, and complete classification in the final stage.
In terms of application scope, steganalysis techniques can be classified into specific steganalysis[4] and universal steganalysis[5].The former targets a specific steganographic algorithm. Taking the LSB algorithm as an example, anomalies in features such as pixel histograms and JPEG block artifacts can be utilized for detection.The latter is not oriented toward any specific algorithm. It performs detection based on image features such as pixel neighborhood correlation, statistical moments and DCT coefficients.Nevertheless, feature extraction based on the correlation between adjacent pixels or in the frequency domain has become the mainstream approach in recent years.For example, the Spatial Rich Model (SRM) proposed by Fridrich J J et al[6]. can capture complex steganography-related features.Subsequently, many scholars further improved the SRM and proposed the Projected Spatial Rich Model (PSRM) and Adaptive Spatial Rich Model (Adaptive SRM).Although these models achieve better detection performance, they also incur considerable computational overhead.
Over the past decade, deep learning has been widely applied and achieved remarkable performance in numerous fields.In particular, convolutional neural networks (CNNs) have been proven to possess great potential for computer vision tasks.Compared with traditional methods, it can better represent the deep-level information of images. Meanwhile, it integrates feature extraction and classification into a single network, which reduces the overhead to a certain extent.To date, numerous researchers have introduced deep learning into steganalysis and achieved promising results.In 2014, Tan Shunquan et al[7]. first combined the two methods and proposed a steganalysis model based on stacked convolutional autoencoders.In 2015, Qian Y et al[8]. proposed the Gaussian Neuron Convolutional Neural Network (GNCNN). This network consists of five convolutional layers, which cooperate with fully connected layers to extract steganalytic features. Meanwhile, high-pass filters are adopted for image preprocessing to amplify steganographic signals. In addition, the authors replaced the ReLU activation function with a Gaussian activation function. The proposed method achieves superior performance compared with conventional approaches.In 2016, Xu G et al[9]. proposed XuNet based on GNCNN. This network adopts a five-layer architecture. Apart from high-pass filters for image preprocessing, it additionally incorporates absolute value layers, batch normalization (BN) and the Tanh activation function, which greatly improves the detection accuracy.In 2017, Ye J et al[10]. proposed YeNet. It adopts the 30 high-pass filters of the SRM model as the preprocessing layer and employs a novel Truncated Linear Unit (TUL) as the activation function. Experimental results show that this network outperforms SRM.In 2019, Boroumand M et al[11]. proposed SRNet with residual structures. Residual connections are utilized to alleviate the problem of gradient vanishing. The network is divided into three stages and four categories, which means it consists of three functional stages and four types of convolutional blocks.Meanwhile, the authors integrated Selective Channel Attention (SCA) into SRNet and proposed SCA-SRNet. Both methods achieve high detection accuracy in the spatial domain and JPEG domain.In 2020, Ru Z et al[12]. proposed ZhuNet. This model optimizes the preprocessing layer by modifying convolution kernels, adopts depthwise separable convolutions to extract residual features, and introduces Spatial Pyramid Pooling (SPP) to address the drawbacks of global average pooling.Meanwhile, You et al[13]. proposed SiaStegNet based on the siamese network architecture. This structure delivers favorable detection performance for images of arbitrary sizes.In 2021, Su et al[14]. integrated transposed convolutional layers into the proposed EWNet to detect multi-resolution images.In 2022, Luo et al[15]. proposed CvT-IS, which adopts Vision Transformer to replace conventional convolutions for capturing global features.In 2023, Weng Shaowei et al[16]. proposed SwT-SN. During feature extraction, the model divides images into patches and employs SPP to enhance multi-scale feature aggregation, thereby accomplishing steganalysis for multi-resolution images.In the past two years, some researchers have adopted a two-branch network architecture combined with a fully data-driven method to learn steganalytic features. Accordingly, TSNet [17]and ESNet[18] are proposed.
2.2 SiaStegNet
SiaStegNet is a steganalysis model based on the siamese network. It was proposed by You et al[13]. on the assumption that the noise in different sub-regions of natural images exhibits similarity.This model realizes steganalysis by exploring the correlations among image sub-regions, and it is applicable to images of arbitrary sizes. Meanwhile, its detection performance on fixed-size images is comparable to that of state-of-the-art methods at that time.
SiaStegNet adopts the siamese network architecture, which consists of two identical sub-networks with shared parameters.Each sub-network processes one sub-region of the input image (e.g., the left and right halves of an image), and it consists of three stages: preprocessing, feature extraction, as well as feature fusion and classification. The overall framework is presented below.
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Fig.1:SiaStegNet framework diagram
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Fig.2:The structures of Block A and Block B
Preprocessing stage: Each sub-region first passes through a learnable convolutional layer, whose convolution kernels are initialized with the 30 high-pass filters of SRM. Subsequently, three Block A modules without pooling are adopted to extract noise residuals.Feature extraction stage: The Block B and Block A are alternately applied twice in succession, followed by a global average pooling layer. This stage is capable of extracting feature vectors of noise residuals.Fusion and Classification Stage: The feature vectors of the two sub-networks are jointly learned with similarity supervision signals and classification supervision signals. The similarity constraint is implemented via Euclidean-distance-based contrastive loss, which drives the feature vectors extracted from different sub-regions of cover images to be similar. For the classification branch, the feature vectors of the two regional images are first fused by concatenating four statistical moments, namely maximum, minimum, mean and variance. The fused features are then fed into a classifier composed of fully-connected layers and a Softmax layer.
2.3 SK Attention
The SK attention mechanism is essentially a type of Selective Kernel Convolution.It enables the model to adaptively fuse multi-scale features and flexibly select receptive fields, and it is categorized as a channel attention mechanism.It consists of three sequential operations: Split, Fuse and Select. The network structure with only two branches is shown as follows.
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Fig.3:SK Attention framework
Split: Its objective is to generate feature maps with distinct receptive fields.Convolutions with kernels of different sizes are applied separately to generate two feature maps.To reduce computational overhead, a 3×3 convolution with dilation rate 2 is adopted to replace the 5×5 convolution.Fuse: Its purpose is to fuse global information and compress the obtained feature information.First, element-wise summation is performed on the outputs of the two branches.Subsequently, global average pooling produces channel-level statistical descriptor s.Finally, fully connected layers are utilized to compress feature dimensions and generate compact feature z.Select:Channel-wise soft attention is applied to the previously generated feature z to generate corresponding attention weights for the two branches.Finally, these weights are utilized to perform weighted fusion on the original branch features.This mechanism realizes channel-wise kernel selection, enabling each channel to adaptively select distinct receptive fields according to input contents.
3 Proposed Method
SiaStegNet leverages the weight-sharing mechanism of the siamese network to achieve steganalysis of images of arbitrary sizes.However, the backbone network of SiaStegNet employs convolutional kernels of fixed size, which extracts features from both flat regions and complex texture regions of the image using the same receptive field.The steganographic residual in flat regions is weak, where small convolutional kernels are required; in contrast, complex regions demand large convolutional kernels to suppress irrelevant textures. Fixed-size convolutional kernels can hardly accommodate both scenarios, resulting in a low signal-to-noise ratio of the steganographic residual features and consequently degraded detection performance.
The proposed method embeds the SK attention mechanism into the feature extraction blocks of SiaStegNet, such that each branch can adaptively select convolutional kernels of different sizes according to the texture complexity of the input sub-block, dynamically adjust the receptive field, strengthen the channel weights of effective steganographic signals, and suppress natural texture noise. This approach improves detection accuracy while reducing training time.
3.1 Main Steps
The overall framework of the proposed model is illustrated in Figure 4. The architecture of SiaStegNet is largely retained. A single image is taken as input and split into two sub-blocks, denoted as  and , which are separately fed into two identical network branches with shared parameters. Each branch internally consists of a preprocessing block and a feature extraction block.
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Fig.4:Framework diagram of the proposed model
The preprocessing block consists of one learnable convolutional layer followed by three pooling-free convolutional blocks (Block A). The learnable convolutional layer is initialized with 30 high-pass filters adopted from the Spatial Rich Model (SRM). The core idea of SRM is to transform the image from the spatial domain into the residual domain, in which steganographic noise can be more effectively highlighted, thereby providing more favorable conditions for subsequent analysis and detection. By iteratively optimizing the parameters of these 30 filters, more discriminative residual noise can be captured.
The feature extraction block comprises three types of convolutional blocks: Block A, Block B, and Block C. The structures of Block A and Block B are shown in Figure 2. Block C is a convolutional block incorporating the SK attention mechanism, referred to as the SK block, whose detailed architecture is illustrated in Figure 5. These three blocks are used to extract features in the first stage, and the two branches ultimately output feature vectors   and  , respectively.
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Fig.5:Structure of Block C
In the classification and fusion stage, the network simultaneously computes a contrastive loss that measures the feature similarity between the two sub-blocks (similarity signal) and fuses the two branch features to compute a cross-entropy loss. The total loss is obtained as a weighted combination of these two losses. During training, the two losses are jointly optimized to update the network parameters, and the model ultimately outputs the probability that the input image is a stego image.
3.2 SK Attention Block
This block replaces the blocks in the original network that employ fixed-size convolutional kernels. Through adaptive multi-scale convolutional weighting, it extracts steganalysis residuals at multiple levels. The SK attention module adopted in this paper consists of two branches, which can dynamically select between 3×3 and 5×5 receptive fields. Its operation proceeds through three stages: Split, Fuse, and Select.Unlike the Squeeze-and-Excitation (SE) module[19], which performs channel-wise weighting only, the SK module realizes dynamic selection among multi-scale convolutional kernels, making it suitable for steganographic scenarios. In complex texture regions, the module tends to favor larger kernels to suppress texture noise unrelated to steganographic embedding; in smooth regions, it favors smaller kernels to capture subtle modifications. This mechanism exhibits strong feature-selection capability and enables more effective extraction of steganographic signals.Ablation experiments verify that the SK block proposed in this paper consists of two SK attention modules.
4 Experiments
4.1 Experimental Setup
The dataset employed in this study is BOSSBase 1.01. First, all images were cropped to a resolution of 256 × 256 pixels using MATLAB. Subsequently, three adaptive steganographic algorithms, namely WOW, S-UNIWARD, and HILL, were applied to generate the corresponding stego images, with payloads set to 0.1, 0.2, 0.3, and 0.4 bpp, respectively. The dataset was then partitioned into training, validation, and test sets at a ratio of 6:1:3, with no overlapping samples among the three subsets.
In this study, the Adamax optimizer was adopted, with β₁ = 0.9, β₂ = 0.999, and ε = 1 × 10⁻⁸, consistent with the configuration reported in the original paper. The initial learning rate was set to 0.001, and it was decayed to one-tenth of its original value after a predefined number of epochs. L2 regularization was employed to mitigate model overfitting, with a weight decay coefficient of 0.0001, and the batch size was set to 32. The network was implemented using PyTorch 1.8, and all experimental results were obtained on a Tesla V100 GPU with 16 GB of memory.
4.2 Experimental Results and Analysis
To evaluate the detection performance of the proposed method against various adaptive steganographic algorithms and to verify the effectiveness of the improvements, both SiaStegNet and the proposed method were tested on the BOSSBase dataset for the three steganographic algorithms WOW, S-UNIWARD, and HILL. The results are presented in Tables 1 and 2.As shown in the results, the proposed method achieves a higher AUC than SiaStegNet for all tested configurations except for HILL at an embedding rate of 0.1 bpp, indicating that the proposed method has a stronger capability in distinguishing stego images from cover images.With respect to the accuracy (ACC), the proposed method outperforms SiaStegNet in all tested cases, except for S-UNIWARD at an embedding rate of 0.1 bpp, as well as HILL and S-UNIWARD at an embedding rate of 0.2 bpp.In addition, although the proposed network contains six more layers than the original implementation, it requires only 0.46 M parameters, which is 0.25 M fewer than the original model. Each epoch takes approximately 100 seconds, and training for 500 epochs requires roughly 14 hours—about two hours fewer than the original implementation.By comparing the training logs of each experiment, it can be observed that the loss of the proposed method decreases more rapidly, allowing the model to reach the target ACC in fewer epochs and converge faster. Consequently, the total number of epochs required for training is reduced—by roughly dozens of epochs in slower cases and approximately two hundred epochs in faster cases—thereby further shortening the overall training time.
TABLE Ⅰ：Comparison between ACC and AUC
	Model
	Steganographic methods
	0.1
	0.2
	0.3
	0.4

	
	
	ACC(%)
	AUC(%)
	ACC(%)
	AUC(%)
	ACC(%)
	AUC(%)
	ACC(%)
	AUC(%)

	SiaStegNet
	WOW
	77.68
	88.06
	81.28
	90.74
	86.67
	95.51
	90.77
	97.82

	
	S-UNIWARD
	75.28
	85.69
	78.34
	88.37
	86.07
	94.96
	89.83
	97.22

	
	HILL
	73.19
	81.91
	74.82
	83.72
	79.52
	89.31
	85.89
	94.16

	Method in this paper
	WOW
	79.52
	90.11
	81.33
	91.38
	89.18
	96.97
	92.47
	98.5

	
	S-UNIWARD
	74.78
	85.24
	78.22
	88.78
	87.1
	95.73
	91.42
	97.96

	
	HILL
	73.72
	84.2
	74.1
	84.56
	81.7
	91.55
	86.7
	95.24


TABLE Ⅱ ：Comparison of the Number of Parameters, Training Duration, and Related Metrics
	Model
	Number of layers
	Number of parameters
	Duration per epoch (seconds))
	Time taken for 500 epochs

	SiaStegNet
	15
	0.71M
	115
	15.97

	Method 
	21
	0.46M
	100
	13.88


4.3 Ablation Study
To verify the impact of the proposed method on detection performance and to assess the effectiveness of both the placement positions and the number of SK modules, ablation studies are designed and conducted in this paper.Here, the WOW steganographic algorithm with an embedding rate of 0.4 bpp is consistently adopted, while all other parameter settings remain unchanged. Only the embedding positions and the number of SK modules are varied, and the results are summarized in Table 3.(1) denotes inserting the SK attention module at position ① in the figure; (2) at position ②; (3) at position ③; (4) at positions ② and ④, which corresponds to the proposed BlockC; (5) at position ⑤; (6) at positions ② and ⑧; (7) at position ⑥; (8) at positions ⑥ and ⑦; and (9) at positions ② and ⑨.
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Fig.6 the corresponding insertion positions of the SK modules
As can be observed from the results in the table, although the proposed Block C increases the number of network layers, it achieves the smallest parameter count among all configurations, together with the highest ACC and AUC and the shortest inference time. Therefore, the proposed SK module effectively enhances SiaStegNet's capability to capture steganographic signals, serving as the core factor behind the performance improvement.
TABLE Ⅲ:Results at different positions.
	Embedding Position
	Number of Layers
	Number of Parameters
	ACC
	AUC
	Time per epoch (seconds)

	No SK
	15
	0.71M
	90.77
	97.82
	115

	(1)
	18
	0.7M
	90.01
	97.31
	147

	(2)
	18
	0.58M
	92.2
	98.29
	107

	(3)
	19
	0.73M
	90.79
	97.92
	120

	This paper proposes
	21
	0.46M
	92.47
	98.5
	100

	(5)
	18
	0.71M
	92.14
	98.27
	121

	(6)
	21
	0.52M
	91.57
	98.13
	111

	(7)
	18
	0.68M
	92.07
	98.35
	122

	(8)
	21
	0.65M
	91.57
	98.06
	154

	(9)
	21
	0.55M
	91.62
	98.29
	115



5 Conclusion
To address the twofold limitation of existing image steganalysis models: namely, the inability to conduct targeted detection on steganographic regions within images, and the failure of fixed convolution kernels to adaptively accommodate the detection requirements of regions with varying texture characteristics, this paper proposes an improved image steganalysis model built upon the SiaStegNet architecture. Specifically, the Selective Kernel (SK) attention mechanism is embedded to enable adaptive convolution kernel selection, thereby constructing a refined network tailored for image steganalysis.The proposed model retains the advantages of SiaStegNet, namely weight sharing and a lightweight parameter footprint. By dynamically selecting the receptive field through the SK attention mechanism, the model enhances weak steganographic residuals while suppressing natural-image texture noise. This causes the loss to decline more rapidly, allowing the target detection accuracy (ACC) to be attained within fewer epochs and accelerating model convergence. Consequently, the proposed model achieves reduced parameter count, improved detection accuracy, and shortened training duration.Furthermore, ablation experiments are conducted to verify the improvement in detection performance brought by the SK block.
The proposed method represents an improvement upon the existing baseline; however, it has several limitations. First, experiments are conducted only on images of a fixed size. Second, the evaluation is restricted to spatial-domain steganographic algorithms. Third, the performance improvement at low embedding rates is less pronounced than that at high embedding rates. Future work will focus on addressing these issues and conducting further in-depth research.
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