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ABSTRACT
Emerging technologies, including Artificial Intelligence (AI), data analytics, blockchain, robotic process automation (RPA), and continuous monitoring systems, are transforming auditing, fraud detection, and internal controls across U.S. organisations. This review synthesises literature on how these tools are reshaping audit practice and organisational governance. AI technologies such as machine learning and natural language processing improve audit quality by automating routine tasks, strengthening risk assessment, and enabling predictive auditing that moves beyond retrospective, sample-based testing. Data analytics supports full-population testing, ongoing anomaly detection, and proactive fraud prevention, improving the reliability of audit outcomes. Blockchain strengthens the integrity of audit evidence and reduces reconciliation burdens, while RPA reduces manual workload and frees auditors for higher-order analysis. Continuous monitoring systems provide real-time visibility into organisational processes, strengthening internal controls and regulatory compliance. Despite these benefits, adoption brings notable challenges: cybersecurity risks, data quality concerns, technological complexity, algorithmic bias, ethical uncertainty, and a shortage of specialised technical expertise. The review finds that, with proper governance, these technologies can offset such challenges while improving fraud detection, risk management, transparency, and accountability. Overall, the study concludes that emerging technologies are redefining the auditor's role and equipping organisations with tools to strengthen governance and maintain stakeholder confidence in an increasingly digital business environment.
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1. INTRODUCTION
In the United States, the auditing profession has undergone one of the most far-reaching transformations in its history over the past decade, driven by rapid technological advancement, the growth of big data, heightened regulatory pressure, and increasingly complex organisational operations. Traditional auditing methods, which relied heavily on periodic reviews and sample-based examinations, are gradually being augmented by advanced technologies capable of analysing entire populations of transactions (Eulerich & Bonrath, 2025). Artificial Intelligence (AI), machine learning (ML), advanced data analytics, robotic process automation (RPA), blockchain, and continuous monitoring platforms have enabled auditors to move from retrospective assessments towards real-time and predictive audit models that provide a more comprehensive view of organisational activity (Leocádio, 2024), improving their ability to identify anomalies and detect irregular patterns more quickly and accurately than traditional methods allow (Onyenahazi, 2025). Recent peer-reviewed studies similarly indicate that AI- and blockchain-enabled audit applications are being examined for their capacity to support data-intensive audit procedures, fraud detection, and audit quality while retaining a need for professional expertise and governance oversight (Oriaku et al., 2026; Gu et al., 2024; Qader & Cek, 2024). Recent U.S. evidence also shows that blockchain-related client activities can affect auditors' risk assessments, reinforcing the relevance of considering technological innovation together with its audit-risk implications (Huang et al., 2024).
Beyond improving the speed of audit procedures, these technologies now occupy a central place in fraud prevention and in strengthening internal control environments. Fraud remains a persistent and costly threat to American businesses, resulting in billions of dollars in losses, reputational damage, and regulatory sanctions each year (Akinsola, 2025). In response, organisations have adopted AI-driven predictive analytics and continuous monitoring systems to identify suspicious activity and manage risk in near real time (Savchenko, 2024), surfacing anomalies early enough that emerging risks can be addressed before they escalate into material losses (Akinyemi & Sims, 2025). Even so, data quality issues, cybersecurity exposure, algorithmic bias, and unresolved ethical questions continue to complicate the integration of these tools into professional practice, pushing auditors to build new forms of technical competence (Ogunsola et al., 2021). In the U.S. banking context, a recent IT-audit framework study likewise reports that big-data analytics, machine learning, and continuous monitoring can strengthen fraud and error detection when implemented alongside appropriate control structures (Mwanandimayi et al., 2026).
Much of the existing literature examines these technologies in isolation rather than as an interconnected ecosystem of innovation. This fragmentation makes it difficult to appreciate how the technologies interact and jointly influence audit quality, fraud detection, and internal control effectiveness. This review addresses that gap by synthesising literature across five interrelated domains, namely artificial intelligence, data analytics, blockchain, robotic process automation, and continuous monitoring, situating each within U.S. organisational governance and drawing attention to the implementation challenges and regulatory dynamics that accompany this transformation. The remainder of the paper reviews the literature across these domains, describes the methodology used, and presents findings, discussion, practical recommendations, limitations, and directions for future research before presenting concluding remarks.
1.1 Objective of the Review
The objective of this review is to synthesize literature on artificial intelligence, data analytics, blockchain, robotic process automation, and continuous monitoring systems in relation to auditing, fraud detection, and internal controls in U.S. organisations, while examining the implementation challenges and regulatory dynamics associated with their adoption.
2. LITERATURE REVIEW
2.1 Artificial Intelligence and Data Analytics in Modern Auditing
Artificial Intelligence has emerged as one of the most transformative forces in contemporary auditing practice. Organisations increasingly rely on machine learning algorithms, AI-powered systems, and natural language processing (NLP) tools to automate data extraction and conduct risk-based assessments across large transaction volumes (Leke, 2025), reducing auditors' strict reliance on sample-based approaches and enabling them to examine entire transaction populations for anomalies that sampling might otherwise miss (Ismail, 2025), while improving operational effectiveness and the quality of evidence underpinning audit conclusions (Ghozi, 2024).
Machine learning models evaluate transactional patterns to generate risk scores that help auditors focus on higher-risk areas during planning (Del Caprio, 2025), and AI-based analytical procedures have been found to outperform traditional methods in predicting fraud and material misstatement by processing larger and more varied datasets than a human reviewer could examine (Han et al., 2023). Researchers caution, however, that success depends heavily on data quality, sound governance, and continued human oversight (Ojika et al., 2025), with AI generally described as a complement to professional scepticism rather than a replacement for it (Hasan, 2022).
Big data analytics has fundamentally changed fraud detection by allowing auditors to examine entire datasets rather than relying solely on statistical sampling. Advanced computational tools allow organisations to analyse the full population of transactions to detect hidden irregularities that traditional sampling would likely overlook (Ghaleb et al., 2025), and the integration of machine learning, predictive modelling, and visualisation techniques within big data platforms considerably improves audit effectiveness and organisational decision-making (Ilori et al., 2024), making full-population testing an increasingly central component of modern audit strategy.
Predictive analytics and anomaly detection systems establish behavioural baselines for transactions and user activity, allowing organisations to identify deviations that may signal fraudulent conduct (Ikemefuna et al., 2024). Firms using predictive fraud analytics tend to detect fraudulent activity earlier and incur smaller losses than those relying primarily on traditional, manual controls (Nweze et al., 2024), though performance remains dependent on data quality and available analytical expertise. Data analytics is increasingly positioned as a strategic rather than purely technical capability, with firms that invest in data governance deriving more sustained benefit than those adopting tools on an ad hoc basis (Gargani, 2023).
2.2 Continuous Monitoring Systems and Internal Control Effectiveness
The shift from periodic, retrospective audit reviews towards continuous monitoring represents one of the most significant developments in how organisations oversee their control environments. Embedded within enterprise information systems, these technologies automatically assess transactions and flag operational exceptions as they occur (Yamsani, 2023), enabling corrective action as soon as control weaknesses emerge and feeding directly into regulatory compliance efforts (Li et al., 2023). 
These technologies have driven a redesign of internal control systems around automated control testing and real-time risk assessment (Olawale et al., 2024), with Robotic Process Automation further supporting internal controls by automating repetitive processes (Suri, 2022); however, these benefits are tempered by cybersecurity risk and a persistent shortage of qualified personnel (Almalki et al., 2026). Effectiveness is also strongly moderated by organisational culture: firms that treat monitoring outputs as an input into decision-making translate real-time visibility into improved control outcomes more consistently than firms adopting the technology without corresponding cultural change (Pizzi et al., 2021).
2.3 Blockchain and Robotic Process Automation in Audit Practice
Blockchain and distributed ledger technologies have attracted growing scholarly attention for their potential to reshape how audit evidence is generated and verified. Because blockchain records are decentralised, time-stamped, and difficult to alter, they offer a mechanism for strengthening the integrity of financial records and reducing manipulation (Han et al., 2023), potentially reducing the reconciliation burden that occupies much of audit fieldwork (Maffei et al., 2021), while smart contracts could improve compliance and reporting accuracy by enforcing obligations through code rather than manual oversight.
Despite this promise, blockchain adoption in auditing remains at an early, largely exploratory stage. Scalability limitations, interoperability with legacy systems, and unresolved data privacy questions continue to constrain implementation (Atadoga et al., 2024), compounded by regulatory ambiguity and a shortage of auditors with the technical expertise to evaluate blockchain architectures critically (Hasan, 2022). Bibliometric analyses nonetheless show a sustained increase in blockchain-related publications, suggesting the field is moving towards more applied, empirically grounded research (Pizzi et al., 2021).
Robotic Process Automation refers to software configured to perform repetitive, rules-based tasks that would otherwise require manual effort, such as data extraction and the preparation of standardised work papers (Moffitt, 2018), reducing the time auditors spend on low-value administrative tasks and freeing capacity for higher-order analytical work (Jaradat et al., 2025) while reducing clerical errors that arise from repetitive manual data handling.
Empirical studies report measurable improvements in efficiency and audit quality where organisations combine RPA with broader data analytics capabilities rather than deploying it in isolation (Eulerich & Bonrath, 2025), and link RPA adoption to improved regulatory compliance since automated processes apply consistent rules across every transaction (Fotoh & Lorentzon, 2023). Implementation is not without friction, however, as organisational resistance can slow adoption among experienced auditors, and developing a functioning RPA programme requires meaningful upfront investment that smaller organisations may struggle to justify (Jaradat et al., 2025).

IV. Cybersecurity, Ethics, and Regulatory Governance
As auditing becomes more dependent on interconnected digital systems, cybersecurity has emerged as one of the most pressing concerns accompanying technology adoption. Organisations that centralise sensitive financial data within AI-enabled platforms create attractive targets for cyberattacks, and a breach can compromise the integrity of the audit process itself (Georgiadou et al., 2022); readiness depends on cultivating cybersecurity awareness among staff, since human error remains a common vector for security incidents (Almalki et al., 2026).
Alongside cybersecurity, the literature devotes considerable attention to algorithmic bias, transparency, and accountability. Because many AI models function as effective black boxes, auditors and regulators have raised concerns about the difficulty of explaining how a model reached a given conclusion (Joshi, 2025). Scholars have proposed ethics-based auditing as a governance mechanism to verify that automated decision-making systems operate within acceptable ethical and regulatory boundaries (Mökander et al., 2021), though operationalising this requires clear assignment of responsibility for AI oversight and mechanisms for auditors to challenge automated outputs when judgement suggests they may be flawed (Mökander & Floridi, 2023).
The rapid pace of technological change has placed considerable pressure on regulators and professional standard-setting bodies to keep pace with practice. Much of the existing U.S. auditing standards framework was developed with manual, sample-based testing in mind, and applying it to full-population, AI-driven testing environments raises interpretive questions that remain unresolved (Ogunsola et al., 2021). Regulatory technology, or RegTech, has emerged partly in response, offering tools designed to streamline compliance monitoring and reduce the cost of meeting regulatory obligations (Olawale et al., 2024), and tends to be most successful when treated as part of a broader governance strategy rather than a narrow technical fix (Li et al., 2023).

3. METHODOLOGY
This paper adopts a narrative literature review approach, chosen for its suitability in synthesising research spanning multiple, rapidly evolving technological domains within a single, coherent framework. This approach allows for the inclusion of conceptual papers, industry commentary, dissertations, and empirical studies, reflecting the fact that scholarship on several of the technologies discussed, particularly blockchain and RPA in auditing, remains at a relatively early stage of development. Sources were identified through Google Scholar, SSRN, and publisher platforms such as Springer, Emerald, Elsevier, and Taylor & Francis, using keyword combinations such as "artificial intelligence auditing," "data analytics fraud detection," "continuous monitoring internal controls," "blockchain auditing," "robotic process automation internal audit," and "AI ethics auditing governance," prioritising literature published between 2016 and 2026 with particular emphasis on studies from 2022 onward.
Titles and abstracts were screened to exclude studies addressing technologies or contexts outside the scope of this review, and the remaining full texts were reviewed in detail, with information extracted on the technology examined, context, key findings, and implementation challenges and then organised thematically around the five technological domains structuring the literature review, with a sixth cross-cutting theme capturing cybersecurity, ethics, and regulatory considerations recurring across all five. This thematic synthesis allowed patterns and points of convergence to be identified while surfacing areas of ongoing disagreement, such as the pace at which blockchain is likely to move from pilot projects to mainstream practice, and was suited to the exploratory, integrative aims of this study, which maps the current state of knowledge rather than testing a specific hypothesis empirically.
4. FINDINGS AND DISCUSSION
4.1 Findings
Artificial Intelligence (AI) has become an essential element of auditing practice within U.S. companies. Automated tools powered by Machine Learning (ML), Natural Language Processing (NLP), and Robotic Process Automation (RPA) automate routine tasks related to data extraction, transaction matching, reconciliation, and documentation (Kemmache & Mehassouel, 2026), increasing efficiency and allowing auditors to test whole populations rather than samples (Elumilade et al., 2024) while strengthening governance and compliance frameworks. AI also underlines the value of predictive analytics in augmenting risk management and audit quality: machine learning algorithms recognise abnormal transaction patterns and calculate risk scores that help auditors focus on high-risk areas (Al Sany & Uddin, 2023), and AI-based auditing systems have been found to provide more accurate and timely audit evidence than traditional approaches (Senturk, 2025), though organisations must address challenges related to data quality, algorithmic bias, and ethical accountability.
Big data analytics emerged as the second most important technology for fraud detection identified in the literature. Advanced analytical tools help analyse whole datasets, addressing the sample-based limitation of traditional audit evidence (Manetti, 2024), with full population testing offering better visibility into hidden financial anomalies (Rodríguez Valencia et al., 2025). Predictive analytics has similarly changed fraud management from a reactive process to a proactive organisational function (Aljunaid et al., 2025), employing historical data and machine learning to detect emerging fraud risk before it generates significant losses (Islam et al., 2024); organisations implementing predictive fraud detection identify suspicious activity faster and suffer lower losses than those relying primarily on traditional, control-based approaches (Dut, 2016).
Continuous auditing technologies allow organisations to automate the monitoring of transactions, controls, and compliance activities in real time, enabling immediate identification of risks as they arise (Celestin et al., 2024) and improving transparency by reducing the gap between a risk's occurrence and management's response (Adekunle et al., 2023). The integration of automated control testing and intelligent compliance monitoring supports more effective governance while creating opportunities for timely corrective action (Ogedengbe et al., 2023); organisations employing technology-driven controls achieve higher accountability than those relying on traditional structures (Bukhari et al., 2021), although cybersecurity threats and a shortage of skilled personnel continue to affect these systems in practice.
A further finding concerns the still-emerging role of blockchain in strengthening audit evidence. Where organisations have piloted blockchain-based recordkeeping, the literature reports gains in the traceability and immutability of transaction records that, in principle, reduce the burden of independent verification (Han et al., 2023), though these gains remain concentrated among larger, more technologically mature organisations given ongoing scalability constraints and regulatory questions (Atadoga et al., 2024).
Finally, the review finds consistent evidence that RPA delivers measurable efficiency gains wherever deployed within audit and internal control functions, reducing cycle time and improving output consistency (Jaradat et al., 2025), with the chief constraints on wider adoption being organisational rather than technical, chiefly staff resistance and the upfront cost of process mapping (Moffitt, 2018).
Table 1: Summary of Major Findings
	Main Theme
	Subtheme
	Major Findings

	1. Artificial Intelligence and Audit Innovation
	AI Adoption and Audit Automation
	AI automates repetitive audit tasks such as data extraction, reconciliation, transaction matching, and documentation review. This improves audit efficiency, reduces human error, and enables auditors to analyze complete datasets rather than samples.

	
	AI-Enhanced Risk Assessment and Audit Quality
	AI and machine learning improve risk identification, anomaly detection, and predictive auditing. Organizations achieve higher audit quality through continuous monitoring and data-driven decision-making.

	2. Data Analytics and Fraud Detection Effectiveness
	Big Data Analytics and Comprehensive Transaction Analysis
	Big data analytics enables full-population testing, enhances audit coverage, improves fraud detection accuracy, and strengthens financial reporting reliability.

	
	Predictive Analytics and Fraud Prevention
	Predictive models identify potential fraud risks before losses occur, enabling proactive fraud management and reducing fraud-related costs.

	3. Continuous Monitoring Systems and Internal Control Enhancement
	Continuous Auditing and Real-Time Oversight
	Continuous monitoring provides real-time visibility into transactions and controls, allowing organizations to respond rapidly to risks and compliance issues.

	
	Internal Control Strengthening and Compliance Management
	Technology-driven controls improve governance, accountability, compliance, and risk management effectiveness, although implementation challenges remain.

	4. Blockchain Adoption and Evidentiary Value
	Distributed Ledgers and Audit Evidence Integrity
	Blockchain strengthens the reliability of audit evidence and reduces reconciliation effort, though adoption remains constrained by scalability, interoperability, and regulatory uncertainty.

	5. Robotic Process Automation and Operational Efficiency
	Automation of Routine Audit Tasks
	RPA reduces manual workload, minimizes clerical error, and allows auditors to redirect effort toward higher-order analytical and judgment-based work.



4.2 Discussion
Audit work is changing from manual verification towards smart, automated assurance systems, a development consistent with earlier claims by Seabra (2025) and foreseen by Singh et al. (2025), who observed that AI automates repetitive tasks and allows auditors to concentrate on strategic analysis and professional judgement, shifting the auditor's position from that of a compliance-centred inspector to that of a strategic adviser. Human expertise nonetheless remains indispensable, since automated systems cannot replicate professional scepticism or contextual awareness; a hybrid auditing model combining technology with human expertise preserves accountability (Tian, 2025), while addressing algorithmic bias and data privacy requires governance frameworks that clearly dictate the appropriate use of AI (Joshi, 2025).
The results confirm that data analytics has emerged as an essential tool for enhancing organisational fraud resilience. Using full-population testing and predictive modelling, organisations can recognise fraudulent patterns at a higher level than traditional approaches allowed (Gargani, 2023), accelerating organisational readiness to respond faster when new challenges arise (Prakosos et al., 2025); data analytics should therefore be treated as a strategic investment rather than merely an incremental improvement. The quality, accessibility, and governance of organisational data remain decisive in determining whether analytical systems become an asset or a source of risk, since organisations need clear data governance policies for analytics to be applied effectively (Yallop et al., 2023).
The findings on blockchain adoption carry implications for how assurance is conceptualized going forward. If distributed ledgers become more widely adopted, the traditional emphasis on reconciling records held by different parties may give way to verifying the integrity of the ledger itself and the controls surrounding who may write to it (Maffei et al., 2021), a shift suggesting that auditing standards and firm methodologies will need to evolve alongside the technology.
Continuous monitoring systems considerably improve governance, transparency, and compliance, helping organisations identify weaknesses before they become major compliance failures through real-time visibility into transactions and controls (Adekunle et al., 2023). Organisational readiness, infrastructure, and workforce competence remain prerequisites for success (Georgiadou et al., 2022); continuous auditing delivers its intended benefits most reliably where organisations invest in training, cybersecurity, and technology modernisation, aligning innovation strategically with governance objectives and organisational culture (Addanki, 2024).
A theme cutting across nearly every technology reviewed concerns the changing skill set expected of auditors, as their value shifts from performing routine tasks towards interpreting technology-generated outputs and exercising professional scepticism where automated systems fall short; this shift has implications for accounting education, which will need to emphasise data literacy and technology ethics alongside traditional auditing foundations.
5. PRACTICAL IMPLICATIONS AND RECOMMENDATIONS
The findings of this review carry several practical implications for audit firms, organisational leadership, and regulators. For audit firms, technology adoption should proceed alongside, rather than ahead of, investment in staff training and change management, since the greatest efficiency gains accrue to organisations that pair new tools with a workforce capable of interpreting and challenging their outputs; firms should also prioritise data governance as a foundational capability, since the effectiveness of AI, analytics, and monitoring tools consistently depends on the quality of the underlying data. For boards, oversight of emerging technology adoption should be a governance priority rather than delegated solely to technical staff, with clear accountability for AI initiatives and ethical and cybersecurity considerations embedded in strategy from the outset.
For regulators, the findings point to a continuing need to clarify how existing auditing standards apply to full-population, AI-driven, and blockchain-based evidence, with closer engagement between regulators, practitioners, and technology providers helping standards keep pace with practice. For accounting education, the review underscores the importance of integrating data analytics and technology ethics into curricula, so the next generation of auditors is equipped to work alongside these tools.
6. LIMITATIONS OF THE REVIEW
As with any narrative literature review, this study is subject to several limitations. It relies on a purposive rather than exhaustive search strategy, so some relevant studies may not have been captured given the rapid pace of new research. A meaningful proportion of the sources reviewed consist of working papers, dissertations, and non-peer-reviewed commentary rather than peer-reviewed journal articles, reflecting the early stage of development of several technologies discussed, especially blockchain and RPA in auditing, and their conclusions have not always been subject to the same scholarly scrutiny as peer-reviewed research. The review also focuses primarily on the U.S. organisational context, and because it is a narrative rather than a systematic review, no formal quality-appraisal instrument was applied, so its findings should be treated as an integrative synthesis rather than a definitive or exhaustive account.
7. DIRECTIONS FOR FUTURE RESEARCH
Building on the findings and limitations discussed above, several directions for future research appear warranted. There is a clear need for more rigorous quantitative and longitudinal studies examining the actual return on investment from AI, data analytics, blockchain, and RPA adoption, since much of the existing literature remains conceptual or descriptive, along with comparative research across industries, firm sizes, and jurisdictions to clarify why adoption remains concentrated among larger, resource-rich organisations. Future research could also apply structural equation modelling to test relationships between organisational readiness, technology adoption, and audit outcomes more rigorously, and examine how ethics-based auditing frameworks can be operationalised as regulators continue to issue new guidance on AI and blockchain in assurance work.
8. CONCLUSION
Emerging technologies are changing the practice of auditing, fraud detection, and internal control within U.S. organisations in fundamental ways. This review concludes that artificial intelligence, data analytics, blockchain, robotic process automation, and continuous monitoring systems have significantly improved audit planning, risk assessment, fraud detection, and control processes, allowing organisations to transition from retrospective auditing methods towards more proactive, predictive, and real-time assurance models that support better governance and regulatory compliance.
Data-centric audit methods, total-population screening, and real-time tracking play a vital role in protecting organisations from fraud, while blockchain and robotic process automation are beginning to extend these benefits into the integrity of audit evidence and the efficiency of routine work. This success, however, depends greatly on sound data governance, robust cybersecurity, adequate ethical oversight, and appropriate technological infrastructure; where these foundations are absent, the anticipated benefits of adoption are harder to sustain.
Taken together, these technologies represent genuine turning points for traditional auditing and internal control methods rather than incremental improvements to existing practice, giving organisations the ability to manage risk more effectively through earlier detection and to demonstrate diligence on behalf of stakeholders in an increasingly digital economy. As the profession continues to evolve, sustained attention to the human, ethical, and regulatory dimensions of this transformation will remain just as important as continued investment in the underlying technology itself.
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