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ABSTRACT

	Aims: To examine the role of digital connectivity in the Halal ecosystem and assess opportunities to advance Vietnam's participation in Halal food value chains in Malaysia, Indonesia, and Thailand.
Study design: A qualitative comparative case study using a systems approach, structured documentary analysis, and cross-case synthesis.
Place and Duration of Study: The study was undertaken at the Vietnam Academy of Social Sciences in 2026 as part of a Ministerial-level science and technology project implemented during 2026-2028.
Methodology: The documentary corpus covers peer-reviewed studies and official legal, policy, certification, and platform sources issued between 2011 and 5 August 2026. Documents were screened using explicit inclusion and exclusion criteria and coded across governance, legal scope, digital certification and verification, supply-chain and market connectivity, enterprise support, and cross-border trade facilitation. Time-sensitive claims were rechecked against the official portals of the relevant authorities.
Results: Malaysia links authoritative certification with ecosystem-development platforms; Indonesia uses SIHALAL to administer a mandatory Halal assurance regime; and Thailand combines religious authority, Halal science, and electronic services. The study's main conceptual contribution is a four-layer framework connecting institutional authority, traceability evidence, market transactions, and knowledge and support services. For Vietnam, this framework identifies potential pathways for reducing compliance burdens, strengthening verifiable Halal integrity, and supporting market access, while highlighting institutional fragmentation, certification-recognition challenges, uneven enterprise data capabilities, and cross-border data-governance risks.
Conclusion: Vietnam should develop an interoperable national Halal data architecture, pilot digital Halal passports in selected food value chains, promote certification interoperability with priority markets, and provide shared support services for small and medium-sized enterprises. These measures should be phased, evidence-based, and accompanied by safeguards for data quality, business confidentiality, and cybersecurity.
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1. INTRODUCTION
The Halal economy is evolving from a market primarily associated with religious demand into a broader economic space encompassing standards, certification, production, logistics, trade, finance, and technology. According to DinarStandard (2026), spending across the six consumer sectors of the Islamic economy reached approximately USD 2.60 trillion in 2024 and could rise to USD 3.56 trillion by 2029; spending on Halal food alone is projected to increase from about USD 1.53 trillion to USD 2.06 trillion. The report also identifies artificial-intelligence-assisted certification, blockchain-enabled traceability, and “digital trust infrastructure” as emerging drivers. Competitiveness, therefore, depends not only on possessing certification but also on the ability to demonstrate and reliably share Halal status throughout the value chain.
In food value chains, Halal integrity can be affected at every stage, from ingredients, slaughtering, and processing to packaging, storage, transport, and distribution. Tieman et al. (2012) argue that supply chain management must preserve Halal integrity from the source of supply to the point of purchase. Soon et al. (2017) further emphasise that certification at a single point in time is insufficient without continuous controls over cross-contamination, fraud, and traceability. Digital connectivity should therefore be understood as a mechanism for organising data and coordinating activities across the ecosystem, rather than merely digitising administrative procedures or deploying an isolated technology.
Vietnam possesses advantages in agriculture, fisheries, processed food, and proximity to Southeast Asia’s major Halal centres. The project “Strengthening international cooperation to build and develop Vietnam’s Halal industry through 2030” established a national policy direction; Vietnam has also issued five Halal-related national standards and established the National Halal Certification Center (HALCERT) in 2024 (HALCERT, 2024a, 2024b; Prime Minister of Vietnam, 2023). Nevertheless, the institutional framework, data infrastructure, and market linkages remain at an early stage of development. The Ministry of Industry and Trade of Vietnam (2026) continues to identify Halal certification as a significant technical barrier for Vietnamese food and beverage products in Malaysia. The central gap therefore lies between production capacity and the ability to demonstrate market-specific conformity.
1.1 Research gap, contribution and objectives
Existing scholarship is substantial but fragmented across three main streams. Halal supply-chain research explains why integrity must be maintained continuously from ingredients and processing to logistics and retail, but generally gives less attention to the institutional architecture through which evidence is authorised and exchanged (Bachtiar et al., 2024; Soon et al., 2017; Tieman et al., 2012). Digital-traceability research highlights the potential of blockchain, the Internet of Things, and data platforms, while also identifying challenges of standardisation, implementation, organisational readiness, and coordination (Astuti & Hidayati, 2023; Karyani et al., 2024; Susanty et al., 2024). Trade-law research demonstrates that divergent Halal measures can create technical barriers, although the interaction between regulatory diversity and digital verification remains less developed (Johan & Schebesta, 2022).
The study therefore pursues three objectives: (1) to develop an integrated framework for analysing digital connectivity in a Halal ecosystem; (2) to compare the governance, legal, technological, and market-connectivity arrangements of Malaysia, Indonesia, and Thailand; and (3) to identify transferable lessons, constraints, and policy priorities for Vietnam. Its principal conceptual contribution is a four-layer framework linking institutional and certification connectivity, traceability data, market and business-platform connectivity, and knowledge and support services. Its practical contribution is a phased set of policy options that distinguishes what digital infrastructure can solve from what still requires legal authority, institutional coordination, certification recognition, and enterprise capability development.

2. METHODOLOGY 
2.1 Theoretical foundations and analytical framework
A Halal ecosystem is a multi-actor structure comprising regulatory bodies, religious authorities, certification bodies, enterprises, suppliers, logistics providers, laboratories, research institutions, financial organisations, and consumers. These actors are interdependent: a product may lose its integrity even when a processing facility is compliant if ingredients are of uncertain origin, logistics are not segregated, or the certificate is not recognised in the importing market. Digital connectivity is defined here as the capacity to exchange data, verify status, coordinate processes, and access services through interoperable platforms. The relevant analytical unit is therefore not a stand-alone technology but the institutional and technical arrangement that determines who may create, validate, update, use, and recognise Halal-related data.
The literature provides complementary but incomplete explanations of this arrangement. Supply-chain studies establish that Halal integrity is a chain-wide condition and that point-in-time certification cannot substitute for continuous controls over ingredients, cross-contamination, segregation, and traceability (Soon et al., 2017; Tieman et al., 2012). Reviews of digital and blockchain applications identify potential gains in transparency, data immutability, and coordination, while also documenting persistent constraints related to standardisation, scalability, data quality, cost, and inter-organisational cooperation (Astuti & Hidayati, 2023; Rejeb et al., 2021). Trade-law analysis further shows that Halal measures can function as technical barriers when importing jurisdictions differ in substantive standards, approved certifiers, or conformity-assessment procedures (Johan & Schebesta, 2022). These streams jointly imply that technology can strengthen evidence and reduce verification costs, but cannot by itself determine religious authority, confer legal validity, or produce cross-border recognition.
This distinction is crucial for legal and policy analysis. The effectiveness of a digital certificate depends on the scope of the underlying legal obligation, the competence of the issuing authority, the procedures for suspension and revocation, and the importing market’s recognition rules. A centralised statutory regime may create clearer accountability but also greater implementation burdens; a market-driven certification regime may be more flexible but can depend heavily on buyer requirements and reputational trust; and a science-supported export regime may strengthen process credibility without integrating all certification, testing, logistics, and trade data. The analytical framework must therefore assess both the enabling function and the institutional limits of digitalisation.
The article proposes a four-layer framework for digital connectivity: (i) institutional and certification connectivity, comprising electronic registration, databases of certification bodies, certificate-status information, and recognition mechanisms; (ii) traceability data on ingredients, production, Halal control points, logistics, and product history; (iii) market and business-platform connectivity, supporting searches for suppliers, buyers, services, and trade opportunities; and (iv) knowledge, technology, and support-service connectivity, including training, testing, research, and consultancy. These four layers respectively establish authority, generate evidence, convert trust into transactions, and sustain ecosystem capabilities.
2.2 Research methodology
The study employs a qualitative comparative case-study design and structured document analysis (Bowen, 2009; Yin, 2018). It combines legal and policy analysis with cross-case synthesis in order to examine both formal institutional arrangements and the operational functions of digital platforms. The source categories comprise laws, implementing regulations, standards, certification manuals, recognised-certifier lists, official platform guidance, reports by international and regional organisations, peer-reviewed studies on Halal supply chains, integrity, traceability, and trade, and Vietnamese policy documents.
The documentary search was conducted from 15 May to 5 August 2026. Academic materials were identified through Google Scholar, DOI-indexed publisher records, and backward reference checking of relevant review articles, using combinations of the terms “Halal ecosystem”, “Halal supply chain”, “digital Halal”, “Halal certification”, “traceability”, “interoperability”, “blockchain”, “mutual recognition”, “foreign Halal certification body”, and the names of the three case countries and Vietnam. Official materials were retrieved from the portals of JAKIM and MYeHALAL, HDC and the Halal Integrated Platform, BPJPH and SIHALAL, Indonesia’s official legal database, CICOT and the Thai Halal product portal, the Halal Science Center at Chulalongkorn University, HALCERT, the relevant Malaysian and Vietnamese ministries, and ASEAN. The legal and policy coverage extends from 2011 to 5 August 2026, while the principal academic literature covers 2012-2026.
Documents were screened in two stages: first by title, issuing institution, date, and apparent relevance; and then by full-text assessment. A document was included when it was a primary official source or a peer-reviewed study, was available in full text, and directly informed at least one analytical domain. Duplicate documents, generic promotional material without verifiable institutional content, unsupported secondary summaries, and superseded webpages were excluded when a newer official source was available. Where an official English version was unavailable, the original-language page was checked alongside an English summary or translation, and only claims that could be traced to the official source were retained.
Malaysia, Indonesia, and Thailand were selected purposively using a maximum-variation logic rather than as a statistically representative sample. All three are ASEAN economies of direct commercial relevance to Vietnam, but they embody contrasting governance arrangements: Malaysia represents an established certification and industry-development ecosystem; Indonesia represents a nationally coordinated mandatory Halal assurance regime in a major Muslim consumer market; and Thailand represents a non-Muslim-majority exporter that combines religious authority, scientific testing, and industrial support. This contrast enables the study to identify transferable institutional components while avoiding the assumption that one national model can be copied wholesale.
A structured source matrix recorded the issuing body, jurisdiction, document type, legal status, date, relevant platform or process, and evidentiary claim. Documents were coded deductively across six domains: governance structure; legal scope and enforceability; digital certification and verification; traceability and supply-chain data; market and enterprise support; and cross-border recognition and trade facilitation. Inductive subcodes were then used to capture recurrent strengths, implementation bottlenecks, and interoperability problems. Interpretive bias was reduced by giving precedence to primary official sources for legal and time-sensitive claims, triangulating institutional claims with academic or international sources where possible, recording contradictory or limiting evidence, and rechecking all 2026 legal, certification, and platform claims against official portals on 5 August 2026. The study uses only publicly available documentary sources and involves no human participants, personal data, or animals; consequently, formal ethical approval was not required.

3. RESULTS AND DISCUSSION
3.1. Digital connectivity in Halal ecosystems in selected countries of the Global South
The three cases are compared along four dimensions: the position of competent authorities within the Halal governance structure; the legal scope and enforceability of certification; the functions of digital infrastructure, from application intake and the creation of supply-chain evidence to public verification; and the mechanisms through which certification and data support cross-border recognition and market connectivity. This distinction prevents the analysis from equating the existence of an electronic portal with regulatory effectiveness. Electronic certificates create value only when the underlying data are authenticated and maintained, the issuing body is competent, and the certificate’s scope and status are accepted by the relevant market.
3.1.1. Malaysia: A two-tier architecture linking certification and ecosystem development
Malaysia structures its Halal ecosystem through two complementary tiers. The Department of Islamic Development Malaysia (Jabatan Kemajuan Islam Malaysia, JAKIM), together with state religious authorities, administers certification, while the Halal Development Corporation (HDC), an agency under the Ministry of Investment, Trade and Industry, promotes enterprise capabilities, investment, trade, and ecosystem linkages (Ministry of Investment, Trade and Industry Malaysia, 2023). Certification data are therefore anchored in religious and administrative authority, while enterprise and market data support industrial development. This division creates specialisation, but it also requires coordination among federal and state authorities, certification systems, recognised foreign bodies, and industry platforms.
The Malaysia Halal Portal and MYeHALAL receive domestic and international applications, enable users to verify certification status, and publish the list of foreign Halal certification bodies recognised by JAKIM. For international manufacturing, application dossiers include the Halal assurance system; certificates or specifications for all ingredients and processing aids; process-flow diagrams; plant layouts; and evidence of quality management. The ingredient list must correspond to the data declared in MYeHALAL (JAKIM, 2023). The system thereby standardises an “evidence dossier” covering ingredients, processes, and internal responsibilities. However, a certification dossier does not in itself amount to real-time traceability at the individual batch level.
At the cross-border level, the list of recognised foreign Halal certification bodies is a central component of Malaysia’s trust infrastructure. Malaysia’s regime does not impose a universal Halal-certification obligation on every food product; rather, it regulates the authorised use of Halal descriptions and the acceptability of imported products represented as Halal. Such imported products must be certified by a foreign body recognised by JAKIM, and recognition is limited by approved scope, validity, and continuing oversight (JAKIM, 2026; Ministry of Domestic Trade and Cost of Living Malaysia, n.d.). In parallel, HDC’s Halal Integrated Platform connects ingredient suppliers, service providers, Islamic finance institutions, and potential buyers (HDC, n.d.). The model is designed to protect the credibility of the Halal mark while connecting certification-related trust with business opportunities, although its legal and technical layers are not automatically integrated. Federal-state coordination, time-limited and scope-specific foreign-body recognition, and uneven enterprise-system connectivity may still generate verification costs.
3.1.2. Indonesia: Digital infrastructure for a mandatory Halal assurance regime
Indonesia has the most legally binding regime among the three cases. Law No. 33 of 2014 and Government Regulation No. 42 of 2024 establish a mandatory Halal product-assurance framework for products entering, circulating, and being traded in Indonesia; products made from prohibited materials may circulate only when their non-Halal status is clearly disclosed (Government of Indonesia, 2014, 2024). For food, beverages, slaughtered products, and slaughtering services produced by medium-sized and large enterprises, the first implementation phase began on 18 October 2024. The Badan Penyelenggara Jaminan Produk Halal (BPJPH) confirmed in 2026 that the next phase, beginning on 18 October 2026, extends to micro and small enterprises and imported products, alongside strengthened arrangements for foreign-certificate recognition and import governance (BPJPH, 2024a, 2026). The regime’s principal advantage is a clear national legal mandate and focal authority; its principal implementation risk is that the scale of regulated products and enterprises may exceed inspection, recognition, data-management, and support capacity.
SIHALAL is the official portal for receiving and processing applications. The digital workflow links enterprise and product information with inspection, testing, Halal determination, and certificate issuance; enterprises can download digital certificates from their accounts. BPJPH's continued upgrading of SIHALAL and issuance of guidance for both regular and self-declaration pathways indicate that the platform is becoming the digital administrative infrastructure of Indonesia's Halal product assurance system (BPJPH, 2025). The platform standardises processes across multiple actors, although output quality still depends on ingredient data, inspection capacity, and on-site practices.
For international trade, SIHALAL introduced a function in July 2024 for registering foreign Halal certificates (Sertifikat Halal Luar Negeri - SHLN) by importers or officially appointed representatives in Indonesia (BPJPH, 2024b). The mechanism links each certificate to the relevant foreign Halal body and the applicable mutual-recognition framework. Market access therefore involves at least three distinct tests: the product must satisfy substantive Halal requirements; the certificate must be issued by a body accepted by BPJPH; and the certificate data must be registered and verifiable in the national system. This creates a traceable national point of accountability, but it also exposes potential bottlenecks in recognising foreign bodies, matching product and certificate data, managing complex imported ingredients, and assisting enterprises with uneven digital capacity. For Vietnamese exporters, a structured and reusable dataset covering ingredients, facilities, processes, certificates, and product codes is therefore more valuable than treating each application as an isolated administrative transaction.
3.1.3. Thailand: Integrating religious authority, science, and export orientation
Thailand has developed its Halal food industry despite not being a Muslim-majority country. Its model rests on coordination among religious authority, scientific testing, and export-oriented industrial capabilities. The Central Islamic Council of Thailand (CICOT) operates e-services for new applications, additions, renewals, certificate cancellation, and status checks; its product portal enables searches for products, certificates, and manufacturers. CICOT also publishes the recognition status of foreign certification bodies, creating a transparency layer for cross-border transactions (CICOT, n.d.-a, n.d.-b). Unlike Indonesia’s comprehensive statutory obligation, Thailand’s certification regime is not a universal legal condition for the circulation of all food products. Its commercial effect instead derives from CICOT’s religious authority, enterprise participation, buyer requirements, and recognition in export markets. This provides flexibility but makes system effectiveness more dependent on institutional coordination and market acceptance.
The certification process requires enterprises to provide data on ingredients and suppliers, production-flow diagrams, Halal control points, logistics, product codes, and traceability plans (CICOT, 2016). This shifts the focus towards assessing the control system. Once digitised, the data can support initial assessment, change monitoring, and verification by business partners; however, batch-level traceability continues to depend on internal systems and connectivity among factories, logistics providers, and the certification portal.
A distinctive feature of Thailand's model is the Halal Science Center at Chulalongkorn University. HAL-Q integrates Halal requirements with GMP/HACCP and scientific testing methods to identify risks of cross-contamination, non-compliant ingredients, and critical control points (Halal Science Center, n.d.). This scientific foundation translates religious requirements into measurable production controls, particularly for highly processed foods involving additives, processing aids, flavourings, or sanitation risks. The model therefore provides institutional and scientific mechanisms that can strengthen process credibility and export readiness, although scientific evidence does not replace certification authority or importing-market recognition. Moreover, certification, laboratory testing, internal traceability, logistics, and trade data remain distributed across separate systems rather than operating through a single interoperable architecture.
Table 1 summarises the principal governance, digital-infrastructure, cross-border recognition, and implementation characteristics identified across the three cases.
Table 1. Comparison of digital connectivity structures in the Halal ecosystems of the three countries
	Country
	Governance logic
	Core digital infrastructure
	Cross-border mechanism
	Strengths and limitations

	Malaysia
	Authoritative certification by JAKIM/state religious authorities combined with Halal industry-development policy. The legal framework regulates authorised Halal claims and recognised certification rather than imposing a universal certification obligation on all foods.
	MYeHALAL, certificate-status and foreign-body directories; HIP connects supply, services, finance, and markets.
	Recognition of foreign Halal certification bodies; verification of certificate scope, validity, status, and approved product categories.
	Strong linkage between authoritative trust and markets. Challenges include federal-state coordination, scope-specific recognition, and interoperability across authority, foreign-body, and enterprise systems.

	Indonesia
	A nationally coordinated mandatory Halal product-assurance regime administered by BPJPH, with phased legal implementation for domestic and imported products.
	SIHALAL manages applications, inspection-related workflows, digital certificates, and registration of foreign Halal certificates (SHLN).
	Mutual recognition of foreign certification bodies, SHLN registration, and mandatory-certification requirements for imported products from October 2026.
	Clear national focal point, legal accountability, and traceable certificate registration. Challenges include regulatory scale, recognition capacity, data quality, and enterprise readiness.

	Thailand
	Religious authority led by CICOT, reinforced by Halal science and export-oriented industrial policy; certification is not a universal statutory circulation requirement for all foods.
	CICOT e-services and product search; HAL-Q, scientific testing, and critical-control-point management.
	Publication of foreign-certifier recognition status and certification dossiers adapted to export-market requirements.
	Strong scientific evidence, process control, and export credibility. Certification, testing, internal traceability, logistics, and trade data remain institutionally and technically fragmented.


Source: Author's synthesis based on the documentary sources discussed in Sections 3.1.1–3.1.3.

3.1.4. Comparative assessment and research findings
The three cases reflect distinct governance logics and different relationships between law and digital infrastructure. Malaysia follows a “trust-market” model in which the regulation of Halal claims and authoritative certification are connected to enterprise-development platforms. Indonesia follows a “compliance-monitoring” model in which a national platform supports the administration of mandatory legal obligations and foreign-certificate registration. Thailand follows a “science-export” model in which religious certification and e-services are reinforced by testing and quality-management capabilities. The governance value of an electronic certificate therefore differs across contexts: it is a legally required market-access instrument in Indonesia, a regulated reputational and commercial asset in Malaysia, and an export-credibility instrument reinforced by scientific evidence in Thailand.
Three findings emerge from the study. First, institutional authority must precede technology: a database generates trust only when it clearly identifies the actors authorised to issue, amend, suspend, and revoke Halal status. Second, the unit of connectivity is not merely the enterprise but the linked configuration of enterprise-facility-product-certificate-ingredient-batch. Without end-to-end identifiers, data are difficult to reuse across certification, customs, logistics, and buyer systems. Third, cross-border recognition is both a legal and a technical issue. Differences in standards cannot be eliminated by a platform alone, but transaction costs may be reduced when recognised bodies, scope, validity period, status, and minimum data are disclosed in a structured and comparable format (Johan & Schebesta, 2022).
These findings both confirm and extend the existing literature. They confirm supply-chain research that Halal integrity is continuous and must be protected beyond the moment of certification (Soon et al., 2017; Tieman et al., 2012). They qualify technology-centred accounts by showing that blockchain or digital portals cannot compensate for weak authority, poor source data, or absent recognition, thereby reinforcing the implementation concerns identified in digital supply-chain reviews (Astuti & Hidayati, 2023; Rejeb et al., 2021). They also support trade-law scholarship in finding that substantive regulatory diversity persists even when verification becomes electronic (Johan & Schebesta, 2022). The study extends these literatures by specifying four connected layers through which authority generates evidence, evidence supports transactions, and support services sustain enterprise compliance. Malaysia places particular emphasis on connecting certification to markets; Indonesia on national legal accountability and enforcement; and Thailand on scientific evidence and process control. Vietnam can therefore combine selected institutional components, but should not replicate any single national model wholesale.
3.2. Opportunities to advance Vietnam's participation in Halal food value chains
The comparative analysis above suggests that digital connectivity may perform several mutually reinforcing functions in a Halal ecosystem: it may reduce information asymmetries, strengthen the verifiability of certification, improve supply-chain traceability, and connect producers with certification bodies, logistics providers, buyers, and supporting services. For Vietnam, these functions are particularly important because the main constraint is not a lack of productive capacity, but the limited ability to demonstrate continuous Halal compliance in forms that are credible, reusable, and recognised across different markets. These potential benefits are interpreted here as analytically derived opportunities arising from the comparative documentary evidence rather than as effects directly measured for Vietnamese enterprises. Accordingly, the opportunities arising from digital connectivity should not be understood merely as opportunities to automate administrative procedures. More fundamentally, they concern Vietnam’s capacity to convert its existing strengths in agriculture, fisheries, food processing, and regional trade into trusted participation in Halal food value chains. The following analysis therefore focuses on four interrelated opportunities: lowering compliance and market-entry costs, transforming traceability into a source of competitive trust, facilitating participation in higher-value activities, and diversifying market and supply-chain linkages.
First, digital connectivity may help reduce information and compliance burdens by improving enterprises' access to, and potential reuse of, information required for certification and market entry. A data portal that classifies requirements by market could provide enterprises with early information on applicable standards, recognised certification bodies, timelines, and required documentation. This may be particularly relevant for small and medium-sized enterprises, for which technology costs and implementation capacity have been identified as important considerations in Halal supply-chain adoption (Ardiantono et al., 2024).
Second, improved traceability could help translate Vietnam's agricultural and food advantages into trust-based advantages. In seafood, coffee, rice, cashew nuts, fruit, spices, and processed foods, enterprises must demonstrate ingredient origins, additives, sanitation controls, logistics segregation, and continuity of control. A “digital Halal passport” linked to a batch code could integrate certificates, supplier information, test results, control points, and transport history. This proposed function is consistent with recent Halal traceability research, which treats technological records, certification arrangements, standardisation, and stakeholder coordination as complementary components of an effective traceability system rather than as substitutes for one another (Bachtiar et al., 2024; Dashti et al., 2024). Design-oriented research further indicates that Halal traceability systems can technically link information on product movements, Halal assurance, and certification across supply-chain actors, although the effectiveness and transferability of such arrangements remain dependent on their institutional and operational context (Susanty et al., 2024).
Third, digital platforms create opportunities to participate in higher-value-added stages. Enterprises can identify partners for joint product development, Halal contract manufacturing, private-label packaging, omnichannel distribution, or supply to hotels, restaurants, and airlines. Connectivity with HIP, BPJPH databases, and CICOT's product portal may improve information visibility and facilitate counterparty verification, thereby creating conditions that could support more sustained business relationships rather than only one-off raw-material transactions. These possibilities are treated as potential pathways to market connectivity; the present documentary study does not measure changes in contracts, sales, buyer retention, or other firm-level market outcomes.
Fourth, digital connectivity supports market and supply-chain diversification. Malaysia, Indonesia, and Thailand are simultaneously markets and regional hubs for production, distribution, and re-export within ASEAN. Vietnamese enterprises can sell directly, supply ingredients to processors, enter contract-manufacturing arrangements, or use partners’ logistics networks. This direction is consistent with the ASEAN Digital Masterplan 2030, which emphasises connectivity, interoperability, and a trusted digital environment (ASEAN, 2026).
3.3. Bottlenecks and policy solutions for Vietnam
Despite the opportunities outlined above, digital connectivity alone cannot ensure Vietnam’s effective participation in Halal food value chains. Its impact depends on the coherence of the institutional framework, the international recognition of certification authorities, the quality and interoperability of data, and firms’ capacity to maintain Halal compliance throughout production and distribution. At present, Vietnam’s emerging Halal ecosystem remains fragmented across regulatory bodies, certification organisations, testing laboratories, industry associations, logistics providers, and enterprises. This fragmentation may increase duplication, weaken data consistency, and limit the reuse of compliance information across certification, customs, logistics, and market-access processes. In the present analysis, “fragmentation” refers to the documentary observation that relevant certification, standards, testing, logistics, and market-support functions are distributed across multiple actors and systems; it is not intended as a quantitative measure of institutional performance. Policy intervention is therefore required not simply to introduce additional digital platforms, but to establish a coordinated governance architecture in which authority, data responsibilities, technical standards, and mechanisms for cross-border recognition are clearly defined. Against this background, the following section identifies the principal bottlenecks and proposes corresponding policy solutions.
3.3.1. Key bottlenecks
The principal constraints facing Vietnam are interconnected rather than isolated. Institutional fragmentation may reduce the effectiveness of data integration; limited international recognition may weaken the commercial value of digital certificates; uneven digital capabilities among enterprises may affect the reliability of traceability information; and concerns over data security may constrain cross-border information sharing. These bottlenecks should therefore be examined as components of a broader governance problem involving institutions, technology, enterprise capacity, and international cooperation. This interpretation is consistent with recent digital-Halal scholarship that conceptualises traceability as a socio-technical governance issue, in which technical verification alone does not ensure that verified information becomes a credible market signal without appropriate institutional arrangements (Zhang et al., 2026).
The first bottleneck is institutional and data fragmentation. Vietnam has national standards and HALCERT, but the ecosystem also includes multiple certification bodies, sectoral agencies, associations, laboratories, and databases. In the absence of a shared architecture, additional "information islands" may emerge and enterprises may continue to submit the same information repeatedly. More broadly, recent Halal traceability studies identify institutional authority, standardisation, implementation, and stakeholder collaboration as interdependent conditions for the functioning of traceability arrangements (Bachtiar et al., 2024; Dashti et al., 2024).
The second bottleneck is international recognition. An electronic certificate facilitates trade only when the importing country recognises the authority of the issuing body and can verify its validity. Technical connectivity must therefore be accompanied by standards diplomacy, recognition arrangements, and mechanisms for updating lists of certification bodies, particularly in relation to Indonesia.
The third bottleneck concerns enterprises' data capabilities and costs. Because the proposed architecture depends on consistent information on ingredients, suppliers, processes, sanitation, logistics, and batch codes, uneven enterprise-level digitisation could limit the completeness and reuse of traceability data. Research on Halal supply-chain implementation and digital certification in Indonesia likewise identifies technology costs, organisational readiness, and system capabilities as relevant considerations in technology adoption, particularly for smaller enterprises (Ardiantono et al., 2024; Karyani et al., 2024). Investment in software, identification systems, consultancy, and security should therefore be assessed in relation to firms' actual compliance and market requirements. Incorrect input data may compromise the evidentiary value of the resulting traceability record.
The fourth bottleneck is cross-border data governance. Halal dossiers may contain trade secrets, formulas, supplier information, test results, and commercial data. Data-sharing arrangements must provide access controls, protection of business secrets, cybersecurity, retention rules, and accountability for inaccuracies. Digital connectivity should be based on "controlled trust", not the unrestricted disclosure of all data.
3.3.2. Policy solutions
Addressing these bottlenecks requires a coordinated approach combining institutional reform, digital infrastructure, international cooperation, and enterprise support. Vietnam should prioritise an interoperable Halal data architecture, pilot digital Halal passports in selected food chains, promote certification recognition with key markets, support SMEs through shared services, and implement these measures in phases with clear performance indicators and data-governance safeguards. These recommendations should be understood as policy propositions derived from the comparative documentary analysis rather than as interventions whose effects on certification time, compliance costs, market access, or enterprise performance have been empirically estimated in this study.
First, Vietnam should develop a national Halal data architecture based on interoperability rather than necessarily full centralisation. HALCERT could serve as the focal point for certification and standards data; ministries and sectoral agencies could manage specialised data; enterprises would retain ownership of operational data; and an integration layer would use application programming interfaces and unified identifiers. The minimum dataset should cover certification bodies and their recognised scope; enterprises, facilities, and products; certificate status and history; applicable standards; batch traceability; alerts; and recalls.
Second, Vietnam should pilot a "digital Halal passport" for value chains with lead firms, established quality-management systems, and clearly identified target markets, such as processed seafood, coffee, cashew nuts, rice, and fruit products. The passport should prioritise open data structures and verifiability, without assuming blockchain as the default. Blockchain is appropriate only where multiple independent actors record data and the benefits of tamper resistance justify the cost. This technology-neutral position is consistent with research showing that blockchain-based Halal systems can support linked and verifiable traceability records, while their practical usefulness remains dependent on system design, organisational readiness, and implementation conditions (Karyani et al., 2024; Susanty et al., 2024).
Third, Vietnam should promote certification interoperability and "Halal data diplomacy". Cooperation should progress from memoranda of understanding to standard-equivalence mapping, online verification, minimum datasets, status updates, and incident-management procedures. With Malaysia, priority should be given to market connectivity through HDC/HIP; with Indonesia, to recognition of certification bodies and compatibility with BPJPH documentation; and with Thailand, to testing, HAL-Q, training, and product data.
Fourth, shared services should be established for small and medium-sized enterprises, including dossier digitisation, standards-gap assessments, ingredient management, batch traceability, training, and certification-to-market connectivity. Public support should be linked to outputs such as compliant dossiers, certification, verified buyers, or purchase orders, rather than dispersed subsidies for equipment. Associations and lead firms should participate to ensure that services remain grounded in actual value-chain requirements.
Fifth, the system should be implemented through a phased roadmap with risk governance. During 2026-2027, priorities should include data standardisation, actor registries, pilots for digital dossiers, and cooperation with key Halal authorities; during 2028-2030, the digital passport should be scaled up, customs, logistics, and trade-promotion functions integrated, and cross-border data exchange piloted. Performance indicators should cover time, cost, data reuse, the number of verified certificates, new contracts, and detected discrepancies; procedures should also be established for correction, data withdrawal, and incident response. The proposed timetable should therefore be interpreted as a sequencing framework for policy consideration rather than as a forecast of implementation progress or expected economic outcomes.

3.4. Study limitations and future research
The study has four principal limitations. First, it relies on publicly available documents and therefore cannot fully capture informal implementation practices, proprietary platform functions, firm-level compliance costs, or the experience of certifiers and exporters. Second, legal rules, recognition lists, and online platforms are time-sensitive; although all 2026 claims were rechecked against official sources on 5 August 2026, subsequent institutional or regulatory changes may alter specific details. Third, comparable quantitative data on processing time, certification cost, platform usage, data errors, and trade outcomes are not available across the three cases, so the analysis cannot estimate causal effects or rank national systems. Fourth, the cases were selected purposively for analytical variation and regional relevance; the findings are analytically transferable but not statistically generalisable to all Halal markets.
Future research should combine documentary analysis with interviews involving competent authorities, certification bodies, laboratories, logistics providers, exporters, and small and medium-sized enterprises. It should also measure certification time and cost, data-reuse rates, verification failures, platform adoption, and contract outcomes. A particularly valuable next step would be to evaluate pilot digital Halal passports in selected Vietnamese food chains through before-and-after indicators and cross-market testing with Malaysian, Indonesian, and Thai partners.
4. CONCLUSION
Digital connectivity is an essential component of a Halal ecosystem because it organises the creation, verification, and exchange of evidence relating to integrity across the value chain. The comparative analysis shows that its institutional purpose varies: Malaysia connects authoritative certification with ecosystem and market development; Indonesia uses SIHALAL to administer a mandatory national assurance regime; and Thailand combines religious authority, science, and export-oriented services. Across the three cases, the comparative evidence suggests that the usefulness of digital tools depends on the interaction of competent authority, reliable source data, certificate-status management, and market recognition. The four-layer framework developed in this study clarifies this relationship by linking institutional and certification connectivity, traceability evidence, market connectivity, and knowledge and support services.
For Vietnam, the priority is not to replicate a particular platform but to build an interoperable architecture suited to its institutional context and enterprise capabilities. Near-term measures should standardise core data, clarify responsibilities, strengthen recognition with priority markets, and pilot digital Halal passports in food chains with capable lead firms. These measures should be accompanied by shared services for small and medium-sized enterprises and by safeguards for data quality, commercial confidentiality, cybersecurity, correction, and incident response. The policy objective is to move enterprises from merely possessing a certificate towards continuously maintaining and demonstrably proving Halal integrity in forms that importing authorities and buyers can verify and reuse.
The conclusions remain subject to the documentary and comparative limitations identified above. Further empirical work should test whether the proposed architecture reduces certification time and cost, improves data reuse and buyer confidence, and generates measurable trade outcomes. Subject to such validation, a phased and institution-led approach to digital connectivity can strengthen Vietnam’s credibility and participation in regional Halal food value chains.
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