



Enhancing Biometric Security Using Artificial Neural Network-Based Multimodal Fusion of Facial Recognition and Fingerprint Identification


Abstract
Biometric authentication systems based on a single modality remain vulnerable to spoofing, acquisition noise, and intra-class variation, limiting their reliability in high-security access-control applications. This study presents an artificial neural network-based multimodal framework that combines facial recognition and fingerprint identification to improve authentication accuracy, robustness, and presentation-attack resistance. Facial features are extracted using a convolutional neural network, while fingerprint texture and minutiae representations are obtained using Gabor filters and a denoising autoencoder. Feature-level and score-level information is integrated through a multilayer-perceptron meta-learner, followed by an adaptive decision module incorporating modality-specific liveness assessment. The framework was evaluated using the Labeled Faces in the Wild dataset, FVC2006, and the custom Bayelsa Multimodal Biometric Dataset comprising 320 subjects. On the reported BMBD test split, the system achieved 99.14% verification accuracy, a false acceptance rate of 0.12%, a false rejection rate of 0.34%, and an equal error rate of 0.19%. The reported performance exceeded the best unimodal baseline by 6.8 percentage points and the strongest compared multimodal method by 1.93 percentage points. End-to-end inference required 143 ms on the stated embedded platform. The ablation results indicated that learned fusion, metric-learning losses, and liveness detection each contributed to performance. These findings support the feasibility of the proposed framework under the reported experimental conditions, while broader independent evaluation remains necessary.
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I. INTRODUCTION
The rapid growth of digital transactions, remote-access systems, and critical-infrastructure control has greatly increased the need for secure and tamper-resistant identity verification. Traditional authentication methods, such as passwords, PINs, and smart cards, are susceptible to theft, loss, and social-engineering attacks. This has led to the development of biometric systems based on the unique physiological or behavioural characteristics of individuals [1].
However, single-modality biometric systems have inherent limitations. The main challenges in facial recognition include changes in illumination, ageing, and occlusion. The main challenges in fingerprint systems include sensor noise, skin dryness, and the spoofing of latent prints [2], [3]. Moreover, the equal error rate (EER) of state-of-the-art unimodal systems remains above 4% in unconstrained environments, which is unacceptable for high-security deployments [4]. Multimodal biometrics, which use two or more modalities, offer a statistically attractive solution because independent sources of evidence make it considerably more difficult to spoof all channels simultaneously [5].
Deep learning, particularly convolutional neural networks (CNNs) and their variants, has revolutionised biometric feature extraction and achieved human-parity recognition on constrained benchmarks [27]. However, determining an optimal fusion strategy for efficiently combining heterogeneous biometric scores or feature vectors remains an open research problem [6], [7]. Current methods range from simple score-level averaging to complex Bayesian belief networks and generative adversarial architectures, with different trade-offs among accuracy, computational cost, and interpretability [8].

Recent work on AI-enhanced biometric authentication has continued to examine face and fingerprint modalities in mobile-security contexts, while AI-based facial-landmark localisation has illustrated the importance of reliable region-of-interest extraction from camera feeds [31], [32].
Other studies have shown that learned fusion of facial data with dynamic signatures and camera-derived photoplethysmography with fingerprints can strengthen authentication by exploiting complementary biometric representations [33], [22]. Multimodal face anti-spoofing research likewise indicates that adaptive fusion across RGB, infrared, and depth data can improve robustness when modality availability or capture conditions vary [34].
Despite these developments, the literature reviewed in this manuscript does not establish a single lightweight framework that jointly integrates face-fingerprint feature fusion, modality-specific liveness assessment, adaptive decision-making, and embedded-hardware evaluation within the same experimental design. This gap motivates the present investigation of an ANN-based architecture that evaluates these components together using the reported datasets and deployment conditions.
II. 	Objectives
The objectives of this paper are as follows:
1. To propose a hierarchical ANN fusion architecture that combines CNN facial embeddings and Gabor autoencoder fingerprint features through a trainable multilayer-perceptron meta-learner, with the aim of improving accuracy relative to unimodal and state-of-the-art multimodal baselines.
2. To develop a hybrid anti-spoofing liveness-detection module based on micro-texture analysis and remote photoplethysmography (rPPG), with the aim of reducing the presentation-attack success rate to below 1%.
3. To develop a new Bayelsa Multimodal Biometric Dataset (BMBD) comprising 320 subjects, with synchronised face and fingerprint captures under real-world environmental conditions.
4. To benchmark deployment on ARM Cortex-A76 embedded hardware and assess the reported 143 ms end-to-end inference time for edge-deployed security systems.
5. The remainder of the paper is organised as follows. Section III discusses the related work. Section IV details the system architecture and fusion approach. Section V describes the datasets and experimental setup. The results are presented and discussed in Section VI, while Section VII addresses the limitations, future directions, and conclusion.

III. RELATED WORK
A. Unimodal Biometric Systems
By learning deep metrics from millions of aligned face pairs, DeepFace [9] and FaceNet [10] marked major advances in facial recognition. Later architectures, including ArcFace [11], CosFace [35], and MagFace [36], extended the softmax loss function by introducing angular margins. These developments improved intra-class compactness and inter-class separability, achieving accuracy above 99.8% on LFW under constrained settings. However, performance deteriorates substantially in the wild under occlusion, pose variations beyond ±30°, and adversarial make-up, indicating the fragility of unimodal face systems [3].
Fingerprint-recognition systems have also benefited from deep learning. Cao and Jain [12] proposed a fully convolutional network for minutiae extraction that is robust to partial prints and sensor interoperability. Tang et al. [13] introduced FingerNet, a unified deep network for fingerprint orientation estimation and minutiae extraction. However, fingerprint systems remain vulnerable to spoof fingers made from gelatin and 3D-printed materials, and presentation-attack detection (PAD) remains an active research challenge [14].
B. Multimodal Biometric Fusion
Multimodal fusion is performed at four levels: sensor, feature, score, and decision [5]. The most common approach is score-level fusion, in which the normalised match scores of the component matchers are combined using a sum, product, or support-vector-machine (SVM) combiner. Nandakumar et al. [15] proposed a likelihood-ratio-based score-fusion framework and showed that optimal fusion weights are data-dependent and should be learned rather than fixed. Feature-level fusion involves projecting or concatenating different feature spaces into a common representation. For example, Angadi and Kagawade [16] used canonical correlation analysis (CCA) to align face and iris feature subspaces before fusion, thereby reducing feature dimensionality while retaining discriminative information.
Deep-learning-based fusion has received increasing attention. Ding and Tao [17] developed a multimodal deep face representation that combines holistic and local facial information for robust face recognition. Zheng et al. [22] investigated multimodal biometric authentication by fusing camera-based photoplethysmography with fingerprint information, thereby exploiting complementary physiological and fingerprint representations.
C. Anti-Spoofing and Liveness Detection
Presentation-attack detection (PAD) is important for the real-world security of biometric systems. Approaches based on depth maps obtained through structured light, micro-texture local binary pattern analysis, and challenge-response blink detection have been explored [18]. Remote photoplethysmography (rPPG) is a software-only liveness cue that extracts cardiac pulse signals from slight colour changes in facial skin and is robust against printed-photo and replay attacks [19]. Fingerprint liveness has been assessed through perspiration-pattern analysis, electrical-conductivity sensing, and subsurface imaging using optical coherence tomography (OCT) [20]. In the present system, facial liveness based on rPPG and fingerprint liveness based on perspiration patterns are applied as parallel modules before the fusion stage.

Table 1. Summary of Related Work
Unimodal biometric, multimodal fusion, and anti-spoofing approaches, with the limitations that motivate the proposed integrated ANN fusion system.
	Reference
	Method / Approach
	Key Contribution
	Limitation / Gap

	DeepFace [9], FaceNet [10]
	Deep metric learning on millions of aligned face pairs
	Major advance in facial recognition accuracy under constrained conditions
	Performance deteriorates with occlusion, pose variation beyond ±30°, and adversarial makeup

	ArcFace [11], CosFace, MagFace
	Softmax loss extended with angular margins
	LFW accuracy > 99.8%; improved intra-class compactness and inter-class separability
	Brittle unimodal performance in unconstrained, real-world conditions

	Cao & Jain [12]
	Fully convolutional network for minutiae extraction
	Robust to partial prints and sensor interoperability
	Does not address presentation-attack (spoofing) resistance

	Tang et al. [13]
	GAN-based super-resolution of latent fingerprints
	11.3% improvement in downstream matching rates
	Fingerprint systems remain vulnerable to gelatin/3D-printed spoof fingers; PAD still an open challenge [14]

	Nandakumar et al. [15]
	Likelihood ratio-based score-level fusion
	Shows optimal fusion weights are data-dependent
	Fixed fusion weights are suboptimal; weights must be learned, adding complexity

	Yang et al. [16]
	Canonical correlation analysis (CCA) for feature-level fusion of face and iris
	Reduces feature dimensionality while preserving discriminative information
	Fusion evaluated without anti-spoofing or deployment considerations

	Ding & Tao [17]
	Multi-task deep neural network with shared layers and modality-specific branches
	96.85% accuracy on public face + fingerprint benchmarks
	No liveness/anti-spoofing integration; no embedded-hardware evaluation

	Zhang et al. [22]
	Transformer-based cross-modal attention fusion with contextual quality re-weighting
	97.21% accuracy, the highest among fusion methods reviewed
	Large computational overhead makes it unsuitable for edge/embedded deployment

	Blink detection [18]; depth/LBP; rPPG [19]; perspiration & OCT [20]
	Modality-specific liveness cues (face: rPPG; fingerprint: perspiration pattern, OCT)
	rPPG resists printed-photo and replay attacks; OCT enables subsurface fingerprint imaging
	Liveness modules treated as parallel, isolated checks — not jointly optimized with fusion accuracy


D. Research Gap
The reviewed literature does not report a unified architecture that jointly optimises biometric-fusion accuracy, anti-spoofing robustness, and embedded-hardware deployment efficiency while being validated on a dataset collected in an African context. To address this gap, the present study proposes an integrated ANN fusion system benchmarked on standard and newly collected datasets under realistic environmental conditions.
IV. PROPOSED METHODOLOGY
A. System Overview
The proposed system, depicted in Fig. 1, can be conceptually divided into five processing stages: (1) biometric-data acquisition and pre-processing; (2) modality-specific feature extraction; (3) liveness detection and quality assessment; (4) ANN-based multimodal fusion; and (5) adaptive decision-making and output generation. Each stage is described in the following subsections.
[image: Fig. 1. Proposed multimodal biometric fusion system architecture]
Fig. 1.End-to-End Pipeline of the Proposed ANN-Based Multimodal Face and Fingerprint Fusion System


B. Facial Recognition Module
The face images are pre-processed through the following sequence of operations: (i) face detection and five-point landmark localisation using MTCNN; (ii) affine alignment to a canonical 112 × 112 template; and (iii) channel-wise mean subtraction based on ImageNet statistics. The aligned face is then fed into a modified ResNet-50 backbone trained with ArcFace loss.
 								(1)
Where: is the angle between the feature vector and the target class weight vector,  – the additive angular margin penalty,  – the feature scale (re-scaling factor) and  – the summation over all non-target classes. The output 512 dimensional facial embedding vector n:  normalized before fusion.

C. Fingerprint Identification Module
The fingerprint images are binarised using adaptive Otsu thresholding. Ridge frequency is estimated using gradient-based methods, and the orientation field is computed. A bank of eight orientation-specific Gabor filters is used to extract texture features, which are concatenated into a 640-dimensional Gabor-response vector. This vector is then reduced to 256 dimensions using a three-layer denoising autoencoder (encoder: 640 → 512 → 256; decoder: 256 → 512 → 640) pre-trained with a reconstruction loss:
 									(2)
where:  - total number of samples,  - original input for sample ,  - reconstructed output for sample , and - squared Euclidean (L2) norm.
In addition, minutiae points, comprising ridge endings and bifurcations, are extracted using a thinning-based algorithm and encoded as a set of triplets [28], [29]. The encoded representation is used as the fingerprint feature vector during fusion.

D. Liveness Detection
The facial-liveness detector is a lightweight MobileNetV2 network [26] trained using binary cross-entropy (BCE) to classify face crops as live or spoofed by analysing depth and texture cues. An rPPG module computes the regularity of the pulse signal from a five-second video sequence, with an FFT peak in the 0.75–3.5 Hz band. A face is considered live when the CNN classifier score exceeds 0.85 and the rPPG pulse is physiologically plausible [19].
Fingerprint liveness is assessed through perspiration analysis by characterising pore moisture within a 500 ms window using a temporal-gradient threshold tuned on the BMBD dataset. In addition, a ResNet-18 model trained on LivDet-2021 provides a software-based spoof-classification score for quality gating [20], [25].

E. ANN Fusion Architecture
The core fusion network receives the concatenated feature vector as input and processes it through a five-layer MLP:
Layer 1: 768 → 512, ReLU, BatchNorm, Dropout(0.3)
Layer 2: 512 → 256, ReLU, BatchNorm, Dropout(0.3)
Layer 3: 256 → 128, ReLU, BatchNorm
Layer 4: 128 → 64, ReLU
Layer 5 (Output): 64 → 2, Softmax
The network is trained end-to-end using the Adam optimiser (β1​=0.9, β2​=0.999) with an initial learning rate of 1×10{-4} decayed by cosine annealing. The combined loss function is:
									 (3)
where LCE is the cross-entropy loss, Ltriplet enforces embedding separation between genuine and impostor pairs, and Lcenter minimises intra-class variance. Hyperparameters λ1 = 0.4 and λ2 = 0.1 were selected via Bayesian optimisation on the validation set.

F. Adaptive Decision Module
The Softmax output probability, pgenuine, is compared with an adaptive threshold, τ, derived from the operational security requirement. In high-security mode (τ = 0.95), the system attempts to minimise the FAR, whereas convenience mode (τ = 0.70) is intended to minimise the FRR. Liveness-detection quality scores are used to modulate τ dynamically. When either modality-quality score is below 0.60, the system requests recapture rather than making a decision, thereby preventing low-quality samples from increasing error rates [21].

V. EXPERIMENTAL SETUP
A. Datasets
Three datasets were used, as summarised in Table 2:
TABLE 2: Datasets Used for Evaluation
	Dataset
	Modality
	Subjects
	Samples

	LFW
	Face
	5,749
	13,233 images

	FVC2006
	Fingerprint
	150
	1,800 scans

	BMBD (custom)
	Face + Fingerprint
	320
	6,400 samples



The Labeled Faces in the Wild (LFW) dataset [23] comprises 13,233 face images of 5,749 subjects collected from online news articles under unconstrained conditions. The FVC2006 (Fingerprint Verification Competition 2006) database [24] contains 150 subjects and 12 impressions of each finger captured using four sensors. The BMBD was collected in Bayelsa State, Nigeria, using a Sony IMX686-based smartphone camera for facial images (30 fps, 12 MP) and a SecuGen Hamster Pro 20 optical fingerprint sensor (500 dpi). Data were collected under varied indoor and outdoor conditions, with illumination ranging from 600 to 9000 lux, from subjects aged 18–65 years.

B. Implementation Details
The facial CNN was pre-trained on MS-Celeb-1M and fine-tuned on the LFW and BMBD face subsets for 30 epochs with a batch size of 64. The autoencoder was pre-trained on the FVC2006 and BMBD fingerprint subsets. The MLP fusion network was trained on paired BMBD samples using an 80/10/10 training/validation/test split, with no subject overlap across the subsets. Data augmentation involved random horizontal flipping, Gaussian-noise injection (σ = 0.02), and brightness jitter (±15%) for facial images, as well as rotation (±15°) and partial-occlusion masking for fingerprints. All models were implemented in PyTorch 2.1.0 using CUDA 12.2. Embedded-hardware testing was conducted with ONNX Runtime on a Raspberry Pi 5 (ARM Cortex-A76, 8 GB RAM).

C. Evaluation Metrics
Performance was evaluated using accuracy (ACC), false acceptance rate (FAR), false rejection rate (FRR), equal error rate (EER), area under the receiver operating characteristic curve (AUC), and end-to-end inference latency. The FAR and FRR were computed at the operating threshold τ = 0.90 unless otherwise stated. Statistical significance was assessed using McNemar’s test at α = 0.05.

VI. RESULTS AND DISCUSSION
A. Overall Performance
The relative performance of the unimodal baselines and competing multimodal methods is shown in Table 3. The proposed ANN fusion system achieved a verification accuracy of 99.14%, with a FAR of 0.12%, an FRR of 0.34%, and an EER of 0.19% on the BMBD test set; these values were better than those of all compared methods. The 6.8-percentage-point accuracy gain over the best unimodal baseline (DCNN fingerprint-only: 93.47%) indicates the statistical complementarity of the two modalities. The proposed system exceeded the highest competing accuracy reported in Table 3 (97.21%) by 1.93 percentage points and reduced inference latency by 81 ms (36.2%), which is an important advantage for real-time embedded deployment.

TABLE 3: Performance Comparison of Biometric Authentication Methods
	Method
	Accuracy (%)
	FAR (%)
	FRR (%)
	Latency (ms)

	CNN Face-Only
	91.23
	2.81
	5.94
	67

	DCNN Fingerprint-Only
	93.47
	1.97
	4.56
	55

	SVM Score Fusion
	95.88
	1.43
	2.69
	112

	GMM Fusion [12]
	96.11
	1.12
	2.34
	131

	LSTM-CNN [17]
	96.85
	0.89
	1.76
	158

	Transformer [22]
	97.21
	0.74
	1.45
	224

	Proposed ANN Fusion
	99.14
	0.12
	0.34
	143





Figure 2: Perfomance Comparism of Biometric Authentication Method
Figure 2 presents the performance comparison summarised in Table 3.




B. Ablation Study
An ablation study was conducted on the BMBD to investigate the relative contribution of each system component. Removing the liveness-detection module increased the attack-success rate from 0.7% to 18.4%, confirming the importance of this module. Replacing the MLP meta-learner with simple score averaging reduced accuracy to 96.78%, indicating that learned fusion improved performance relative to heuristic combination. Removing the triplet- and centre-loss components (λ1 = λ2 = 0) reduced accuracy to 97.81%, supporting the contribution of the multi-objective training scheme. Overall, each proposed component contributed to system performance.

C. Cross-Dataset Generalization
To evaluate the generalisability of the model trained on the BMBD, it was tested on LFW through the face-only path and FVC2006 through the fingerprint-only path without fine-tuning. The facial module achieved 98.7% accuracy on LFW, which was comparable to dedicated models. The fingerprint module achieved an EER of 2.1% on FVC2006 Sensor DB1, which is consistent with the literature on deep-feature-based matchers. The cross-dataset experiments indicate that the learned representations are not specific to the BMBD, thereby supporting generalisation to other populations and sensors.

D. Anti-Spoofing Evaluation
Spoof resilience was tested using printed photographs and 3D-printed PLA masks for the facial modality, and gelatin and wood-glue spoof fingers for the fingerprint modality. The integrated liveness-detection module obtained a bona fide presentation classification error rate (BPCER) of 0.43% and an attack presentation classification error rate (APCER) of 0.71%. These metrics use the terminology defined in ISO/IEC 30107-3 [30]. The rPPG module detected 94.2% of replay and printed-photo attacks, the CNN texture classifier detected 89.1% of 3D-mask attacks, and the combined PAD accuracy was 99.1%.

E. Computational Analysis
The average end-to-end inference time on the Raspberry Pi 5 was 143 ms, comprising 74 ms for face-feature extraction, 38 ms for fingerprint-feature extraction, less than 5 ms of overhead for parallel liveness detection, and 12 ms for MLP fusion. Inference power was measured at 2.8 W, which is compatible with standard UPS-backed embedded hardware. The exported ONNX model had a memory footprint of 47 MB, well within the available 8 GB of RAM. The benchmarks indicate that the system can be deployed in power-grid control rooms, banking terminals, and border posts without dedicated GPU hardware.

VII. CONCLUSION
The proposed framework combines facial and fingerprint representations using a multilayer perceptron and applies modality-specific liveness assessment before authentication. On the reported BMBD test split, the system achieved 99.14% accuracy, a 0.12% false acceptance rate, a 0.34% false rejection rate, and a 0.19% equal error rate, with an end-to-end latency of 143 ms on the stated embedded platform. The ablation results showed reduced accuracy when learned fusion or the additional metric-learning losses were removed, while omission of liveness assessment increased presentation-attack success. These findings support further investigation of multimodal fusion for biometric access control, particularly where failure of one modality may reduce reliability. However, the results should be interpreted within the reported datasets, capture devices, attack materials, and evaluation protocol. Further work should include independent testing on larger and more diverse populations, fully documented genuine and impostor comparisons, validated presentation-attack procedures, privacy safeguards, and performance analysis across demographic groups. The dataset, implementation, and statistical outputs should also be documented sufficiently to support verification and reproducibility.
Limitations 
The custom dataset included 320 participants from one Nigerian setting, limiting demographic and geographic generalisability. The manuscript does not provide sex distribution, detailed sampling and consent procedures, biometric-data retention arrangements, genuine and impostor comparison counts, confidence intervals, or variability across repeated runs. Public-dataset training and testing descriptions are internally inconsistent. Presentation-attack sample sizes, fabrication procedures, train-test separation, and independent laboratory validation are insufficiently documented. Comparative methods may not have been evaluated on identical datasets or hardware, and the study does not report fairness analysis, privacy-risk assessment, comprehensive adversarial testing, or operational critical-infrastructure evaluation.
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Perfomance Comparism of Biometric Authentication Method

Accuracy (%)	CNN Face-Only	DCNN Fingerprint-Only	SVM Score Fusion	GMM Fusion [12]	LSTM-CNN [17]	Transformer [22]	Proposed ANN Fusion	91.23	93.47	95.88	96.11	96.85	97.21	99.14	FAR (%)	CNN Face-Only	DCNN Fingerprint-Only	SVM Score Fusion	GMM Fusion [12]	LSTM-CNN [17]	Transformer [22]	Proposed ANN Fusion	2.81	1.97	1.43	1.1200000000000001	0.89	0.74	0.12	FRR (%)	CNN Face-Only	DCNN Fingerprint-Only	SVM Score Fusion	GMM Fusion [12]	LSTM-CNN [17]	Transformer [22]	Proposed ANN Fusion	5.94	4.5599999999999996	2.69	2.34	1.76	1.45	0.34	Latency (ms)	CNN Face-Only	DCNN Fingerprint-Only	SVM Score Fusion	GMM Fusion [12]	LSTM-CNN [17]	Transformer [22]	Proposed ANN Fusion	67	55	112	131	158	224	143	
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