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Machine learning for the detection of fake news on social media: a critical narrative review of methods, evaluation validity and deployment readiness
Abstract
Automated detection of false and misleading news circulating on social media has become one of the most heavily researched applications of machine learning in the computational social sciences, yet the practical value of the resulting systems remains contested. Reported classification accuracies on standard benchmarks frequently approach ceiling, while independent assessments of the same model families under temporal, topical and adversarial shift record substantially weaker performance. This review examines the disjunction between benchmark success and operational capability, and asks what the accumulated evidence genuinely supports. The literature was identified through structured searching of openly accessible scholarly indexes and metadata registries, supplemented by backward and forward citation tracking from recent reviews and by targeted retrieval of methodological and institutional sources. Evidence was appraised for construct validity of labels, evaluation design, transparency, replication and external validity, and was synthesised thematically rather than catalogued study by study. Four findings emerge with reasonable confidence. Label provenance, rather than model architecture, is the dominant determinant of what a classifier learns, and source-level labelling propagates publisher-specific stylistic signals that inflate apparent accuracy. Social-context and propagation models achieve stronger discrimination than content-only models but forfeit the early-detection window and depend on platform data whose availability has narrowed. Multimodal and evidence-retrieval systems address genuine failure modes of text-only classification, although gains are reported on heterogeneous benchmarks that resist direct comparison. Large language models function simultaneously as a generative threat that decouples writing style from veracity and as a source of reasoning and rationale that improves small detectors, with the second role better evidenced than autonomous zero-shot verification. Evidence remains concentrated in English-language, politically framed, text-dominant corpora drawn from a small number of platforms, and almost no study measures downstream effects on audiences or on fact-checking workflows. Progress now depends less on architectural novelty than on label construction, temporally honest evaluation and outcome measurement beyond the confusion matrix.
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1. Introduction
False and misleading claims travelling through social platforms have been studied intensively since the middle of the last decade, when the confluence of a contested United States presidential election and the maturation of large-scale platform data made the phenomenon tractable for quantitative research. Analysis of cascades on Twitter established that verifiably false stories propagated further, faster and more broadly than true stories, and that the difference was attributable primarily to human sharing rather than to automated accounts (Vosoughi et al., 2018). A parallel body of work situated the problem within the economics and sociology of information markets, arguing that the collapse of gatekeeping costs and the incentive structure of engagement-driven distribution had altered the conditions under which fabricated content could reach mass audiences (Allcott & Gentzkow, 2017; Lazer et al., 2018). Subsequent measurement studies qualified the scale of the phenomenon: exposure to sources classified as untrustworthy was found to be heavily concentrated in a small fraction of accounts rather than evenly distributed across the electorate (Grinberg et al., 2019), and the share of low-credibility material within the overall political information diet was estimated to be modest relative to mainstream sources (Bovet & Makse, 2019). Automated accounts were shown to play a disproportionate role in the earliest moments of diffusion and in the targeting of influential users, without accounting for the bulk of downstream spread (Shao et al., 2018).
These empirical findings motivated a research programme aimed at identifying false content computationally. An early and widely adopted framing described the task as a data-mining problem defined over three information channels: the linguistic content of the item, the social context in which it circulates, and external knowledge against which its claims can be checked (Shu et al., 2017). That framing organised much of the subsequent literature. Successive surveys documented rapid architectural turnover, from handcrafted lexical and stylometric features fed into conventional classifiers, through recurrent and convolutional networks, to fine-tuned transformer encoders and, most recently, generative language models (Bondielli & Marcelloni, 2019; Capuano et al., 2023; Islam et al., 2020; Sharma et al., 2019). Graph-based formulations that model diffusion structure rather than text alone have developed into a distinct subfield with its own review literature (Phan et al., 2023), and rumour analysis in social streams contributed a complementary set of tasks concerned with stance, veracity and resolution over time (Zubiaga et al., 2018).
Terminology has remained unsettled throughout this period, and the instability is consequential rather than merely semantic. Reviews differ in whether fabricated news, propaganda, satire, clickbait, rumour, conspiracy narrative and unverified claim belong to a single construct or to several (Aïmeur et al., 2023; Zhou & Zafarani, 2020). Because supervised learning requires a fixed target, each definitional choice becomes embedded in a dataset and thereafter in the models trained upon it. The heterogeneity of available corpora, documented in a dedicated survey of evaluation datasets, reflects this divergence directly: the corpora vary in unit of analysis, in labelling authority, in class balance and in the presence or absence of social signals (D’Ulizia et al., 2021).
Against this background, the field presents an unusual pattern. Individual studies routinely report accuracy or macro-averaged F-scores above ninety per cent on established benchmarks, and comparative reviews reproduce these figures side by side as though they were commensurable (Bashaddadh et al., 2025; Gulzar Hussain et al., 2025; Hamed et al., 2023). Independent evaluations designed to test the same model families outside their training distribution report markedly different results. Systematic re-analysis of published pipelines found that apparent performance depended strongly on how source-level credibility labels had been propagated to individual articles and on how the evaluation sets had been constructed (Bozarth & Budak, 2020). Assessments conducted across time and under simple content manipulation showed that classifiers which discriminate well within a fixed corpus degrade when the news environment shifts or when an adversary alters surface features (Horne et al., 2019). Analyses of the data underlying the field reached a similar conclusion from the opposite direction, arguing that much of the labelled material available for training carries a coarse and partly circular relationship to the veracity of individual claims (Torabi Asr & Taboada, 2019).
A further tension has emerged in the adjacent social-science literature. Influential critical assessments contend that the harms attributed to online misinformation have often been overstated through reliance on unrepresentative exposure measures, broad source-level classifications and inference from engagement metrics to belief and behaviour (Altay et al., 2023; Budak et al., 2024). If the prevalence and impact of false content are more limited and more concentrated than early framings implied, then the operational value of a detector depends less on aggregate classification accuracy than on its behaviour in the specific, rare and consequential cases that matter. Very little of the detection literature is designed to answer that question.
Existing reviews address parts of this landscape but leave the central tension unresolved. Architecture-oriented surveys provide comprehensive taxonomies of models and datasets yet treat reported metrics largely at face value (Gulzar Hussain et al., 2025; Hamed et al., 2023; Khan et al., 2021). Modality-specific and method-specific reviews examine multimodal fusion, graph learning or dataset construction in depth without integrating the evaluation-validity critique across families (D’Ulizia et al., 2021; Hangloo & Arora, 2022; Phan et al., 2023). Recent syntheses have begun to incorporate generative language models, but they concentrate on enumerating applications rather than on appraising the strength of the underlying evidence (Elgammal & Alhajj, 2026; Papageorgiou et al., 2024). Reviews of multilingual work document the imbalance in language coverage without connecting it to the generalisation problem that motivates it (Alghamdi et al., 2026; Touahri & Mazroui, 2024). What is missing is an integrated appraisal that treats label construction, evaluation design, distribution shift, adversarial adaptation and downstream use as a single problem rather than as separate chapters.
1.1 Scope, Research Gap and Objectives
This review examines supervised and generative machine-learning approaches to identifying false, fabricated or misleading news items circulating on social media platforms. The boundaries are set as follows. The unit of interest is a news item or claim shared in a social environment, together with the social signals attached to it, rather than an account, a coordinated campaign or an information operation considered as a whole. Attention is given to textual, visual, propagation-based and evidence-retrieval methods, and to hybrid systems combining them. The review covers model development, benchmark construction, evaluation practice, robustness under distribution shift and adversarial pressure, explanation and the limited evidence concerning operational deployment.
The research gap addressed is the persistent and largely unexplained divergence between benchmark performance and demonstrated capability outside the training distribution, and the absence of a synthesis that traces this divergence to its sources in label provenance, corpus construction and evaluation protocol rather than treating it as a residual limitation. The review therefore pursues five objectives: to establish how the target construct is operationalised across the major corpora and what this implies for what models actually learn; to compare the principal methodological families in terms of the evidence supporting them rather than their reported headline metrics; to identify the mechanisms through which evaluation optimism arises and to assess how far each has been quantified; to appraise the dual role of generative language models as a source of synthetic misinformation and as a component of detection systems; and to specify research priorities that would materially reduce the present uncertainty.
Several adjacent areas are excluded. Detection of automated or coordinated accounts is treated only where it bears directly on the veracity of individual items. Synthetic media forensics, including manipulated video and voice, is outside the scope except where visual manipulation is handled within a multimodal news-classification pipeline. Psychological interventions such as accuracy prompts, inoculation and literacy training are discussed only in relation to how detection output might be used, not as detection methods in their own right. Platform policy and legal regulation are treated as constraints on deployment rather than as objects of analysis. Quantitative pooling of reported effect sizes is not attempted, for reasons set out in the following section.
2. Methods for Literature Selection
2.1 Review Design and Rationale
A critical narrative design was selected because the review question concerns the validity of an evaluation paradigm rather than the magnitude of a defined effect. The primary literature is methodologically heterogeneous in a way that defeats quantitative pooling: studies differ in the unit classified, in the definition and provenance of labels, in class balance, in the presence of social signals, in the metrics reported and in whether evaluation splits are random, temporal or cross-domain. Reported accuracies from different corpora are not measurements of a common quantity, and averaging them would manufacture a spurious summary. A systematic review with meta-analysis would additionally require complete and comparable outcome reporting, which the field does not provide. A scoping review would map the extent of activity without appraising it, which is precisely the deficiency identified in the existing review literature.
Narrative synthesis carries a well-recognised risk of selection and interpretive bias, and the design of this review was informed by published guidance on the transparent conduct and appraisal of narrative reviews (Baethge et al., 2019; Ferrari, 2015; Sukhera, 2022). The criteria articulated in that guidance, in particular the requirement that the search be described in reproducible terms, that the evidence base be characterised rather than asserted, and that the strength of inference be calibrated to the quality of the underlying studies, were applied throughout. Adopting a narrative design does not relax the obligation to document sources, appraise methods and represent conflicting findings accurately.
2.2 Information Sources
Three openly accessible scholarly resources were searched programmatically during the preparation of this review: the Crossref metadata registry, the Directory of Open Access Journals, and Europe PMC for the health-misinformation subset of the literature. General web search was used for discovery of institutional documents and for locating candidate records subsequently verified against the registry. Subscription-based citation indexes, including Web of Science and Scopus, were not accessible during this work, and no search of those indexes is claimed. Two aggregated scholarly interfaces that had been intended as supplementary discovery routes returned rate-limit responses throughout the period of work and were therefore not used; results from them are not reported.
Database searching was supplemented by backward citation searching from recent reviews and from the reference lists of methodologically central primary studies, by forward tracking of papers responding to influential benchmark and critique articles, and by targeted retrieval of documents from recognised intergovernmental bodies. Every record retained was verified against registry metadata for authorship, title, year, venue, volume, pagination or article number, and persistent identifier, and each identifier was checked for resolution to the intended record.
2.3 Search Strategy and Search Period
Search concepts were derived from the review question along five axes: the phenomenon, expressed through terms such as fake news, misinformation, disinformation and rumour; the computational task, expressed through detection, classification, verification and fact-checking; the method, covering machine learning, deep learning, transformers, graph neural networks and large language models; the setting, covering social media, microblogs and online platforms; and the evaluative dimension, covering generalisation, domain shift, benchmark, dataset bias, robustness, adversarial attack and explainability. Terms within each axis were combined disjunctively and the axes conjunctively. A representative string took the form of the phenomenon terms combined with the task terms and with the method terms, and this core was then intersected in turn with each evaluative term to surface the critical rather than the purely developmental literature. Field-specific variants were used for the multilingual and health strands, substituting language and public-health vocabulary for the general social-platform terms.
The search covered publications from 1 January 2015 to 8 June 2026. The starting point corresponds to the consolidation of social-stream rumour and credibility analysis into a recognisable detection task, immediately preceding the sharp expansion of the field. Earlier work was admitted only where it was required to explain the origin of a method or a definition.
2.4 Eligibility Criteria
Eligible publications were peer-reviewed journal articles, peer-reviewed conference papers from established venues in computational linguistics, data mining, information retrieval, machine learning and web science, and reports from recognised intergovernmental or governmental bodies. To be included, a publication had to address the computational identification of false, fabricated or misleading news or claims in a social-media context, or to provide evidence bearing directly on the interpretation of such work, including dataset construction, evaluation methodology, robustness analysis, or measurement of prevalence and effect. Methodological references on review conduct were admitted for the purpose of Section 2 alone.
Publications were excluded where the bibliographic identity could not be confirmed against registry metadata; where the venue showed no evidence of substantive peer review; where the contribution was a minor architectural variation reported on a single benchmark without comparative or robustness analysis; where the subject was account-level or campaign-level detection without item-level veracity assessment; or where synthetic media forensics was treated in isolation from news classification. Non-peer-reviewed preprints were not used as evidential support. Publication language was restricted to English, which is a substantive limitation given the geographical concerns raised in Section 7. No restriction was placed on the country of study, the platform examined or the language of the data analysed.
2.5 Screening, Duplicate Handling and Study Selection
Records were screened in three passes. Titles were assessed first for topical relevance against the eligibility criteria. Abstracts of retained records were then read to determine whether the study offered evidence relevant to one of the analytical themes rather than a further instance of benchmark optimisation. Full texts were consulted for all records cited in the synthesis, and for a wider set consulted during appraisal but not retained. Duplicates arising from the same record appearing in more than one index, and from conference and extended journal versions of the same work, were identified by matching persistent identifiers and by comparing title and author strings; where a conference and a journal version both existed, the version containing the fuller analysis was retained and cited once. Records whose full text could not be obtained were not cited, and no claim in this review rests on an abstract alone. Because the selection process was purposive rather than exhaustive, no screening counts are reported and no flow diagram is presented; reporting such figures would imply a systematic procedure that was not undertaken.
2.6 Critical Appraisal and Evidence Synthesis
No formal risk-of-bias instrument was applied, since none of the recognised tools is designed for the study types dominating this literature and the reporting in many papers would not support reliable scoring. Appraisal instead followed criteria matched to the field. For model-development studies, attention was given to the construct validity of the labels, the provenance and independence of training and test partitions, whether evaluation was random, temporal or cross-domain, the presence of ablations isolating the claimed contribution, the strength and currency of the baselines, and whether code and data were available. For dataset papers, attention was given to labelling authority, unit of analysis, class balance, temporal span and the risk of confounding between veracity and source identity. For measurement studies of prevalence and effect, attention was given to sampling frame, exposure measurement and the distance between the quantity measured and the quantity of interest.
Themes were derived inductively from the appraised evidence rather than imposed in advance, and were retained where they organised findings from independent research groups working with different data. Where studies disagreed, the disagreement was traced where possible to a specific methodological difference, most often the evaluation protocol or the labelling scheme, and is reported as such. Where the reason for divergence could not be identified, the disagreement is reported without resolution. Confidence statements in the synthesis are calibrated to the number of independent replications, the diversity of the data on which a finding rests, and whether the finding survives evaluation designs that do not favour it.
3. Conceptual Foundations and the Construction of the Target Variable
Every supervised detector is an operationalisation of a definition, and the definitions available in this field are neither uniform nor independent of the data used to instantiate them. Understanding what the models have learned therefore requires examining the target variable before examining the architectures fitted to it.
3.1 Terminological Divergence and Its Computational Consequences
Reviews of the field converge on the observation that the popular term covers several distinct phenomena, and diverge on how to partition them. One influential treatment distinguishes intentionally fabricated news items from a broader family that includes satire, rumour, conspiracy narrative and misleading but factually defensible framing, and argues that theories of deception, style and propagation apply unequally across these categories (Zhou & Zafarani, 2020). A second treatment organises the same space around intent and harm, separating misinformation, disinformation and malinformation, and notes that the resulting categories are not observable from the artefact alone (Aïmeur et al., 2023). The rumour literature adds a temporal dimension absent from static classification, defining the object as a claim whose truth status is unresolved at the moment of observation and may change subsequently (Zubiaga et al., 2018). These are not interchangeable framings. Intent is not recoverable from text; harm is not recoverable from either text or diffusion structure; and unresolved veracity is a property of the epistemic state of the community rather than of the item.
The computational consequence is that the label attached to a training instance encodes a definitional choice that the model cannot inspect and the evaluator rarely states. When intent-based categories are approximated by artefact-level labels, the classifier necessarily learns whatever artefact-level regularities happen to correlate with the intended construct in that corpus. Guidance produced for journalism education makes the point from the practitioner side, arguing that the popular term has been used both to describe fabricated content and to discredit legitimate reporting, and recommending that analytical work adopt the narrower vocabulary of disinformation and misinformation (Ireton & Posetti, 2018). The detection literature has largely not followed that recommendation, and the resulting ambiguity persists in benchmark names and task definitions.
3.2 Label Provenance and the Source-Level Shortcut
Corpora used for training divide into two broad families according to where the label originates. In claim-level corpora, an assertion has been adjudicated individually by a fact-checking organisation and the verdict is transferred to the item that contains it. The widely used political-statement corpus assembled from a fact-checking archive is of this type, comprising short statements annotated on a six-point veracity scale together with speaker metadata (W. Y. Wang, 2017). In source-level corpora, the credibility rating attached to an outlet is propagated to every item published by that outlet. The distinction is consequential because the second procedure introduces a systematic confound: articles from a given publisher share vocabulary, register, layout conventions, topic distribution and house style, and a classifier can achieve high accuracy by recognising the publisher rather than assessing the claim.
Direct evidence for this mechanism comes from a re-analysis of published classification pipelines under controlled variation of the labelling and partitioning procedure, which found that measured performance was strongly sensitive to how source-level ratings were assigned to individual articles and to whether the evaluation partition permitted publisher overlap between training and test sets (Bozarth & Budak, 2020). Analysis of the data landscape reached a compatible conclusion, arguing that much of the labelled material available for supervised learning stands in a coarse relationship to the veracity of individual claims and that the resulting corpora encode source identity alongside, and sometimes instead of, truthfulness (Torabi Asr & Taboada, 2019). A recent data-centric investigation reinforced the point by holding the model constant and varying the corpus, finding that the choice of dataset accounted for more of the variation in outcome than the choice of architecture (Kuntur et al., 2026).
Hybrid designs occupy an intermediate position. A repository assembled to support social-context research pairs articles whose veracity derives from fact-checking verdicts with the engagement, user and temporal signals associated with their circulation, and provides both political and entertainment subsets (Shu et al., 2020). This structure permits investigation of propagation-based methods but inherits the labelling logic of its fact-checked source and, in the entertainment subset, a marked class imbalance. A systematic survey of the available evaluation corpora documents the wider picture: the datasets differ in unit of analysis, in the authority issuing the label, in the granularity of the veracity scale, in temporal span and in whether social signals are present at all (D’Ulizia et al., 2021). Comparison of results obtained on different corpora is therefore comparison of different tasks.
The distinctions summarised in Table 1 matter for interpretation throughout the remainder of this review. Where a reported result derives from a source-labelled corpus with a random partition, the plausible explanation of high accuracy includes publisher recognition and cannot be separated from claim assessment on the evidence given. Where a result derives from claim-level adjudication, the model is engaged with a narrower and harder task and typically reports lower absolute figures, which should not be read as evidence of an inferior method. The table also records the principal limitation associated with each labelling regime, since these limitations propagate into every downstream comparison.
Table 1. Label provenance regimes in social-media fake-news corpora and their consequences for model interpretation.
	Labelling regime
	How the label is assigned
	What a high score can indicate
	Principal limitation
	Supporting references

	Claim-level adjudication
	Individual assertion rated by a fact-checking organisation; verdict transferred to the item containing it
	Discrimination on claim-bearing linguistic evidence
	Short units carry little context; verdict scales are ordinal and unevenly applied; coverage biased towards politically salient claims
	W. Y. Wang (2017); D’Ulizia et al. (2021)

	Source-level propagation
	Outlet-level credibility rating applied to every item published by that outlet
	Publisher recognition through style, register, topic and layout regularities, not necessarily claim assessment
	Systematic confounding of veracity with source identity; inflated accuracy under random partitioning
	Bozarth and Budak (2020); Torabi Asr and Taboada (2019)

	Fact-check-anchored with social context
	Item veracity derived from fact-checking verdicts; engagement, user and temporal signals attached
	Use of diffusion and engagement structure in addition to content
	Inherits the coverage bias of the fact-checking source; pronounced class imbalance in some subsets; social signals decay as platform access narrows
	Shu et al. (2020); D’Ulizia et al. (2021)

	Multi-source and multilingual aggregation
	Items pooled from several fact-checking or verification authorities, sometimes across languages
	Robustness across sources and linguistic settings
	Label definitions differ between contributing authorities; alignment of verdict scales is imperfect
	Li et al. (2024); Nielsen and McConville (2022)

	Data-centric controlled comparison
	Corpus varied while model held constant to isolate dataset effects
	Attribution of outcome variance to data rather than architecture
	Available for a limited set of corpora; does not itself yield a deployable detector
	Kuntur et al. (2026)


Note. The regimes are not mutually exclusive, and several widely used corpora combine claim-level adjudication with source-level metadata. No abbreviations are used in this table.
4. Methodological Families and the Evidence Supporting Them
The methods proposed for this task fall into four families distinguished by the information they exploit. The families are not mutually exclusive, and the most capable recent systems combine them, but they differ in the assumptions they make, in the data they require and in the operational window in which they can act.
4.1 Content-Based Classification
The earliest and still most numerous approaches treat veracity as a text-classification problem. Feature-engineering studies combined lexical, syntactic, sentiment and readability indicators with conventional classifiers and ensembles, reporting strong results on curated article collections (Ahmad et al., 2020). The transition to pretrained transformer encoders produced a substantial and repeatedly replicated improvement over recurrent and convolutional predecessors on the same corpora; a widely cited system combining a pretrained bidirectional encoder with convolutional layers is representative of this generation (Kaliyar et al., 2021), and comparative work on pandemic-related claims confirmed that fine-tuned transformer encoders outperformed earlier neural architectures across several corpora (Alghamdi et al., 2023). A systematic review restricted to content-based methods documents this trajectory in detail and notes the accompanying convergence of reported figures towards the upper end of the scale (Capuano et al., 2023).
The interpretive difficulty is that the gains are measured almost entirely within corpus. Content-only models have no access to the evidence required to adjudicate a factual claim; what they can learn is the statistical association between surface properties and the label as assigned in the training data. Where that label derives from source identity, the association available to be learned is stylistic. This is not a defect of transformers specifically. It follows from the information content of the input, and it explains why architectural improvements produce diminishing returns while the same models transfer poorly. The evidence is strongest for the claim that pretrained encoders extract stylistic and topical structure more effectively than earlier architectures, and weakest for the claim that they assess veracity.
4.2 Social Context and Propagation Structure
A second family exploits the pattern of circulation rather than, or in addition to, the item itself. An early hybrid model combined a recurrent representation of the temporal engagement sequence with a representation of user behaviour and of the article, and demonstrated that jointly modelling capture, score and integration improved on content-only baselines (Ruchansky et al., 2017). Graph formulations subsequently became dominant. Modelling a cascade as a directed structure and propagating information both along and against the direction of diffusion improved rumour classification relative to sequence models (Bian et al., 2020). Incorporating the endogenous preferences of the users who engage with an item, encoded from their historical posting behaviour, produced further gains and provided a benchmark constructed explicitly for user-preference modelling (Dou et al., 2021). Higher-order relational formulations that represent groups of interacting entities rather than pairwise edges have been proposed to capture the multi-way relations characteristic of social diffusion (Jeong et al., 2022). The dedicated review of graph-based methods documents the range of these formulations and their reported advantages over content-only baselines (Phan et al., 2023).
Two limitations qualify these results. The first is temporal. Propagation features are informative in proportion to the amount of diffusion observed, which places the method in tension with the operational objective of intervening before an item spreads widely. Work on early detection has addressed this directly by seeking content and context signals available at or near publication, drawing on theories of deception to specify features observable before engagement accumulates (Zhou et al., 2020), and by using weak supervision to compensate for the absence of labelled examples on newly emerging topics (Akdag & Cicekli, 2024). The trade-off has not been eliminated. The second limitation is infrastructural: the social signals on which these methods depend were collected under data-access regimes that have since narrowed, so the reproducibility and the future extensibility of this line of work are both constrained in ways that are rarely acknowledged in the papers themselves.
4.3 Multimodal Fusion
Because a large share of misleading social-media content pairs text with imagery, a third family fuses linguistic and visual representations. An adversarial architecture designed to remove event-specific information from the shared representation was introduced to address the observation that multimodal models otherwise overfit to the events present in training, and it reported improved transfer to unseen events (Y. Wang et al., 2018). A variational formulation learned a shared latent representation across modalities with a reconstruction objective, on the argument that a jointly generative model captures cross-modal correspondence more effectively than concatenation (Khattar et al., 2019). A dedicated review documents the subsequent proliferation of fusion strategies and the accompanying fragmentation of benchmarks (Hangloo & Arora, 2022). More recent work has integrated large vision-language models to produce explicit assessments of whether an image supports the accompanying caption, targeting the out-of-context reuse of authentic imagery that constitutes a substantial share of visual misinformation (Qi et al., 2024), and comprehensive pipelines have been proposed that combine textual, visual and metadata signals within a single evaluation framework (Mura et al., 2025). In the health domain, deep active learning has been applied to reduce the annotation burden associated with multimodal corpora (Zhao & Zeng, 2026).
The evidence supports the proposition that visual information carries signal not present in text, and that out-of-context reuse is a failure mode invisible to text-only systems. It does not yet support ranking fusion strategies against one another, because the reported comparisons are conducted on corpora that differ in language, platform, modality balance and labelling authority. The absence of a shared multimodal evaluation protocol is a structural obstacle rather than an incidental one.
4.4 Evidence Retrieval and Automated Verification
A fourth family reframes the problem as verification against external evidence rather than classification of the item in isolation. A survey of automated fact-checking organises the task into claim detection, evidence retrieval and verdict prediction with justification, and observes that the great majority of published systems address the components separately under favourable assumptions about evidence availability (Guo et al., 2022). Analysis conducted with professional fact-checkers identified the stages of their workflow at which automation would be most valuable, notably the prioritisation of check-worthy claims and the retrieval of previously verified claims, and argued that full end-to-end verdict automation was neither the most useful nor the most tractable objective (Nakov et al., 2021). Work on justification production surveys the mechanisms by which systems can supply reasons alongside verdicts and notes that explanation quality is evaluated far less rigorously than verdict accuracy (Kotonya & Toni, 2020). A distinct contribution demonstrated that the surrounding news environment at the time of publication provides a useful external signal, since an item that diverges sharply from concurrent mainstream coverage is more likely to require scrutiny (Sheng et al., 2022).
This family is the only one whose logic corresponds to what verification actually requires, and it is the least mature in reported performance. Retrieval quality bounds the achievable verdict accuracy; the evidence available at the moment a claim first circulates is systematically sparser than the evidence available when a benchmark is assembled; and evaluation on retrospectively constructed evidence sets does not measure the operational case. The evidence is strongest for the claim that retrieval-based assistance improves specific stages of professional workflow, and weakest for the claim that end-to-end automated verification is currently reliable.
Table 2 compares the four families on the information they require, the operational window in which they can act, the strength of the supporting evidence and the principal unresolved problem in each. The comparison makes clear that the families are complementary rather than competing: content-based methods act earliest and generalise worst; propagation methods discriminate best but act latest and depend on data that is becoming harder to obtain; multimodal methods address a distinct failure mode without resolving the generalisation problem; and evidence-based methods are aligned with the actual epistemic task but are bounded by retrieval.
Table 2. Comparison of the principal methodological families, their evidential basis and their unresolved limitations.
	Family
	Information exploited
	Operational window
	Strength of supporting evidence
	Principal unresolved problem
	Supporting references

	Content-based classification
	Lexical, stylistic, semantic and topical properties of the item
	At or before publication
	Strong and repeatedly replicated for within-corpus discrimination; pretrained encoders consistently exceed earlier neural architectures
	Cannot access the evidence required to adjudicate a claim; learns source style where labels are source-derived
	Ahmad et al. (2020); Alghamdi et al. (2023); Capuano et al. (2023); Kaliyar et al. (2021)

	Social context and propagation
	Diffusion structure, engagement sequence, user history and network position
	After measurable circulation
	Consistent improvement over content-only baselines across several independent graph formulations
	Trade-off between accumulated signal and early intervention; dependence on platform data access
	Bian et al. (2020); Dou et al. (2021); Jeong et al. (2022); Phan et al. (2023); Ruchansky et al. (2017)

	Multimodal fusion
	Paired textual and visual content, and cross-modal consistency
	At or before publication
	Adequate for the claim that visual signal is non-redundant; insufficient for ranking fusion strategies
	No shared evaluation protocol; benchmarks differ in language, platform and modality balance
	Hangloo and Arora (2022); Khattar et al. (2019); Mura et al. (2025); Qi et al. (2024); Y. Wang et al. (2018)

	Evidence retrieval and verification
	External documents, previously verified claims and the concurrent news environment
	Contingent on evidence availability
	Strongest for workflow assistance at specific stages; limited for autonomous end-to-end verdicts
	Verdict accuracy bounded by retrieval; evidence sparser at the moment of first circulation than at benchmark construction
	Guo et al. (2022); Kotonya and Toni (2020); Nakov et al. (2021); Sheng et al. (2022)


Note. No abbreviations are used in this table. The families are complementary rather than mutually exclusive, and several published systems combine two or more of them. Strength of evidence refers to the number of independent studies and the diversity of evaluation settings rather than to the magnitude of reported metrics.
5. Why Reported Performance Overstates Operational Capability
The central empirical puzzle of this field is that models reported at above ninety per cent accuracy are not deployed as autonomous verifiers, and that independent tests of the same model families report much weaker results. Three mechanisms, each supported by direct evidence, account for a substantial part of the gap.
5.1 Benchmark Composition and Learnable Shortcuts
The first mechanism is that benchmarks frequently contain regularities that permit high accuracy without engagement with veracity. Source-level labelling is the clearest instance, and controlled re-analysis has demonstrated that performance figures move substantially when the propagation of source ratings and the construction of evaluation partitions are varied while the model is held fixed (Bozarth & Budak, 2020). The same conclusion follows from the data-landscape analysis, which argued that the coarse relationship between available labels and claim-level truth makes the resulting corpora unsuitable for the inference commonly drawn from them (Torabi Asr & Taboada, 2019). Controlled variation of the corpus with the architecture fixed has more recently shown that dataset choice dominates model choice in determining measured outcome (Kuntur et al., 2026), and the survey of evaluation datasets documents the structural heterogeneity that makes cross-corpus comparison of reported figures invalid (D’Ulizia et al., 2021).
A secondary consequence is that the review literature reproduces the problem. Comparative tables in recent surveys place figures obtained on different corpora, with different labelling authorities and different partitioning schemes, in adjacent columns (Bashaddadh et al., 2025; Gulzar Hussain et al., 2025; Hamed et al., 2023). Such tables are informative about what has been reported and uninformative about relative capability, a distinction that is not consistently drawn.
5.2 Temporal, Topical and Entity Shift
The second mechanism is distribution shift. Evaluation conducted across time rather than by random partition showed that classifiers which discriminate well within a fixed corpus lose accuracy as the news environment changes (Horne et al., 2019). The specific route by which this occurs has been partially identified. Models trained on corpora in which particular entities appear predominantly in one class learn an association between the entity and the label, which fails when the same entity later appears in the other class; explicit debiasing of entity representations improved transfer to later periods (Zhu et al., 2022). Topical shift produces an analogous failure, and multi-domain architectures that route inputs through domain-conditioned components were developed to address the observation that a single model fitted to a mixed corpus underperforms on each constituent domain (Nan et al., 2021). Cross-domain transfer with multimodal inputs has been shown to require explicit accommodation of domain differences rather than pooled training (Silva et al., 2021).
Formal treatment of the problem as concept drift has produced detection indices intended to signal when a deployed classifier requires retraining (Fenza et al., 2023), and multi-source benchmark construction has been used to expose the degradation that occurs when a model trained on one collection authority is evaluated against another, in a non-English setting that also addresses the language imbalance discussed below (Li et al., 2024). The convergent implication across these studies is that the temporal validity of a fitted model is limited, and that random partitioning conceals this because training and test items are drawn from the same period, the same topical mixture and the same entity distribution. Reported figures obtained under random partitioning should therefore be read as upper bounds under stationarity rather than as estimates of field performance.
5.3 Adversarial Adaptation
The third mechanism is that the data-generating process is controlled in part by actors with an incentive to evade detection, a condition that standard evaluation ignores. Manipulation of social engagement has been shown to degrade the performance of detectors that rely on propagation structure, since the relevant features are under partial adversarial control (H. Wang et al., 2023). Manipulation on the content side has become more consequential with the availability of capable generative models: rewriting false content in the register of trustworthy reporting has been demonstrated to reduce the accuracy of style-sensitive detectors, and defences based on decoupling style from substance were proposed in response (Wu et al., 2024). Assessment of the detection ecosystem as a whole has emphasised that the interaction between detector and adversary is dynamic and that static benchmark performance offers little information about behaviour under pressure (Khan et al., 2021).
The three mechanisms interact rather than operating independently. Source-level labelling teaches a model to rely on style; style is precisely the property most easily manipulated by a generative model; and the resulting failure is invisible to a random partition drawn from a fixed corpus. Table 3 sets out the mechanisms, the evidence that each has been demonstrated rather than merely hypothesised, and the evaluation practice that would expose each. The table indicates that the mechanisms differ in how well they have been quantified: temporal degradation has been measured in several independent settings, whereas the magnitude of adversarial degradation under realistic rather than worst-case manipulation remains poorly characterised.
Table 3. Mechanisms generating optimistic performance estimates, the status of the supporting evidence and the evaluation practice that would expose each.
	Mechanism
	How it inflates measured performance
	Status of the evidence
	Evaluation practice that would expose it
	Supporting references

	Source-level label propagation
	Publisher-specific style, register and topic become predictive of the label independently of claim truth
	Demonstrated by controlled re-analysis holding the model fixed and varying labelling and partitioning
	Partitioning that excludes publisher overlap between training and test sets; claim-level relabelling of a subsample
	Bozarth and Budak (2020); Torabi Asr and Taboada (2019)

	Corpus-driven variance
	Outcome differences attributed to architecture in fact arise from the corpus
	Demonstrated by holding the architecture fixed and varying the corpus
	Reporting the same architecture across several corpora rather than several architectures on one
	Kuntur et al. (2026); D’Ulizia et al. (2021)

	Temporal shift
	Training and test items share period, topic mixture and entity distribution under random partitioning
	Measured in several independent settings across time and across collection authorities
	Chronological partitioning with a held-out later period; multi-source benchmark evaluation
	Horne et al. (2019); Li et al. (2024)

	Entity and topical association
	Named entities and topics correlated with one class in training carry that association forward
	Demonstrated, with debiasing shown to improve later-period transfer
	Evaluation on periods in which entity–label associations are known to have reversed; domain-stratified reporting
	Nan et al. (2021); Silva et al. (2021); Zhu et al. (2022)

	Adversarial manipulation
	Features under partial control of the adversary, notably style and engagement, are treated as fixed properties
	Demonstrated for engagement manipulation and for generative style transfer; magnitude under realistic conditions not established
	Reporting under specified manipulation budgets on both content and engagement channels
	Khan et al. (2021); H. Wang et al. (2023); Wu et al. (2024)


Note. No abbreviations are used in this table. The mechanisms interact rather than acting additively, and their combined contribution to measured performance has not been quantified.
6. Generative Language Models as Threat and as Instrument
The arrival of capable generative language models altered the problem in two directions simultaneously. It lowered the cost of producing fluent false content at scale, and it supplied a new class of component for detection systems. The literature on both roles has grown quickly, and the quality of the evidence differs markedly between them.
6.1 Synthetic Misinformation and the Separation of Style from Substance
The threat argument rests on a specific mechanism rather than on volume alone. Detectors trained on human-authored corpora acquire an association between surface fluency, register and the label, because low-credibility outlets in those corpora tended to write differently from mainstream ones. A generative model breaks this association by producing false content in the register of credible reporting. Controlled demonstration of this effect showed that rewriting false items in a trustworthy style reduced detector accuracy, and that training procedures which explicitly separate style from substance recovered part of the loss (Wu et al., 2024). Systematic analysis of how the detection task itself changes when both machine-generated and human-written content circulate concluded that the conventional binary formulation is inadequate, because the provenance of the text and the truth of its claims are orthogonal properties that the standard task conflates (Su et al., 2024). A broader assessment of the field under these conditions identifies the same structural problem alongside the opportunities discussed below (Chen & Shu, 2024).
A counterweight to the strongest versions of the threat argument comes from outside the detection literature. It has been argued that the marginal effect of generative models on the misinformation problem is likely to be smaller than commonly asserted, on the grounds that the binding constraint on the reach of false content is demand and distribution rather than the cost of production, and that the supply of misleading material was not previously limited by authoring capacity (Simon et al., 2023). This position is contested and does not dispute the specific technical finding that style-based detection cues are degraded by generative rewriting; the two claims operate at different levels. The reasonable synthesis is that the technical vulnerability of style-dependent detectors is demonstrated, whereas the population-level consequence of cheaper synthetic content is not established in either direction.
6.2 Generative Models as Components of Detection Systems
The instrumental role has produced the more robust findings. A systematic evaluation of the roles a large language model can play concluded that such models perform poorly when asked to issue veracity judgements directly, but improve a smaller supervised detector substantially when used to generate multi-perspective rationales that the detector consumes as additional input (Hu et al., 2024). This result is important because it separates two capabilities that are frequently conflated: the ability to reason about the plausibility, internal consistency and rhetorical structure of a claim, which the models display, and the ability to determine whether the claim is true, which requires evidence they may not possess. Related work extracting enhanced semantic representations with a generative model and passing them to a downstream classifier reported comparable benefits from the same division of labour (Ma et al., 2024). Systems that generate competing justifications and adjudicate between them have been proposed to produce explanations alongside verdicts, addressing the justification gap identified in the fact-checking literature (B. Wang et al., 2024).
Evidence is also accumulating in multilingual settings, where generative models offer a route around the scarcity of annotated data. A benchmark constructed for a South Asian language evaluated large language models for domain-agnostic and cross-lingual detection and reported usable performance in a setting with limited prior resources (Harris et al., 2025). Architectures integrating model-generated rationales with parameter-efficient adapters have been proposed specifically for multilingual transfer (Kim & Yang, 2026), and reasoning-based multimodal systems have been developed for a low-resource Indian language pairing (LekshmiAmmal & Madasamy, 2025). A survey of the area documents the range of applications and notes that reporting practice in this subfield inherits the evaluation weaknesses described in Section 5 rather than correcting them (Papageorgiou et al., 2024), an observation echoed in a recent overview tracing the transition from earlier deep architectures to generative approaches (Elgammal & Alhajj, 2026).
Three cautions apply to this literature. Contamination is a live concern, because widely used benchmarks predate the models evaluated on them and may be present in pretraining corpora, and few studies address this. Cost and latency are rarely reported, although they determine feasibility at platform scale. Calibration is largely unexamined, despite being the property that matters most for a system intended to triage rather than to decide. Table 4 summarises the roles, the evidence supporting each and the specific limitation attaching to each, and indicates that the advisory and rationale-generating roles rest on stronger evidence than autonomous verdict production.
Table 4. Roles of generative language models in the detection pipeline, with the associated evidence and limitations.
	Role
	Function within the pipeline
	Strength of evidence
	Principal limitation
	Supporting references

	Autonomous verdict production
	Model asked directly whether an item is true or false
	Weak; systematic evaluation found direct judgement inferior to a smaller supervised detector
	No access to contemporaneous evidence; calibration largely unreported; benchmark contamination unaddressed
	Chen and Shu (2024); Hu et al. (2024)

	Rationale and semantic augmentation
	Model generates multi-perspective commentary or enhanced representations consumed by a supervised detector
	Moderate to strong; independent studies report consistent gains from this division of labour
	Quality of the rationale is not itself validated; gains measured within corpus
	Hu et al. (2024); Ma et al. (2024)

	Justification generation
	Model produces the reasoning presented alongside a verdict, including competing arguments
	Moderate; addresses a gap identified in the fact-checking literature but evaluated less rigorously than verdict accuracy
	Explanation faithfulness is difficult to assess; plausible justifications may accompany incorrect verdicts
	Kotonya and Toni (2020); B. Wang et al. (2024)

	Multilingual and low-resource transfer
	Model supplies annotation, rationales or representations where labelled data is scarce
	Emerging; usable performance reported in several previously under-served languages
	Small number of studies per language; evaluation practice inherits the weaknesses described in Section 5
	Harris et al. (2025); Kim and Yang (2026); LekshmiAmmal and Madasamy (2025)

	Adversarial generation
	Model used to restyle false content in a credible register
	Demonstrated; measurable degradation of style-sensitive detectors
	Population-level consequence for exposure and belief not established
	Simon et al. (2023); Su et al. (2024); Wu et al. (2024)


Note. LLM = large language model. Strength of evidence refers to the number of independent studies and the diversity of evaluation settings rather than to the magnitude of reported metrics. The roles are not mutually exclusive within a single system.
7. Structural Imbalances in the Evidence Base
Beyond the methodological issues examined above, the evidence base is unevenly distributed along dimensions that bear directly on the generalisation problem. The concentration is not incidental; it reproduces the availability of labelled data, which in turn reproduces the geography of professional fact-checking.
Language coverage is the clearest instance. A systematic review of multilingual work documents that the overwhelming majority of published studies address English, that most other languages are represented by a handful of papers, and that cross-lingual evaluation is rare even in studies that construct non-English resources (Alghamdi et al., 2026). A survey confined to Arabic reaches a compatible conclusion within a single language family, describing a small literature working with corpora that are not directly comparable and reporting results that have seldom been independently replicated (Touahri & Mazroui, 2024). Individual contributions in South Asian languages illustrate both the progress and the constraint: benchmark construction with generative models for Urdu (Harris et al., 2025), adapter-based multilingual integration (Kim & Yang, 2026), and reasoning-based multimodal detection for a low-resource Indian language (LekshmiAmmal & Madasamy, 2025) each address a genuine gap while resting on single-study evidence. Resources designed for cross-lingual and cross-platform evaluation exist, including a large multilingual multimodal network of fact-checked claims and their social diffusion (Nielsen & McConville, 2022) and a multi-source Chinese benchmark constructed to expose the effect of collection authority (Li et al., 2024), but they are used far less than the English corpora they were built to complement.
Domain coverage is similarly skewed. Political content dominates, reflecting both the origin of the field and the coverage priorities of fact-checking organisations. Health misinformation constitutes the principal secondary domain, and bibliometric analysis of that literature documents its rapid expansion and its concentration in a small number of research settings (Yeung et al., 2022). Work applying deep active learning to multimodal health content addresses the annotation bottleneck that limits domain expansion (Zhao & Zeng, 2026). Financial, scientific, environmental and local-civic misinformation are represented far more thinly, despite differing in the structure of the claims involved and in the evidence required to adjudicate them. The multi-domain modelling literature reviewed in Section 5 provides indirect evidence that these differences matter, since domain-conditioned architectures were developed precisely because pooled training underperforms on each constituent domain (Nan et al., 2021).
Platform coverage is narrower still. The great majority of social-context and propagation studies use data from one microblogging service, for reasons of historical access rather than representativeness. Messaging platforms, video-first platforms and closed or semi-closed groups are correspondingly under-represented, and the diffusion dynamics that propagation models exploit differ substantially in those environments. The consequence is that the strongest evidence for the most discriminative family of methods comes from the platform whose data-access conditions have changed most, which limits both replication and extension. Taken together, these imbalances mean that confident statements about generalisation are supported chiefly within the English-language, politically framed, text-dominant, single-platform region of the problem space, and that performance elsewhere is inferred rather than measured.
8. From Classification to Consequence: Explanation, Deployment and Use
Almost the entire literature reviewed above optimises a classification objective, while the purposes for which detection is advocated are downstream of classification. This section examines what is known about the interface between the two, and finds the evidence thin.
Explanation is the most developed part of this interface, and the weakest evaluated. Attention-based architectures that jointly model an article and its comments produce interpretable weightings identifying the sentences and responses most influential in a decision (Shu et al., 2019), and a survey of explainable fact-checking catalogues the mechanisms available while noting that explanation quality receives far less methodological attention than verdict accuracy (Kotonya & Toni, 2020). Generative approaches producing competing justifications extend this line (B. Wang et al., 2024). A general argument in the machine-learning literature holds that post-hoc explanations of opaque models can be unfaithful to the underlying decision process and that interpretable models are preferable in consequential settings (Rudin, 2019). This argument applies with force here, because the operational use of a detector is to inform a human judgement about whether content is misleading, and an unfaithful explanation is worse than no explanation in that setting. No study identified in this review evaluates whether explanations produced by these systems improve the accuracy of the human decisions they are intended to support.
Deployment evidence is sparser. The most informative work approaches the question from the practitioner side, mapping the fact-checking workflow and identifying the stages at which automation would add value, notably the prioritisation of check-worthy claims and the matching of new claims to previously verified ones (Nakov et al., 2021). This reframing implies performance requirements that the detection literature does not report. A triage system requires calibrated ranking rather than accurate binary classification; the operative metric is precision at the top of a ranked list under a fixed human review budget, together with the reliability of the confidence estimate. Neither is routinely reported. Guidance produced for journalism education describes verification as an evidential practice grounded in provenance, corroboration and source assessment (Ireton & Posetti, 2018), which is a description of a workflow into which a ranked and calibrated signal could be inserted, and not one into which an uncalibrated binary verdict could.
The final consideration concerns whether classification accuracy is the right proxy for the outcomes sought. Reviews of the psychological literature indicate that susceptibility to false claims is associated more strongly with failures of deliberation than with motivated reasoning, and that interventions directing attention to accuracy can reduce the sharing of false content (Pennycook & Rand, 2021). Assessment of cognitive and environmental tools for online information environments argues that competence-building and choice-architecture interventions address the problem at a different point in the causal chain from content removal (Kozyreva et al., 2020). Critical assessments of the empirical basis for harm estimates contend that exposure has been measured with instruments that overstate it, that source-level classification conflates outlets of very different character, and that inference from engagement to belief is unwarranted (Altay et al., 2023; Budak et al., 2024). These positions are contested within their own literature and are not settled. Their relevance here is methodological rather than substantive: if the quantity of interest is a change in belief, sharing behaviour or exposure among a specific and possibly small population, then classification accuracy on a benchmark is a distant proxy, and no study identified in this review connects a detector to a measured downstream outcome. Table 5 records the principal gaps identified across the preceding sections together with the evidence establishing each and the form of study that would address it.
Table 5. Principal research gaps identified in the synthesis, with the evidence establishing each and the study design required to address it.
	Gap
	Evidence that the gap exists
	Study design required
	Primary outcome measure
	Supporting references

	Confounding of veracity with source identity
	Controlled re-analysis shows performance sensitive to label propagation and partitioning; data-landscape analysis identifies coarse label–truth relationship
	Claim-level relabelling of a substantial subsample of an existing source-labelled corpus, with paired evaluation under both regimes
	Difference in performance between source-labelled and claim-labelled versions of the same items
	Bozarth and Budak (2020); Torabi Asr and Taboada (2019)

	Absence of temporally honest evaluation
	Cross-time and multi-source evaluations report degradation invisible under random partitioning
	Prospective chronological protocol with training on an earlier period and evaluation on subsequent held-out periods
	Performance decay per unit time; interval to a defined retraining threshold
	Fenza et al. (2023); Horne et al. (2019); Li et al. (2024)

	Uncharacterised adversarial degradation
	Engagement manipulation and generative restyling both reduce accuracy; magnitude under realistic budgets unknown
	Evaluation under specified manipulation budgets applied to content and engagement channels, with adaptive rather than fixed adversaries
	Accuracy as a function of manipulation budget
	H. Wang et al. (2023); Wu et al. (2024)

	Fragmented multimodal evaluation
	Fusion strategies compared on corpora differing in language, platform and modality balance
	Shared multimodal protocol with common splits, including out-of-context reuse of authentic imagery as a distinct condition
	Performance by manipulation type rather than pooled accuracy
	Hangloo and Arora (2022); Mura et al. (2025); Qi et al. (2024)

	Unvalidated explanations
	Explanation mechanisms proposed without assessment of faithfulness or of effect on human judgement
	Controlled studies with fact-checkers and lay participants comparing decisions with and without system explanations
	Accuracy and speed of the assisted human decision; reliance on incorrect verdicts
	Kotonya and Toni (2020); Rudin (2019); Shu et al. (2019)

	Missing outcome measurement
	Detection performance reported without connection to exposure, belief or sharing outcomes
	Platform-partnered or field-experimental designs linking a deployed triage signal to downstream measures
	Change in exposure to, or sharing of, items subsequently adjudicated false
	Budak et al. (2024); Nakov et al. (2021); Pennycook and Rand (2021)


Note. No abbreviations are used in this table. The gaps are listed in the order in which they arise in the synthesis; the prioritisation among them is set out in Section 9.
9. Future Directions
The priorities set out below follow from the gaps identified in the synthesis rather than from an assessment of which topics are currently active. They are ordered by the extent to which resolving them would change the interpretation of existing results, and they are separated into work that could be undertaken with present resources and work that requires institutional arrangements not yet in place.
The most immediate priority is to establish how much of the reported performance in the existing literature survives claim-level relabelling. The unresolved problem is that source-level and claim-level labelling have never been compared on the same items at scale, so the magnitude of the source-identity confound is unknown despite having been demonstrated to exist (Bozarth & Budak, 2020; Torabi Asr & Taboada, 2019). Current evidence is inadequate because the two labelling regimes are embedded in different corpora, which vary simultaneously in period, domain and platform. The appropriate design is a relabelling study in which a stratified subsample of a widely used source-labelled corpus is adjudicated at claim level by trained annotators with documented agreement statistics, and identical model families are then evaluated under both regimes. The relevant outcome is the difference in performance between the two versions of the same items, disaggregated by publisher, since a confound operating through source identity should produce a larger discrepancy for publishers with distinctive house style. This work requires annotation effort rather than new infrastructure and could be undertaken immediately. Its effect on the field would be to convert a demonstrated mechanism into a quantified correction that could be applied when interpreting the existing literature.
The second immediate priority is the adoption of chronological evaluation as the default reporting standard. Degradation across time has been measured in several independent settings and has been traced in part to entity–label associations acquired during training (Horne et al., 2019; Zhu et al., 2022), and multi-source benchmark construction has shown a comparable effect when collection authority rather than period is varied (Li et al., 2024). What is missing is a systematic characterisation of the rate of decay across model families and domains, which would allow retraining intervals to be specified rather than assumed. The design required is a prospective protocol in which models are fitted on a fixed earlier window and evaluated on successive later windows, with performance reported as a function of elapsed time rather than as a single figure. Drift-detection indices developed for this setting provide a mechanism for signalling when the threshold has been crossed (Fenza et al., 2023). Political and health domains should be examined separately, since their news cycles differ in tempo. The outcome measures are the decay rate and the interval to a defined operational threshold. Adoption would remove the most misleading single feature of current reporting practice at negligible cost.
A third priority, also tractable now, is the systematic characterisation of adversarial degradation. Manipulation of engagement signals and generative restyling of content have each been shown to reduce accuracy (H. Wang et al., 2023; Wu et al., 2024), but the demonstrations use fixed attacks and report a single operating point, so the shape of the relationship between manipulation effort and performance loss is unknown. The design required is evaluation under specified manipulation budgets applied separately to the content and engagement channels, with adaptive adversaries that observe detector behaviour rather than fixed transformations. Reporting accuracy as a function of budget, in place of a single adversarial figure, would allow defences to be compared on the dimension that matters operationally. Studies of this kind are more informative when the defence and the attack are developed by different groups, since jointly optimised pairs tend to overstate robustness.
A fourth priority concerns multimodal evaluation, where the obstacle is coordination rather than method. Fusion strategies have been compared on corpora that differ in language, platform and modality balance, which prevents any ranking of the strategies themselves (Hangloo & Arora, 2022; Mura et al., 2025). A shared protocol with common splits and, critically, with separate reporting by manipulation type would allow the field to distinguish performance on fabricated imagery from performance on the out-of-context reuse of authentic imagery, which recent work identifies as a distinct and prevalent failure mode requiring different capabilities (Qi et al., 2024). Pooled accuracy across manipulation types conceals precisely the distinction that determines operational usefulness.
The fifth priority extends the evidence base beyond its present geographical and linguistic concentration, and requires sustained investment rather than a single study. Multilingual coverage remains thin, with most languages represented by isolated contributions and cross-lingual evaluation uncommon (Alghamdi et al., 2026; Touahri & Mazroui, 2024). Generative models offer a partial route around annotation scarcity, and early results in several under-served languages are encouraging without being sufficient (Harris et al., 2025; Kim & Yang, 2026; LekshmiAmmal & Madasamy, 2025). What is needed is coordinated resource construction in which annotation guidelines, verdict scales and evaluation protocols are aligned across languages so that cross-lingual transfer can be measured rather than asserted, together with deliberate extension to messaging and video-first platforms whose diffusion dynamics differ from the microblogging environment that dominates existing propagation research (Nielsen & McConville, 2022). The appropriate timescale is multi-year, and the principal outcome measure is transfer performance to languages and platforms held out entirely from development.
The sixth priority is to evaluate systems against the decisions they are intended to support rather than against a label. Explanation mechanisms have proliferated without assessment of faithfulness or of effect on human judgement (Kotonya & Toni, 2020; Shu et al., 2019), and the general argument that post-hoc explanation may be unfaithful to the underlying model applies directly in a setting where the explanation informs a consequential human decision (Rudin, 2019). The design required is controlled study with professional fact-checkers and with lay participants, comparing decision accuracy and speed with and without system output, and measuring reliance on incorrect verdicts as a distinct outcome. Because triage rather than adjudication is the realistic near-term application, the accompanying reporting change is to publish precision at the top of a ranked list under a fixed review budget, together with calibration diagnostics, in place of or alongside accuracy (Nakov et al., 2021).
The final priority is the longest-term and the most dependent on institutional arrangement. No study identified in this review links a deployed detection system to a measured change in exposure, belief or sharing behaviour, which means that the central claim motivating the field is untested. Critical assessments of harm estimation indicate that the outcomes of interest are concentrated in specific populations and are poorly approximated by aggregate engagement measures (Altay et al., 2023; Budak et al., 2024), while the intervention literature indicates that the mechanisms by which detection could reduce harm run through attention and deliberation rather than through removal alone (Kozyreva et al., 2020; Pennycook & Rand, 2021). Answering the question requires platform-partnered or field-experimental designs in which a triage signal is deployed and downstream measures are collected, with pre-registration and independent analysis. Such work depends on data-access arrangements that are currently constrained. Until it exists, claims about the practical value of automated detection remain inferences from classification performance rather than findings.
10. Conclusions
This review set out to establish what the accumulated machine-learning literature genuinely supports about the automated detection of false news on social media, to compare the principal methodological families on the strength of their evidence rather than their headline metrics, to identify the mechanisms producing evaluation optimism, to appraise the dual role of generative language models, and to specify research priorities. The evidence supports a set of conclusions that is narrower and more qualified than the reported performance figures suggest.
The most secure conclusion concerns the target variable rather than the models. What a detector learns is determined principally by how its labels were constructed, and the dominant labelling regime in the field propagates outlet-level credibility ratings to individual items. This creates a systematic confound between veracity and source identity, and the confound has been demonstrated directly through controlled variation of labelling and partitioning with the model held fixed. Complementary work varying the corpus while fixing the architecture indicates that dataset choice explains more of the variation in reported outcome than architectural choice. High accuracy obtained under random partitioning on a source-labelled corpus is therefore consistent with publisher recognition and does not by itself evidence claim assessment. This conclusion rests on independent lines of evidence and can be held with reasonable confidence.
Comparison of the methodological families yields a picture of complementarity rather than hierarchy. Content-based classification acts earliest and transfers worst, and its improvements over the past several years are best understood as improvements in the extraction of stylistic and topical structure rather than in the assessment of truth. Social-context and propagation methods discriminate more effectively and do so consistently across independent formulations, but they require accumulated diffusion, which places them in tension with early intervention, and they depend on platform data whose availability has narrowed. Multimodal fusion addresses a failure mode invisible to text-only systems, and the evidence that visual information carries non-redundant signal is adequate, while the evidence for ranking particular fusion strategies is not, because the comparisons are conducted on incommensurable benchmarks. Evidence-retrieval approaches correspond most closely to what verification actually requires and are the least mature, with the strongest support attaching to assistance at specific stages of professional workflow rather than to autonomous verdict production.
The gap between benchmark performance and operational capability is not a residual limitation but a product of identifiable mechanisms. Source-level labelling supplies a learnable shortcut; random partitioning conceals temporal, topical and entity shift; and standard evaluation treats as fixed those features that an adversary controls. These mechanisms interact, since the stylistic regularities induced by source labelling are precisely those most easily altered by generative rewriting. Temporal degradation has been measured in several independent settings and can be regarded as established. The magnitude of adversarial degradation under realistic rather than worst-case conditions remains poorly characterised, and conclusions about robustness should be treated as tentative.
On generative language models, the evidence distinguishes two capabilities that are frequently conflated. Reasoning about the plausibility, internal consistency and rhetorical structure of a claim is something these models do usefully, and the finding that model-generated rationales improve a smaller supervised detector has been reproduced by independent groups. Determining whether a claim is true requires evidence the model may not hold, and direct verdict production has performed less well than supervised alternatives in systematic comparison. On the threat side, the technical vulnerability of style-dependent detectors to generative restyling is demonstrated; the population-level consequence of cheaper synthetic content is contested and unresolved.
The wider significance of this synthesis lies in what it implies about the direction of the field. The evidence base is concentrated in English-language, politically framed, text-dominant material drawn from a small number of platforms, and confident statements about generalisation are supported only within that region. No study identified here connects a detection system to a measured change in exposure, belief or sharing behaviour, which means that the practical value of automated detection is currently inferred from classification performance rather than demonstrated. Progress is therefore likely to depend less on further architectural refinement than on the construction of labels that isolate veracity from source, on evaluation protocols that respect the passage of time and the presence of adversaries, on reporting suited to triage rather than adjudication, and on outcome measurement beyond the confusion matrix. The technical capability accumulated over the past decade is substantial; the evidence that it reduces the harm it was developed to address has yet to be assembled.
11. Limitations
This review is a narrative synthesis and carries the limitations intrinsic to that design. Study selection was purposive rather than exhaustive, and the identification of themes reflects the interpretive judgement of the author. Although the search concepts, sources, eligibility criteria and appraisal approach have been stated so that the process can be scrutinised and repeated, a different reviewer applying the same procedure could plausibly select a different subset of the literature and reach somewhat different emphases. The absence of a second independent screener means that the risk of selection and interpretive bias has been mitigated through transparency rather than eliminated through procedure.
Access to the literature was incomplete in a specific and consequential way. Subscription citation indexes were not available during this work, and searching was confined to openly accessible metadata registries, an open-access journal directory, a biomedical literature service and general web search, supplemented by citation tracking. Coverage of venues that are indexed in subscription databases but poorly represented in open registries is therefore likely to be uneven. The restriction of the review to publications in English compounds this, and does so in an area where linguistic imbalance is itself one of the findings; relevant work published in other languages, particularly work addressing misinformation in the linguistic settings identified as under-served, will have been missed.
Quantitative synthesis was not possible and was not attempted. The primary studies differ in the unit classified, in the provenance and granularity of labels, in class balance, in the presence of social signals, in evaluation protocol and in the metrics reported, so pooled estimates would have combined measurements of different quantities. Consequently, no statement in this review rests on an aggregated effect size, and comparative claims are qualitative and calibrated to the design of the underlying studies rather than to their reported magnitudes. Where reported figures are mentioned, they characterise what has been published rather than what has been established.
Several features of the evidence base constrain the strength of inference available. Geographical and platform concentration means that conclusions about generalisation are supported principally within a narrow region of the problem space. Publication practice in this field favours positive results on established benchmarks, and negative or null findings, particularly failed replications and unsuccessful transfer experiments, are likely to be under-represented in what is available to review. Comparability between studies is limited by the absence of shared protocols, most acutely in multimodal work. Long-term evidence is scarce, since almost all evaluation is cross-sectional and the few studies examining performance over time cover short horizons. Independent replication of individual architectural contributions is uncommon, so many findings rest on single reports from the groups that proposed the methods.
The field is developing rapidly, particularly in the application of generative language models, and the search was closed at a fixed date. Work published after that date, including work that may bear directly on the questions identified as unresolved, is not represented. The assessment of generative approaches should therefore be regarded as provisional to a greater degree than the assessment of the older literature on labelling and evaluation, which rests on a more settled body of evidence.
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