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Abstract
The growing dependence of deposit money banks in Nigeria on digital banking platforms, electronic payment systems and information technology infrastructure has increased the importance of effective cybersecurity management. This study examined the effect of strategic planning and leadership commitment on cybersecurity effectiveness in deposit money banks in Nigeria, with information technology infrastructure considered as a control variable. The study adopted a quantitative survey research design. Data were collected through structured questionnaires administered to employees of selected deposit money banks who were involved in information technology, risk management, internal control, operations and management functions. Out of 370 questionnaires distributed, 345 valid responses were obtained and used for analysis. Descriptive statistics and regression analysis were applied to examine the relationships among the study variables. The results showed that strategic planning had a positive and significant effect on cybersecurity effectiveness, indicating that banks with clearer cybersecurity planning, resource allocation and periodic risk assessment are better positioned to manage cyber threats. Leadership commitment also had a positive and significant effect, suggesting that management support, funding, policy enforcement and cybersecurity culture contribute to improved cybersecurity outcomes. In addition, information technology infrastructure showed a positive and significant effect on cybersecurity effectiveness, confirming the relevance of reliable systems, secure networks and threat detection mechanisms. The study concludes that cybersecurity effectiveness in deposit money banks depends on both managerial and technological factors. It recommends that banks should strengthen cybersecurity governance, integrate cybersecurity into strategic planning, increase leadership involvement and sustain investment in modern information technology infrastructure.
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1.0 Introduction
The increasing dependence on digital banking platforms, electronic payment systems, cloud computing, and financial technology innovations has transformed the operational landscape of deposit money banks in Nigeria. While these technological advancements have improved service delivery, operational efficiency, and customer experience, they have simultaneously exposed banks to sophisticated cyber threats such as phishing, ransomware, malware attacks, identity theft, insider abuse, and data breaches. The Nigerian banking industry has become one of the most targeted sectors by cybercriminals due to the high volume of financial transactions and sensitive customer information processed daily.  Globally, cybersecurity is no longer viewed as a purely technical issue but as a strategic and managerial concern that requires effective leadership and long-term organisational planning. Contemporary studies emphasize that cyber resilience depends heavily on strategic management practices, executive commitment, and governance structures capable of responding proactively to emerging threats. The evolving role of cybersecurity leadership demonstrates that security management has moved beyond operational IT functions into boardroom decision-making and organisational strategy. 
Strategic planning has become particularly relevant in banking cybersecurity because it enables organisations to anticipate cyber risks, allocate resources efficiently, develop security policies, and integrate cybersecurity into corporate objectives. According to Okonkwo and Okonkwor, (2025) Nigerian banks continue to experience increasing cyberattacks despite regulatory interventions and technological investments, indicating weaknesses in institutional preparedness and strategic cyber governance. Similarly, Onwubiko et al (2022) observed that financial institutions with stronger risk mitigation frameworks and incident response capabilities demonstrate better cybersecurity resilience and operational continuity. Leadership commitment also plays a critical role in strengthening organisational cybersecurity. Effective organisational leadership encourages cybersecurity awareness, supports employee compliance with security policies, and ensures that cybersecurity objectives receive adequate managerial attention and funding. Digital leadership practices influence organisational resilience through change management, innovation support, and strategic decision-making processes. Nosakhare-Amusa et al. found that digital leadership practices significantly improve organisational resilience among commercial banks in South-South Nigeria. In the same vein, recent discussions on cybersecurity governance argue that boards and top executives are increasingly held accountable for cyber risk management failures, thereby making leadership involvement indispensable in organisational cybersecurity systems. The relevance of this study is further reinforced by the persistent growth of cyber fraud and cybercrime within Nigeria’s financial system. Akujobi et al. (2026) noted that weaknesses in cybersecurity governance, inadequate enforcement mechanisms, and rapid digitalisation have intensified cyber fraud risks in Nigerian banks. Likewise, Aderinto (2025) reported that cybersecurity threats significantly affect the financial performance of listed commercial banks in Nigeria, emphasizing the strategic importance of cybersecurity investments and proactive management frameworks. These developments suggest that cybersecurity effectiveness is increasingly dependent on managerial strategies and leadership orientation rather than technological infrastructure alone.
Despite the growing literature on cybersecurity and banking performance, several empirical gaps remain unresolved. Existing studies in Nigeria have largely concentrated on the effects of cybersecurity threats on financial performance, fraud prevention, regulatory compliance, and technological resilience. Other studies have examined digital leadership and organisational resilience without specifically linking leadership commitment and strategic planning to cybersecurity outcomes in money deposit money banks. Consequently, there is limited empirical evidence explaining how strategic planning and organisational leadership directly influence cybersecurity effectiveness within Nigerian deposit banks. This study therefore seeks to fill this gap by examining the effect of strategic planning and leadership commitment on the cybersecurity of deposit money banks in Nigeria. The study contributes to the emerging discourse that cybersecurity resilience requires not only technological investments but also effective strategic management and committed organisational leadership capable of sustaining cyber resilience in an increasingly digital financial environment.
2.0 Literature Review
2.1 Conceptual Review
2.1.1 Strategic Planning and Cybersecurity
Strategic planning refers to the systematic process through which organisations formulate long-term objectives, allocate resources, anticipate risks, and establish policies to achieve sustainable performance. Within the banking sector, strategic planning has become increasingly important due to the rapid growth of digital banking systems, financial technologies, and cyber threats. Effective strategic planning enables banks to proactively identify vulnerabilities, strengthen cyber resilience, and integrate cybersecurity into organisational goals and governance structures. Cybersecurity in banking involves the protection of information systems, digital assets, customer data, and electronic transactions against cyberattacks, unauthorized access, fraud, and system disruptions. Modern cybersecurity frameworks emphasize preventive, detective, and corrective mechanisms aimed at ensuring confidentiality, integrity, and availability of information systems. The increasing sophistication of cyber threats has compelled financial institutions to adopt strategic cybersecurity frameworks rather than relying solely on technical controls. According to Wang et al. (2020) Nigerian banks have experienced a transition from low-level cybercrime to sophisticated cyberattacks involving hacking, malware infections, phishing, and electronic fraud. Their study further revealed that inadequate legislative compliance and weak technological preparedness reduce cybersecurity capability within Nigerian banks. The strategic dimension of cybersecurity has also attracted growing scholarly attention globally. Onwubiko et al (2022) argued that cybersecurity should be approached through multidimensional strategic foresight involving operational, technological, business, and human factors. They emphasized that cybersecurity resilience depends significantly on long-term strategic planning and organisational adaptability. In Nigeria, digital transformation has increased both opportunities and vulnerabilities in the banking system. Mustapha (2024) observed that the rapid expansion of digital banking services and financial technology integration has increased systemic risks and cybersecurity exposure within the Nigerian banking sector. The study stressed the importance of strategic digital transformation management in controlling cybersecurity threats and sustaining operational stability.  Similarly, Korubo-Fi et al. (2025) explained that strategic adaptation has become essential for Nigerian banks facing fintech disruption, cybersecurity threats, and technological competition. The authors identified strategic agility, innovation, and dynamic capability development as crucial mechanisms for sustaining competitiveness and cybersecurity preparedness in the banking industry. 
2.1.2 Leadership Commitment and Cybersecurity
Leadership commitment refers to the extent to which organisational leaders demonstrate support, involvement, resource provision, and accountability toward achieving organisational objectives. In cybersecurity management, leadership commitment influences policy implementation, employee compliance, cybersecurity awareness, and investment in security infrastructure. Modern cybersecurity governance frameworks emphasize executive and board-level involvement because cyber risks now affect organisational reputation, financial performance, operational continuity, and stakeholder confidence. Leadership commitment is therefore regarded as a critical determinant of organisational cyber resilience. Tedeschi et al. (2023) examined managerial investment strategies in cybersecurity and found that leadership engagement and employee participation are central to translating cybersecurity strategies into operational effectiveness. Their findings further showed that organisations with proactive leadership structures demonstrate stronger cybersecurity preparedness and resilience capabilities. Akujobi et al. (2026) noted that Nigerian banks continue to experience increasing cyber fraud despite technological advancements because of governance weaknesses, insider abuse, and inadequate organisational controls. The authors emphasized that effective cybersecurity governance requires sustained managerial commitment, employee awareness, and collaboration between public and private institutions. Falade et al. (2025) also highlighted that weak institutional coordination, inadequate implementation, and insufficient accountability mechanisms remain major barriers to effective cybersecurity governance in Nigeria. Their analysis of Nigeria’s cybersecurity policy environment demonstrated that leadership and governance structures are essential for achieving digital security objectives. Furthermore, Okikiola et al. (2026) found that Nigerian banks adopting continuous staff training, cybersecurity awareness programs, encryption technologies, and multi-factor authentication recorded improvements in fraud prevention and digital security. However, the study revealed that inadequate monitoring systems and low cybersecurity awareness continue to expose banks to phishing and social engineering attacks. 
2.1.3 Cybersecurity in Deposit Money Bank
Cybersecurity refers to the protection of computer systems, digital infrastructure, networks, software applications, and sensitive information from cyber threats, unauthorized access, cyber fraud, malware attacks, phishing, identity theft, and other forms of digital attacks. Within the banking industry, cybersecurity has become a critical operational and strategic issue because banks rely heavily on digital platforms for transactions, customer service delivery, electronic payments, internet banking, and data management. Deposit Money Banks (DMBs) in Nigeria increasingly depend on technological innovations such as mobile banking, automated teller machines (ATMs), point-of-sale terminals, online banking applications, cloud computing, and fintech integration. While these technologies improve operational efficiency and customer convenience, they simultaneously expose banks to increasing cyber threats and digital vulnerabilities. Studies have shown that Nigerian banks face growing incidents of phishing, SIM swap fraud, ransomware, website cloning, malware attacks, and insider-related cyber fraud. Cybersecurity in DMBs therefore involves the implementation of technical, administrative, and strategic measures aimed at protecting banking operations, customer information, and financial assets from cyberattacks. Effective cybersecurity systems typically include encryption technologies, intrusion detection systems, multi-factor authentication, cybersecurity awareness training, incident response mechanisms, firewalls, and continuous monitoring systems. The Nigerian banking sector has witnessed rapid digital transformation over the past decade. However, this transformation has increased exposure to cybercrime and electronic fraud. Ndukwe et al (2024) identified major cybersecurity challenges confronting Nigerian deposit money banks to include pharming, identity theft, SIM swap fraud, skimming, website cloning, smishing, and vishing attacks. Their study further revealed that loopholes in internal control systems, insider abuse, customer ignorance, and low security consciousness significantly contribute to cybersecurity vulnerabilities within Nigerian banks.  Similarly, Akujobi et al. (2026) observed that the rapid expansion of electronic payment systems and digital banking services has intensified cyber fraud risks within Nigeria’s financial system. The authors argued that weaknesses in cybersecurity governance, inadequate enforcement of cybercrime regulations, and poor institutional coordination continue to undermine cybersecurity resilience among Nigerian banks. Internal control weaknesses have also been linked to cybersecurity breaches within Nigerian DMBs. Nweke et al. (2026) found a significant positive relationship between internal control weaknesses and cybersecurity breach frequency among listed deposit money banks in Nigeria. The study concluded that inadequate monitoring systems and poor control mechanisms increase banks’ exposure to cyberattacks and operational risks.  In addition, increasing digitalization within the banking industry has created more sophisticated cyber risks. Abdullahi et al. (2026) noted that the widespread adoption of internet banking and mobile banking services has increased operational efficiency but simultaneously expanded cybersecurity vulnerabilities within Nigerian banks. 
2.2 Theoretical Framework and Hypothesis Development
2.2.1 Dynamic Capabilities Theory
This study is anchored on the Dynamic Capabilities Theory developed by Teece, Pisano, and Shuen (1997). The theory explains an organisation’s ability to integrate, build, and reconfigure internal and external competencies in response to rapidly changing business environments. The theory is highly relevant to cybersecurity management because cyber threats evolve continuously alongside technological innovation and digital transformation. The Dynamic Capabilities Theory suggests that organisations achieve sustainable performance when management possesses the strategic capability to sense threats, seize opportunities, and reconfigure organisational resources effectively. In the context of Nigerian money deposit banks, strategic planning enhances the capacity to anticipate cyber risks, formulate proactive security policies, and allocate resources efficiently for cyber defense mechanisms. The theory also emphasizes leadership commitment as an essential factor influencing organisational adaptation and resilience. Organisational leaders play critical roles in shaping cybersecurity culture, supporting innovation, mobilizing resources, and enforcing compliance with security policies. Therefore, banks with strong leadership commitment and effective strategic planning are more likely to achieve improved cybersecurity resilience and operational continuity. The relevance of this theory to the study lies in its ability to explain how strategic management and organisational leadership influence cybersecurity preparedness, adaptability, and resilience within Nigeria’s banking sector. In line with the theory, we hypothesise that:
Ho1: Strategic planning has no significant effect on the cybersecurity of money deposit banks in Nigeria.
Ho2: Leadership commitment has no significant effect on the cybersecurity of money deposit banks in Nigeria.
2.3 Empirical Review
Wang et al. (2020) investigated cybersecurity breaches and practices within Nigerian internet banking systems. Their findings revealed that hacking, phishing, malware attacks, and poor cybersecurity compliance significantly threaten banking operations in Nigeria. The study concluded that stronger technological infrastructure and cybersecurity governance are necessary for effective cyber resilience. Ndukwe et al. (2024) examined cybersecurity challenges in Nigerian deposit money banks using survey data obtained from selected bank staff. The study found that insider abuse, weak internal control systems, identity theft, and customer negligence significantly contribute to cybersecurity threats in Nigerian banks.  Akujobi et al. (2026) studied cyber fraud trends and mitigation strategies within Nigerian banks between 2020 and 2025. The findings showed that increasing digitalization and weak governance structures continue to intensify cyber fraud risks in the Nigerian banking sector. The study recommended stronger cybersecurity governance frameworks and enhanced institutional coordination.  Okikiola et al. (2026) investigated cybersecurity and fraud mitigation in selected Nigerian commercial banks. The study found that cybersecurity technologies such as encryption, multi-factor authentication, and cybersecurity awareness training significantly reduce financial fraud and improve operational security. Nweke et al. (2026) explored the relationship between internal control weaknesses and cybersecurity breaches among Nigerian DMBs. Their results indicated that weak internal controls significantly increase cybersecurity breach frequency within banks. Alaba et al. (2025) examined AI-driven fraud detection systems in Nigerian banks and found that managerial support, staff competency, and technological infrastructure positively influence cybersecurity adoption and fraud prevention effectiveness. 
2.4 Research Gap
Existing literature has extensively discussed cyber fraud, digital banking vulnerabilities, fraud prevention mechanisms, cybersecurity technologies, and regulatory frameworks within Nigeria’s banking sector. However, most prior studies focused mainly on operational cybersecurity challenges, fraud detection technologies, internal control systems, and regulatory compliance. Limited empirical attention has been devoted to the influence of strategic management and organisational leadership on cybersecurity effectiveness within Nigerian deposit money banks. Specifically, few studies have examined how strategic planning and leadership commitment shape cybersecurity preparedness, cyber resilience, and digital risk management within Nigerian DMBs. This study therefore fills the gap by examining the role of strategic management and organisational leadership in enhancing cybersecurity among deposit money banks in Nigeria.
3.0 Methodology
This study adopted a quantitative research design using the survey research approach. The quantitative method was considered appropriate because the study seeks to examine the relationship between strategic management, organisational leadership, and cybersecurity of deposit money banks in Nigeria through numerical data and statistical analysis. The survey design enabled the researcher to obtain relevant data from respondents through structured questionnaires, thereby facilitating objective analysis and generalization of findings. The design was also suitable because it allows the collection of standardized responses regarding strategic planning, leadership commitment, and cybersecurity practices within deposit money banks. Furthermore, the quantitative approach enhanced the reliability and validity of the study by enabling the use of statistical tools such as descriptive statistics, correlation analysis, and regression analysis in testing the formulated hypotheses and determining the extent of relationship among the study variables.
The population of this study comprised management staff, information technology personnel, cybersecurity officers, risk management officers, internal control staff, and operations personnel of selected deposit money banks in Nigeria. These categories of employees were considered appropriate because they are directly involved in strategic planning, organisational leadership processes, cybersecurity implementation, digital risk management, and information systems administration within the banking sector. As of 2025, the Central Bank of Nigeria (CBN) recognized 24 licensed deposit money banks operating within the Nigerian financial system. Due to the extensive geographical spread and operational complexity of all licensed banks, the study focused on selected tier-one and tier-two deposit money banks with high levels of digital banking operations and cybersecurity exposure. The study specifically targeted employees of five major deposit money banks operating in Lagos, Abuja, Port Harcourt, and Kano, which constitute major financial and commercial hubs in Nigeria. According to the annual reports and sustainability disclosures of these banks, the estimated combined workforce population of the selected banks was approximately 38,420 employees as of 2025. This estimate was derived from publicly available workforce statistics contained in the annual reports of Access Holdings Plc, Zenith Bank Plc, Guaranty Trust Holding Company Plc, United Bank for Africa Plc, and First HoldCo Plc. However, the accessible population for the study consisted of employees within departments directly associated with cybersecurity management and strategic decision-making, including information technology units, risk management departments, internal audit units, operations departments, and executive management divisions. Based on internal staff distributions and departmental estimates from the selected banks, the accessible population was estimated at 4,860 employees. The choice of this population was considered suitable because these personnel possess adequate knowledge and practical experience regarding cybersecurity policies, strategic management practices, and organisational leadership structures within Nigerian deposit money banks.
The sample size for this study is determined using the Taro Yamane (1967) formula for finite population.
The formula is expressed as:
n = {N}/ {1 + N(e) ^2 
Where:
n = Sample size: N = Population size: e = Level of significance (0.05) 
Given that: N=4,860:  e=0.05
Substituting into the formula:
n = {4,860}/ {1 + 4,860(0.0025)}; n = {4,860}/ {13.15); n=369.58 
The sample size for the study is approximately 370
The study adopted a multi-stage sampling technique. In the first stage, five deposit money banks were purposively selected based on their systemically important status, digital banking intensity, and cybersecurity exposure. These include Access Holdings Plc, Zenith Bank Plc, Guaranty Trust Holding Company Plc, United Bank for Africa Plc, and First HoldCo Plc. In the second stage, departments directly involved in cybersecurity and strategic decision-making were identified, namely: Information Technology, Risk Management, Internal Audit, Operations, and Executive/Management units. In the third stage, proportionate stratified sampling was used to ensure fair representation across the selected banks and departments. Finally, simple random sampling was applied to select individual respondents from each stratum. Primary data were collected using a structured questionnaire designed on a 5-point Likert scale ranging from Strongly Disagree (1) to Strongly Agree (5). The instrument was divided into sections covering strategic planning, leadership commitment, cybersecurity effectiveness, and information technology infrastructure. Out of 370 questionnaires distributed, 345 were completed, returned and found valid for analysis after data cleaning. Data collected were analyzed using descriptive statistics (mean and standard deviation) and inferential statistics. The hypotheses were tested using multiple regression analysis with the aid of Statistical Package for Social Sciences (SPSS version 25). The decision rule was based on a 5% level of significance, where a p-value less than 0.05 indicated statistical significance. Content validity was ensured through expert review by scholars in accounting, management, and information systems. Their inputs were used to refine the questionnaire for clarity and relevance. Reliability was tested using Cronbach’s Alpha, and all constructs recorded values above 0.70, indicating acceptable internal consistency.
Model Specification
The model is expressed as:
CYB = β0 + β1SP + β2LC + β3ITI + μ
Where: CYB = Cybersecurity effectiveness; SP = Strategic Planning;  LC = Leadership Commitment;  ITI = Information Technology Infrastructure (control variable);  β0​ = constant term;  β1​,β2​ = coefficients of independent variables;  β3​ = coefficient of control variable;  μ = error term
The study adhered to strict ethical standards. Permission was obtained from the selected banks before data collection. Participation was voluntary, and respondents were assured of confidentiality and anonymity. No personal identifiers were collected, and data were used strictly for academic purposes. Respondents were informed of their right to withdraw from the study at any stage without any consequence. Additionally, all data were securely stored and accessed only by the researcher to ensure privacy and data protection compliance.
4.0 Results
4.1 Descriptive Statistics
Table 1: Questionnaire and Response
	S/N
	Strategic Planning (SP)
	SD
	D
	N
	A
	SA

	1
	My bank has a well-defined cybersecurity strategic plan.
	13
	17
	48
	116
	151

	2
	Cybersecurity objectives are integrated into the overall strategic plan of the bank.
	10
	16
	28
	124
	167

	3
	Adequate resources are allocated to cybersecurity planning and implementation.
	13
	27
	55
	94
	156

	4
	Management regularly reviews cybersecurity strategies to align with emerging threats.
	9
	15
	26
	121
	174

	5
	Risk assessment is a key component of strategic planning in my bank
	11
	24
	37
	105
	168

	
	Leadership Commitment (LC)
	SD
	D
	N
	A
	SA

	6
	Top management demonstrates strong commitment to cybersecurity initiatives.
	12
	19
	34
	112
	168

	7
	Executives actively participate in cybersecurity decision-making.
	12
	21
	35
	125
	152

	8
	Leadership ensures adequate funding for cybersecurity infrastructure
	7
	16
	25
	126
	171

	9
	Management promotes a strong cybersecurity culture among staff
	9
	27
	65
	112
	132

	10
	Leaders enforce compliance with cybersecurity policies and procedures.
	11
	25
	57
	110
	142

	
	Information Technology Infrastructure (ITI) – Control Variable
	SD
	D
	N
	A
	SA

	11
	My bank has reliable and updated IT infrastructure to support cybersecurity.
	12
	20
	58
	114
	142

	12
	The bank’s network systems are well protected against cyber threats.
	12
	21
	31
	120
	166

	13
	Core banking applications are regularly updated and secured.
	7
	26
	60
	108
	140

	14
	The bank has effective firewalls and intrusion detection systems
	9
	26
	45
	103
	156

	15
	IT infrastructure in my bank supports quick detection of cyber threats.
	11
	21
	35
	117
	162

	
	Cybersecurity Effectiveness (CYB) – Dependent Variable
	SD
	D
	N
	A
	SA

	16
	Customer data in my bank is well protected from unauthorized access.
	11
	19
	31
	127
	162

	17
	My bank effectively prevents cyber fraud and electronic theft.
	7
	18
	52
	122
	137

	18
	Cybersecurity incidents are quickly detected and resolved.
	11
	19
	36
	129
	149

	19
	The bank’s systems maintain high levels of confidentiality, integrity, and availability.
	15
	14
	27
	112
	181

	20
	Overall cybersecurity performance in my bank is effective and reliable.
	10
	13
	60
	112
	149


Source: Field Survey (2026)
4.1.1 Diagnostic/Assumption Tests

Normality Test
The normality of the residuals was assessed using the Shapiro–Wilk test. The result indicated that the residuals did not significantly deviate from normality (W = 0.988, p > 0.05), suggesting that the assumption of normality was satisfied. Both the skewness and kurtosis confirmed that the data was normally distributed.
Multicollinearity Test
Multicollinearity among the independent variables was assessed using the Variance Inflation Factor and tolerance values. The results indicated that all variables had VIF values ranging from 1.003 to 1.008 below the threshold of 10 and tolerance values above 0.10, suggesting the absence of multicollinearity. Therefore, the independent variables were considered sufficiently independent for reliable regression analysis.
Heteroscedasticity Test
The test for heteroscedasticity was conducted to examine whether the variance of the error terms is constant across observations. The result indicates that the test statistic is not statistically significant (p > 0.05), suggesting the absence of heteroscedasticity in the model. This implies that the assumption of homoscedasticity is satisfied, and the error terms exhibit constant variance. Therefore, the regression estimates are considered reliable and not biased due to heteroscedasticity.
Test of Hypotheses
4.2.1 Test of Hypothesis 1
Ho1: Strategic planning has no significant effect on the cybersecurity of money deposit banks in Nigeria.
Table 2 Regression Results: Effect of Strategic Planning on the Cybersecurity of Deposit Money Banks in Nigeria.
	Model Summary
	R Square
	0.547

	ANOVA	
	F
	414.845

	
	Sig.
	0.000

	Coefficients
	Β
	T                     sig

	Constant
	1.153
	  7.683            0.000

	Strategic planning
	0.720
	20.368            0.000


Source: SPSS v. 26 output (2026)
Table 2 shows the regression results on the effect of strategic planning on the cybersecurity of deposit money banks in Nigeria. The R² value of 0.547 indicates that 54.7% of variations in the cybersecurity of deposit money banks in Nigeria are explained by strategic planning. The F-statistic of 414.845 with a significance of 0.000 validates the overall model at 5%. The constant (β = 1.153, p < 0.05) is significant, suggesting that even in the absence of strategic planning, a moderate level of the cybersecurity of deposit money banks exist in Nigeria. The coefficient for strategic planning (β = 0.720, p < 0.05) reflects a positive marginal effect, implying that a one-unit increase in strategic planning improves the cybersecurity of deposit money banks in Nigeria by 0.720 units, and this effect is significant. Hence, the null hypothesis is rejected, establishing that strategic planning significantly and positively influences the cybersecurity of deposit money banks in Nigeria.
4.2.2 Test of Hypothesis 11
Ho2: Leadership commitment has no significant effect on the cybersecurity of money deposit banks in Nigeria.
Table 3 Regression Results: Effect of Leadership Commitment on the Cybersecurity of Deposit Money Banks in Nigeria.
	Model Summary
	R Square
	0.446

	ANOVA	
	F
	276.663

	
	Sig.
	0.000

	Coefficients
	Β
	T                     sig

	Constant
	1.398
	  8.297            0.000

	Leadership commitment
	0.668
	16.633            0.000


Source: SPSS v. 26 output (2026)
Table 3 shows the regression results on the effect of leadership commitment on the cybersecurity of deposit money banks in Nigeria. The R² value of 0.446 indicates that 44.6% of variations in the cybersecurity of deposit money banks in Nigeria are explained by leadership commitment. The F-statistic of 276.663 with a significance of 0.000 validates the overall model at 5%. The constant (β = 1.398, p < 0.05) is significant, suggesting that even in the absence of leadership commitment a moderate level of the cybersecurity of deposit money banks exists in Nigeria. The coefficient for leadership commitment (β = 0.668, p < 0.05) reflects a positive marginal effect, implying that a one-unit increase in leadership commitment improves the cybersecurity of deposit money banks in Nigeria by 0.668 units, and this effect is significant. Hence, the null hypothesis is rejected, establishing that leadership commitment significantly and positively influences the cybersecurity of deposit money banks in Nigeria.
4.2.3 Test of Control Variable (IT Infrastructure)
Ho2: Information technology infrastructure has no significant effect on the cybersecurity of money deposit banks in Nigeria.
Table 4 Regression Results: Effect of Information Technology Infrastructure on the Cybersecurity of Deposit Money Banks in Nigeria.
	Model Summary
	R Square
	0.444

	ANOVA		
	F
	273.594

	
	Sig.
	0.000

	Coefficients
	Β
	T                     sig

	Constant
	1.490
	  9.088            0.000

	Information technology infrastructure
	0.648
	16.541            0.004


Source: SPSS v. 26 output (2026)
Table 4 shows the regression results on the effect of information technology infrastructure on the cybersecurity of deposit money banks in Nigeria. The R² value of 0.444 indicates that 44.4% of variations in the cybersecurity of deposit money banks in Nigeria are explained by information technology infrastructure. The F-statistic of 273.594 with a significance of 0.000 validates the overall model at 5%. The constant (β = 1.490, p < 0.05) is significant, suggesting that even in the absence of information technology infrastructure a moderate level of the cybersecurity of deposit money banks exists in Nigeria.. The coefficient for information technology infrastructure (β = 0.648, p < 0.05) reflects a positive marginal effect, implying that a one-unit increase in information technology infrastructure improves the cybersecurity of deposit money banks in Nigeria by 0.648 units, and this effect is significant. Hence, the null hypothesis is rejected, establishing that information technology infrastructure significantly and positively influences the cybersecurity of deposit money banks in Nigeria.
4.2 Discussion of Findings
The findings of this study revealed that strategic planning has a positive and significant effect on cybersecurity of deposit money banks in Nigeria (β = 0.720, p < 0.05). The positive coefficient indicates that improvements in strategic planning lead to corresponding improvements in cybersecurity effectiveness. This finding suggests that deposit money banks that incorporate cybersecurity objectives into their strategic plans, conduct periodic cyber risk assessments, and allocate adequate resources to cybersecurity initiatives are more likely to achieve stronger cyber resilience and protection against emerging digital threats. The result supports the argument that cybersecurity has evolved beyond a purely technical function and has become a strategic management responsibility. This finding is consistent with the study of Tedeschi et al. (2025), who found that organizations that adopt proactive cybersecurity investment strategies and integrate cybersecurity into their broader strategic objectives demonstrate higher levels of cyber preparedness and resilience. The authors emphasized that strategic planning enables organizations to align cybersecurity initiatives with long-term business goals and emerging threat environments.  The finding also aligns with the work of Modi et al. (2023), who observed that effective cybersecurity governance depends largely on the quality of strategic decision-making at the board level. Their systematic review highlighted that organizations with strong strategic governance structures are better positioned to manage cyber risks and develop resilient cybersecurity frameworks. 
The study further found that leadership commitment exerts a positive and significant effect on cybersecurity of deposit money banks in Nigeria (β = 0.668, p < 0.05). The implication of this finding is that active involvement of top management, executive support for cybersecurity initiatives, and leadership-driven cybersecurity culture significantly enhance the effectiveness of cybersecurity systems within banks. The result demonstrates that when leaders prioritize cybersecurity, provide adequate funding, and enforce cybersecurity policies, organizational resilience against cyber threats improves substantially. This finding is consistent with Ogbanufe et al. (2021), who found that top management perceptions and commitment play a critical role in shaping organizational cybersecurity strategies. Their study revealed that executive commitment influences cybersecurity investment decisions, risk management practices, and organizational preparedness against cyber incidents. The finding also supports the empirical evidence provided by Al-Kumaim et al. (2023), who reported that cybersecurity leadership significantly contributes to cyberattack prevention within financial institutions. According to the authors, leadership commitment enhances cybersecurity awareness, policy compliance, and organizational security culture, thereby reducing cybersecurity vulnerabilities. 
The study additionally revealed that information technology infrastructure has a positive and significant effect on cybersecurity of deposit money banks in Nigeria (β = 0.648, p < 0.05). As a control variable, the result indicates that robust IT infrastructure strengthens cybersecurity performance by providing the technological foundation required for threat detection, prevention, response, and recovery. The positive coefficient suggests that banks with modern digital infrastructure, secure networks, advanced monitoring systems, and updated cybersecurity technologies are more capable of mitigating cyber risks and safeguarding critical information assets. This finding is consistent with the study of Akinsulire et al. (2024), who found that strong IT governance frameworks and cybersecurity controls significantly improve regulatory compliance and cybersecurity governance in financial institutions. Their study demonstrated that deficiencies in technological infrastructure often expose organizations to cybersecurity vulnerabilities and operational risks. 
Conclusions
This study examined the effect of strategic planning and leadership commitment on cybersecurity effectiveness in deposit money banks in Nigeria, while also considering the role of information technology infrastructure. The findings indicate that strategic planning, leadership commitment and information technology infrastructure each have a positive and significant relationship with cybersecurity effectiveness. These results suggest that cybersecurity in deposit money banks should not be treated only as a technical function, but also as a strategic and leadership responsibility. Strategic planning supports cybersecurity by helping banks identify risks, allocate resources, develop policies and align cybersecurity objectives with broader organisational goals. Leadership commitment strengthens cybersecurity by promoting management support, adequate funding, employee awareness, policy compliance and a security-conscious organisational culture. Information technology infrastructure provides the technical foundation required for system protection, threat detection, fraud prevention and operational resilience. Based on these findings, the study concludes that deposit money banks are more likely to achieve effective cybersecurity when strategic planning, committed leadership and reliable technological infrastructure operate together. Strengthening these areas can improve the ability of banks to protect customer data, reduce cyber fraud risks, respond to emerging threats and sustain secure digital banking operations.

5.2 Recommendations
Based on the findings of the study, the following policy recommendations are proposed:
(1) Deposit money banks should integrate cybersecurity into their corporate strategic planning processes by developing comprehensive cybersecurity roadmaps, conducting regular cyber risk assessments, and aligning cybersecurity objectives with overall organizational goals. 
(2) Boards of directors and top management should take a more active role in cybersecurity governance by providing strategic direction, monitoring cyber risk exposure, and ensuring that cybersecurity receives adequate attention at the highest levels of decision-making. 
(3) Banks should continuously invest in modern information technology infrastructure, including advanced threat detection systems, intrusion prevention mechanisms, encryption technologies, artificial intelligence-driven security solutions, and real-time monitoring platforms to enhance cyber resilience. 
Limitations
This study has some limitations that should be considered when interpreting the findings. First, the study focused on selected deposit money banks in Nigeria and may not fully represent the cybersecurity practices of all banks operating in the country. Therefore, the findings may have limited generalisability beyond the selected institutions. Second, the study adopted a cross-sectional survey design, meaning that data were collected at one point in time. This limits the ability to examine changes in strategic planning, leadership commitment, information technology infrastructure and cybersecurity effectiveness over time. Third, the study relied on questionnaire responses from employees, and the findings therefore reflect respondents’ perceptions of cybersecurity practices within their banks. Such responses may be influenced by personal judgment, institutional knowledge, or social desirability bias. Future studies may address these limitations by using a wider sample, longitudinal research design and additional objective cybersecurity performance indicators.

5.4 Areas for Further Studies
Based on the limitations and findings of this study, the following areas are suggested for further research:
(1) Future studies should examine the effect of cybersecurity culture on the operational and financial performance of deposit money banks in Nigeria. 
(2)  Researchers may investigate the role of artificial intelligence, machine learning, and predictive analytics in enhancing cybersecurity resilience within the Nigerian banking sector. 
(3) Further studies should explore the relationship between cybersecurity governance frameworks, enterprise risk management, and organizational sustainability in financial institutions. 
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