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	PART  1: Comments



	
	Reviewer’s comment

	Author’s Feedback (It is mandatory that authors should write his/her feedback here)


	Please write a few sentences regarding the importance of this manuscript for the scientific community. A minimum of 3-4 sentences may be required for this part.


	The manuscript presents an important problem in the domain of network security by proposing an AI-driven system for real-time intrusion detection and prevention. With the rapid growth of cyber threats and increasing network complexity, traditional rule-based security systems are often insufficient to detect evolving attacks. The integration of machine learning techniques, with real-time traffic monitoring provides a practical approach to enhancing network defense mechanisms.This work will help the research community for further research.
	

	Is the title of the article suitable?

(If not please suggest an alternative title)


	Yes, the title is generally suitable as it clearly reflects the main theme of the manuscript, which focuses on an AI-driven network defense system for threat detection and prevention.


	

	Is the abstract of the article comprehensive? Do you suggest the addition (or deletion) of some points in this section? Please write your suggestions here.


	The abstract provides a good overview of the study, including the problem statement, methodology, dataset used, and performance results. It clearly highlights the use of the CICIDS2018 dataset, feature engineering, PCA-based dimensionality reduction, and the Random Forest model for intrusion detection.
	

	Is the manuscript scientifically, correct? Please write here.
	The use of the CICIDS2018 dataset is appropriate for evaluating intrusion detection systems. The experimental results with metrics such as accuracy, precision, recall, and false positive rate provide quantitative validation of the proposed approach. However, the authors may consider providing comparative analysis with other existing intrusion detection methods to strengthen the scientific contribution.
	

	Are the references sufficient and recent? If you have suggestions of additional references, please mention them in the review form.
	Adding a few recent references will help position the work more clearly within the current research landscape.
	

	Is the language/English quality of the article suitable for scholarly communications?


	Yes.language is good
	

	Optional/General comments


	The integration of simulation-based testing with real-time traffic monitoring is a strong aspect of the work. To further improve the manuscript, the authors may consider adding a comparison with other intrusion detection models, discussing limitations of the current approach.
Authors are requested to add detailed comparison of proposed work with some recent 

Previous works. Some recent works need to be cited. Figure resolutions need to be improved.


	


	PART  2: 



	
	Reviewer’s comment
	Author’s Feedback (It is mandatory that authors should write his/her feedback here)



	Are there ethical issues in this manuscript? 


	(If yes, Kindly please write down the ethical issues here in details)
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