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ABSTRACT
	This study analyzes the contribution of digital literacy in shaping civic awareness among young people who are active on social media. The development of digital technology has changed the way the public participates, providing new opportunities for young people to engage in social and political issues. However, the actual situation shows that low digital literacy makes them vulnerable to disinformation, hoaxes, and polarization, which have the potential to undermine democracy. This study aims to identify how digital literacy can be an instrument for realizing ideal conditions, where young people are able to participate critically, ethically, and responsibly.
Qualitative research methods with a case study approach were used to analyze data from social media platforms and interviews with young people. The results show that digital literacy plays a crucial role in training critical thinking skills, information verification, and the ethics of online interaction. This contribution directly shapes a more mature sense of citizenship, transforming them from passive consumers into active and positive digital citizens. This study concludes that strengthening digital literacy is essential for building a strong foundation of citizenship in the digital age.
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1. INTRODUCTION

1.1 Background
The contribution of digital literacy in shaping the civic awareness of Indonesia's younger generation is currently at a crossroads. On the one hand, the availability of internet access and social media has provided unprecedented opportunities for participation. According to a 2025 report by the Indonesian Internet Service Providers Association (APJII), internet penetration among Indonesia's younger generation has peaked, with around 95% of them having social media accounts. These platforms have become the main outlets for obtaining information, interacting, and even voicing political aspirations.(Hariansyah, 2018)
However, on the other hand, reality shows that there is a gap between the availability of technology and the ability to use it wisely. Based on the National Digital Literacy Index released by the Ministry of Communication and Information Technology (Kominfo) in 2025, despite an increase, the scores for the pillars of digital culture and ethics are still relatively low compared to the pillar of digital skills.(Ke Makna, 2025) 
This reflects that even though the younger generation is adept at using social media features, they are still vulnerable to the threats of disinformation, hoaxes, hate speech, and polarization. Studies from various research institutions show that more than 60% of hoaxes circulating in Indonesia in 2025 are related to social and political issues, often targeting public sentiment on social media. This phenomenon shows that amid the euphoria of participation, the digital space has also become a venue that is prone to damaging the social order and dividing the nation.(Setyarahajoe, 2025).
In facing these challenges, digital literacy should not only be understood as a technical skill, but also as a foundation for building mature and responsible digital citizenship. The ideal situation would be for the younger generation to be able to use social media as a tool to strengthen democracy, not to undermine it.
 Ideal digital citizenship is when every individual can critically verify information, reject narratives of hate, and participate in public discussions in a constructive and solution-oriented manner.(Ridha, N. A. N., Andriyani, W., Kurniawan, E., Afriyanti, L., Maipauw, M. M., Amri, S. R., ... & Riauwati, 2025) 
To achieve this, comprehensive education strategies and policies must be implemented. Digital literacy must be integrated into the formal education curriculum, starting from elementary school to university, with a focus on critical thinking, digital ethics, and the rights and obligations of digital citizens.(Safitri, F., Ramlah, R., Sandy, W., & Siregar, n.d.) 
In addition, collaboration between the government, private sector, community, and parents is crucial. Social media platforms can be more active in removing harmful content through strict policies, while the government and civil society can produce more educational content and campaigns that promote national values and tolerance in the digital space.(Nasoha, A. M. M., Atqiya, A. N., Nugraheni, A. D., Ridho, M. R., & Aprilianto, 2025) 
Thus, social media can transform from a mere communication tool into a space that truly empowers young people to become agents of positive change in society.
In this context, the study examines the crucial role of digital literacy as a bridge to overcome these challenges. By analyzing that digital literacy can shape critical and participatory mindsets, social media is not only a space for entertainment, but can also be an effective arena for fostering civic awareness, contributing to the development of relevant educational programs, so that the younger generation can become intelligent and responsible citizens in the digital world.
	
1.2. Problem Statement
How can digital literacy concretely contribute to shaping and strengthening civic awareness among the younger generation, particularly in the context of social media platform use, so that they are not only able to access and utilize information appropriately, but also participate wisely, critically, and responsibly in digital public discourse? 
In other words, to what extent does digital literacy play a role in instilling modern civic values such as a critical attitude towards information, the ability to distinguish between facts and opinions, the skills to maintain communication ethics in the digital space, and the awareness to play an active role in socio-political activities on social media without getting caught up in the spread of hoaxes, hate speech, or other unproductive behaviors?

1.3 Research Objective
The purpose of this study is to analyze and gain a deeper understanding of how digital literacy contributes to shaping proactive and responsible civic awareness among young people on social media platforms. This study focuses not only on understanding digital literacy as a technical skill in using information technology, but also covers critical, ethical, and reflective aspects of using social media. 
With the increasing use of social media among the younger generation, it is important to know the extent to which digital literacy can encourage them to be more aware of their rights and obligations as citizens, participate in public discussions, and be able to distinguish between valid and invalid information. Through this research, it is hoped that a comprehensive understanding of the relationship between digital literacy and digital citizenship practices can be obtained, thereby making a real contribution to strengthening the character of the younger generation to be intelligent, critical, and responsible in their social and civic lives.

1.4 Benefits of Research
This research is expected to contribute to the government and educational institutions. The findings can serve as a basis for designing more effective digital literacy policies and curricula. In addition, this research can also support the development of training programs that focus on increasing digital citizenship awareness, especially for students and young people in educational environments.
For the younger generation, this research is expected to increase understanding of the importance of digital literacy in everyday life. Through this understanding, the younger generation is expected to become wiser, more critical, and more responsible social media users, so that they are not only trapped in using social media as mere entertainment, but also as a means to foster proactive civic awareness.
Meanwhile, for the wider community, this research provides an understanding of the challenges and opportunities that arise in the digital age. With collective awareness, it is hoped that collaboration between various parties will be created to build a healthy digital ecosystem. This ecosystem is expected to support positive community participation and encourage the creation of a safe, inclusive, and productive digital space for all levels of society.

1.5 Problem Limitations
This research is limited to a study of the role of digital literacy in shaping and strengthening civic awareness among young people on social media platforms. The focus of the research is on how digital literacy skills, particularly critical, ethical, and participatory skills, contribute to encouraging young people to become wise, critical, and responsible social media users.
This research does not discuss the technical aspects of technology development or digital policy comprehensively, but rather emphasizes the behavior, attitudes, and awareness of digital citizenship among the younger generation in the context of social life in the digital age.

2. Literature Review
2.1 Definition of Digital Literacy
Digital literacy can be defined as a person's ability to find, evaluate, and use information from various digital sources effectively and ethically.(Giroth, L. G. J., Purnomo, K. D. M., Dotulong, F., Mokoginta, D., & Pusung, 2024) 
This concept is not limited to technical skills, but also includes a critical understanding of how technology works and its impact on individuals and society. According to the 2024 Indonesian Digital Literacy report compiled by the Ministry of Communication and Information Technology (Kominfo) in collaboration with Siberkreasi, digital literacy is the ability to participate in a digital environment with full understanding and responsibility.(Hidayat, 2023) 
This is also in line with the view of Common Sense Media (2025), which has updated its definition to emphasize the competencies needed to access, analyze, create, and act ethically in an ever-changing digital space.(Savirani, A., Lele, G., Ikhwan, H., Suyatna, H., Hapsari, M., Pinem, M. L., & Utomo, 2025) 
Digital literacy consists of several interrelated components that form a comprehensive framework for interacting in the digital environment. Understanding these components is very important, because digital literacy is not only related to technical skills, but also includes ethical, social, and cultural aspects that accompany activities in the virtual world.
The first component is Digital Skills, which are basic abilities in operating hardware and software. These skills include the ability to use applications, navigate the internet, and manage data efficiently. Without mastery of these basic skills, individuals will find it difficult to adapt to rapid technological developments.
The second component is Digital Ethics. This aspect emphasizes the importance of understanding the norms and etiquette that apply in the digital space. Digital ethics includes responsible behavior, efforts to avoid cyberbullying, and respect for privacy and copyright. The 2024 Siberkreasi Report specifically highlights the importance of this component, because only with the application of good ethics can the digital space be safe, healthy, and productive.
The next component is Digital Security, which emphasizes the ability of individuals to protect personal data and maintain account security from various cyber threats, such as phishing, hacking, and malware. This ability is very important in an era where data leaks and cyber attacks are increasingly common, making awareness of digital security essential when using social media.
In addition, Digital Culture is another important component of digital literacy. Digital culture refers to an understanding of the diverse cultures that have formed in the virtual world, including patterns of interaction, values, and norms that apply in digital communities. With an understanding of digital culture, individuals can interact more tolerantly, appreciate differences, and understand the various perspectives that exist in an increasingly pluralistic digital space.
Finally, there is Digital Participation, which is the ability to interact actively and constructively on digital platforms, whether for social, political, or economic purposes. This component is central to the contribution of digital literacy to civic awareness, because through digital participation, the younger generation can demonstrate social awareness, contribute to public discussions, and participate in building an inclusive digital society.(Redhana, 2024)

2.2 Civic Awareness
Civic awareness refers to an individual's understanding and recognition of their rights and obligations as a member of society.(Sila, 2024) 
This concept is not limited to the formal political sphere, but also includes active participation in social, cultural, and economic life. 
According to J.S. Lickona (1991), civic awareness involves knowledge (knowing one's rights and responsibilities), feelings (feeling connected to the community), and actions (participating in public life).(Kusnadi, 2024) 
In the Indonesian context, this awareness is closely related to the values of Pancasila and the 1945 Constitution. A report from the Center for Citizenship Studies (2024) emphasizes that modern citizenship awareness must adapt to the changing times, where social interactions have largely shifted to the digital space.(Shobirin, M. A., Rosyadi, R. N., & Sari, 2025) 
The emergence of the internet and social media has expanded the concept of civic awareness into the digital realm. Digital civic awareness is not merely a replication of civic behavior in the real world, but rather an adaptation that encompasses new norms, ethics, and responsibilities relevant to life in cyberspace.(Amalia, A. R., Aqida, A., & Aidah, 2025) 
Based on the framework developed by the Global Digital Citizenship Framework, there are several important dimensions that serve as a basis for understanding this concept.
The first dimension is Digital Participation, which is the ability and willingness of individuals to engage in public issues online. This participation includes various forms of involvement, ranging from voicing opinions through social media, supporting social movements, to participating in online petitions related to the interests of the wider community.
The second dimension is Digital Ethics, which emphasizes the importance of responsible behavior and respect for others in the digital space. Digital ethics guides individuals to avoid hate speech, refrain from cyberbullying, and appreciate the differences and diversity of opinions that exist in the virtual world.
Next, the third dimension is Digital Critical Skills. These skills require individuals to be able to critically evaluate information, identify fake news or hoaxes, and understand the existence of algorithmic bias that affects the flow of information on digital platforms. This dimension is key in preventing polarization and misinformation that often arise on social media.
The fourth dimension is Digital Responsibility, which emphasizes the awareness that every action in cyberspace has real consequences. In this context, individuals are required to protect personal data, comply with applicable cyber laws, and use digital technology positively for the common good.
By understanding and applying these four dimensions, the younger generation is expected to develop a sense of citizenship that is relevant to the digital age, so that they are not only active social media users, but also smart, ethical, and responsible digital citizens.(Lubis, P. H., Salwa, A. N. H., & Nurfadhilah, 2025)

2.3 Young People on Social Media Platforms
 The younger generation, often identified as Gen Z (born between the mid-1990s and 2010s), are digital natives. They have not only grown up alongside technology, but also made digital platforms an integral part of their daily lives. According to a 2025 report by the Indonesian Internet Service Providers Association (APJII), this generation dominates internet users in Indonesia, with around 98% of them actively using social media.(Safitri, R., Suhendar, E., Saputra, A., Nurmala, E. Y., Nugraha, M. W., Fajar, M., ... & Salsabila, 2025) 
Their main characteristics include strong connectivity, multitasking abilities, and a preference for visual communication. They tend to be more open in expressing their opinions, forming online identities, and building communities based on shared interests, which distinguishes them from previous generations.(Shovmayanti, 2024) 
As the younger generation becomes increasingly dominant, social media has transformed from a mere communication tool into a new public space. The concept of public space, which originally referred to physical spaces, has now expanded to the virtual world, where individuals can interact, exchange ideas, and participate in public discourse. According to an analysis by the Center for Media and Democracy Studies (2024), platforms such as Instagram, X (Twitter), and TikTok have now become the main arena for social activism, political campaigns, and critical discussions.(Puspitasari, 2024) 
Young people use it not only to socialize, but also to voice their dissatisfaction with public issues, organize movements, and demand accountability from leaders. This transformation has made social media a powerful platform for shaping opinion and driving social change, while also opening the door to risks such as polarization and disinformation.(Fatimah, 2025) 

2.4 The Relationship Between Digital Literacy, Civic Awareness, and Social Media
Digital literacy serves as a critical bridge that connects individuals with the public sphere in a constructive manner. According to the 2024 National Digital Literacy Index report, the higher a person's level of digital literacy, the greater their ability to participate in public discussions in a critical and responsible manner. This confirms that digital literacy is not merely a technical skill, but a competency that influences the quality of citizens' participation in the digital sphere.
This ability encompasses three main aspects. First, analytical skills, which are the ability to distinguish between facts and opinions and recognize misleading content. Without analytical skills, participation in public discourse tends to be dominated by emotions or misinformation. Second, ethical interaction, which encourages respectful and responsible behavior in the digital space. This ethics is an important foundation in building healthy citizenship amid diversity of opinion. Third, positive participation, which is the ability to use social media not only as a space for sharing personal content, but also as a means of advocating social and political issues that are relevant to the wider community.
Thus, digital literacy can be transformed into a key instrument in strengthening civic awareness among the younger generation. It is not only a communication tool, but also a medium for channeling critical analysis, ethics, and participation oriented towards constructive social change.

3. Research Method
This section describes the research methods used to gain an in-depth understanding of the contribution of digital literacy in shaping civic awareness among the younger generation.
a. Research Approach
This study uses a qualitative approach with a case study method. A qualitative approach was chosen because it provides a deep understanding of the social phenomenon being studied, namely how digital literacy contributes to shaping the civic awareness of the younger generation. With this approach, the study does not only focus on numbers or quantitative data, but emphasizes the meaning, experiences, and interpretations that emerge from the research subjects.
b. Research Subjects and Objects
The subject of this study is young people aged 18–24 who actively use social media. This age group was chosen based on the consideration that young people are the group that interacts most intensely in the digital space and has great potential in shaping the dynamics of civic awareness. The object of the study is the digital content they produce and consume, as well as their online interactions related to public and civic issues.
c. Data Collection Techniques
Data collection was conducted using two main techniques, namely in-depth interviews and online participatory observation. In-depth interviews aimed to explore the views, experiences, and perceptions of the younger generation regarding digital literacy and citizenship. Meanwhile, online participatory observation was used to directly observe their behavior on social media, including how they consume, produce, and share information related to social and political issues.
d. Data Analysis Techniques
The data obtained was then analyzed using thematic analysis. This technique was chosen to identify, organize, and interpret patterns or themes that emerged from the qualitative data. The analysis process was carried out through the stages of data coding, theme grouping, and in-depth interpretation to understand the relationship between digital literacy and civic awareness among the younger generation. In this way, the study is expected to provide a comprehensive picture of the contribution of digital literacy in the realm of citizenship in the digital age.

4. Result and Discusion
4.1 Digital Literacy in Shaping Civic Awareness
In the modern era, when information is just a touch away, digital literacy has become a fundamental skill that goes beyond simply knowing how to use technology. Digital literacy is not just about how well someone can operate digital devices; more than that, it is an important foundation for building strong civic awareness, especially among the younger generation who were born and raised in a digital environment.(Tumanggor, T., & Sazali, 2025)
Civic awareness is no longer limited to participation in the real world, but also includes responsible behavior in cyberspace, which has become an integral part of everyday life.
One of the main contributions of digital literacy to civic awareness lies in its ability to equip individuals with the skills to sort and analyze information. The digital space, especially social media, is an endless sea of information, but unfortunately not all information circulating is true. Fake news, disinformation, and provocative content spread easily and have the potential to influence public opinion. Digital literacy enables individuals to think critically when selecting information, verify the truth from various sources, and understand the context behind an issue. This ability is the first step towards smart and responsible digital participation.
In addition, digital literacy also plays a role in encouraging active and constructive participation in the digital public sphere. Healthy civic awareness is not only reflected in the consumption of information, but also in individuals' involvement in discussions and social action. Social media provides a wide space for the younger generation to voice their opinions, interact with policy makers, and support social movements. With digital literacy, this participation can be carried out in a healthier and more constructive manner. Digitally literate individuals will not be trapped in hate speech or baseless comments, but will contribute to discussions that respect differences, advocate for positive change, and encourage productive public dialogue.
Furthermore, digital literacy helps individuals understand their rights and obligations as digital citizens. Just like in the real world, the digital space also has rules that must be respected. Awareness of data privacy, cyber security, and copyright is an important part of digital literacy. Literate individuals will be more careful in protecting their personal information and aware of the digital footprints they leave behind. At the same time, they understand their responsibility not to commit violations, such as cyberbullying, spreading hate, or copyright infringement. It is this balance between rights and obligations that shapes a healthy sense of digital citizenship.
Equally important, digital literacy also encourages empathy and tolerance in cyberspace. Although social media often becomes an arena for debate that triggers polarization, digital literacy can equip individuals to better understand different perspectives and interact with people from various backgrounds. This ability allows the younger generation to transcend their “filter bubbles,” thereby appreciating differences, rejecting hate speech, and promoting healthy dialogue. This attitude of empathy and tolerance is a hallmark of a civilized society, which is essential in strengthening social cohesion in the digital age.
Thus, digital literacy is not only a technical skill, but also a strategic tool in shaping the younger generation as smart, critical, empathetic, and responsible digital citizens.

4.2 The Key Contribution of Digital Literacy
Digital literacy has become one of the most important competencies in the 21st century. More than just the technical ability to use digital devices, digital literacy encompasses a range of skills, knowledge, and attitudes necessary for individuals to interact, participate, and create in a digital environment in a safe, productive, and effective manner. Its contribution is not limited to the realm of technology alone, but also extends to various aspects of life, ranging from economics, social, education, to self-development and creativity.(Muhidin, 2025)
One of the most important contributions of digital literacy is in terms of economic empowerment and access to information. For individuals, digital literacy opens up a wide range of opportunities, from searching for jobs online, managing online businesses, to developing new skills through open courses (Massive Open Online Courses). Digital literacy also allows individuals to connect with the global market, reach customers or business partners from around the world, and create an adaptive workforce in the era of Industry 4.0. On a larger scale, digital literacy drives innovation and economic growth. In addition, access to information has become increasingly democratic. People can easily obtain news, scientific research results, and data that were previously difficult to access. This empowers them to make more informed decisions, whether in the context of health, education, or politics.
In addition to economic contributions, digital literacy also plays an important role in social participation and the formation of civic awareness. Through social media and digital platforms, citizens now have a space to voice their opinions, advocate for change, and engage in public discussions. However, the digital space is also full of challenges, such as the spread of hoaxes, hate speech, and disinformation. Digital literacy equips individuals with critical thinking skills, the ability to sort through information, and identify unreliable sources. In this way, digital literacy maintains the integrity of the public sphere, prevents polarization, and encourages healthier interactions. Furthermore, digital literacy also strengthens digital ethics and social responsibility, so that users can interact respectfully and protect the privacy and rights of others.
Another contribution is in the realm of self-development and continuing education. Digital literacy enables every individual to continue learning throughout their lives (lifelong learning). With open access to various digital resources, the younger generation can develop new skills, adapt to the demands of an ever-changing world of work, and explore fields of interest. Platforms such as YouTube, Coursera, or Khan Academy provide thousands of tutorials and courses that anyone can access anytime, anywhere, without geographical or financial restrictions. This is one effective way to bridge the education gap and improve the quality of human resources.
Finally, digital literacy also encourages creativity and innovation. The presence of various digital tools and platforms provides ample opportunities for individuals to express themselves. Artists, musicians, writers, and content creators can produce, distribute, and monetize their work directly to a global audience without having to rely on traditional media. These creative activities not only enrich culture but also open up new economic opportunities for digital creators. Thus, digital literacy not only emphasizes information consumption but also encourages the ability to create, share, and innovate.
From these various contributions, it is clear that digital literacy is not merely an additional skill, but has become a fundamental foundation in modern society. Digital literacy empowers individuals economically, strengthens social participation, paves the way for continuous education, and fosters creativity and innovation that have a broad impact on national progress.

4.3  Challenges and Constraints
Although digital literacy has great potential in shaping civic awareness, its implementation is not without challenges and limitations, especially in the context of social media. Digital platforms, which are essentially designed to maximize emotional engagement and rapid dissemination of information, often become arenas that actually hinder the growth of critical thinking that is expected from digital literacy.(Kholili, 2025)
The first challenge lies in the contradictory social media ecosystem. The algorithms used by social media platforms serve to retain users for as long as possible by displaying content that matches their interests, preferences, and beliefs. This pattern creates what is known as a filter bubble and echo chamber, where young people are only exposed to viewpoints that align with their own thinking. Instead of encouraging openness to diverse perspectives, social media actually reinforces bias and polarization. This makes the implementation of digital literacy increasingly difficult, as the algorithmic system itself tends to direct users to remain in their cognitive comfort zone.
The second challenge relates to the speed and emotional nature of information on social media. Information in the digital space spreads in seconds, often packaged in a concise, visual manner that triggers emotions. Younger generations tend to react more quickly to content that provokes anger, fear, or group solidarity, such as hoaxes and hate speech. In this situation, principles of digital literacy such as fact-checking and critical thinking are often not applied. The impulsive nature of interactions on social media weakens individuals' ability to pause, evaluate information, and respond rationally. As a result, the digital space remains fertile ground for the spread of disinformation.
The next challenge is the digital divide and limited access to literacy education. Although digital devices are increasingly common, not all young people have equal access to technology, stable internet connections, or adequate digital literacy education. Those who live in rural areas or come from disadvantaged economic backgrounds often lag behind in mastering these skills. As a result, these groups become more vulnerable to digital manipulation and exploitation, while their more literate peers are able to participate more safely and effectively. This gap hinders the equitable implementation of digital literacy across all levels of society.
The final challenge relates to the difficulty of translating knowledge into real behavior. Many individuals actually understand the concept of digital literacy in theory, for example, knowing how to verify news sources. However, social pressure to follow trends, the desire to be considered relevant, or the urge to blend in with certain groups often causes them to ignore the principles of digital literacy. Due to the highly social and recreational nature of social media, users focus more on interaction and entertainment than on applying critical thinking. This creates a gap between what is known and what is actually done, thereby limiting the effectiveness of digital literacy in shaping responsible digital citizenship.
Thus, although digital literacy plays a strategic role in building civic awareness, the challenges faced indicate that efforts to strengthen digital literacy need to go hand in hand with improvements to the social media ecosystem, reduction of the digital divide, and strategies that can bridge the gap between knowledge and everyday practice.

4.4 Case Study/University Implementation Example
Various implementations of digital literacy can be found in social movements carried out by the younger generation, both at the community and academic levels. One example is the Digital Climate Movement, in which young activists use TikTok and Instagram Reels platforms to spread awareness about climate crisis issues. Environmental issues, which are often considered boring, are transformed into creative and interesting educational material through short content containing tips on reducing plastic waste, ways to save energy, and documentation of environmental clean-up actions. This strategy has successfully reached thousands of audiences while mobilizing volunteers from various cities to get directly involved in real action.
Another example is Women's Rights Advocacy, which emerged in response to rampant sexual violence in society. Many victims are reluctant to speak out for fear of stigma, so women's communities are using social media as a safe space for advocacy. They have built online support platforms that provide information on legal channels, psychological services, and anonymous spaces for survivors to share their stories. This initiative has succeeded in raising public awareness while putting pressure on relevant institutions to take more serious action on existing cases.
In the field of public policy, digital literacy is also manifested in the form of youth involvement in monitoring village funds. A digital platform went viral because it presented budget data in an interactive and easy-to-understand visual format. In this way, public financial transparency can be improved, and the community is encouraged to actively report any irregularities they find. The reports are then verified and forwarded to the authorities, so that digital literacy serves as a real means of critical and effective civic participation.
In addition, there are also examples of Anti-Cyberbullying movements that have emerged in response to the increase in cyberbullying cases. An online community launched an educational campaign about the dangers of bullying, while also inviting users to sign a digital pact to commit to not spreading negative content and to respect differences. They also collaborated with influencers and public figures to expand the reach of their message, thereby creating a more friendly, inclusive, and healthy digital ecosystem.
These four examples show how digital literacy, when implemented strategically, can serve as a real tool for social transformation. More than just theory, digital literacy can bridge the gap between awareness and action, encouraging young people to participate in important issues that directly impact society..

5. Conclusion 
Overall, digital literacy has a crucial yet complex contribution in shaping the civic awareness of the younger generation, especially on social media platforms. On the one hand, digital literacy opens up broad access to information, facilitates participation in public discussions, and serves as an effective instrument for advocating social issues. This capability makes digital literacy the foundation for more dynamic, inclusive, and relevant political and social participation in line with the times.
However, on the other hand, this contribution does not come without challenges. Without adequate critical and ethical competence, the younger generation risks becoming both victims and perpetrators of the spread of disinformation, hoaxes, and hate speech. Their pattern of engagement also tends to be passive and emotional, often stopping at participation in cyberspace without follow-up in the real world. Therefore, digital literacy cannot be understood merely as a technical skill, but must be interpreted as an essential critical and ethical competency. Thus, digital literacy can be transformed into a solid foundation for shaping the younger generation as intelligent, active, responsible citizens who are able to distinguish truth amid the rapid flow of digital information.
To optimize the contribution of digital literacy in building civic awareness among the younger generation, a holistic approach involving various parties is needed. First, there needs to be an increase in critical and ethical capacity. Digital literacy should not only be taught as a technical skill, but also as a critical and ethical thinking competency. Educational institutions, from elementary schools to universities, need to integrate curricula that focus on information verification, hoax identification, understanding algorithmic bias, and digital ethics such as maintaining privacy and avoiding hate speech.
Second, cross-sector collaboration involving the government, social media platforms, and civil society organizations is needed. The government can facilitate nationwide digital literacy education programs, while social media platforms are required to be more proactive in tackling disinformation by increasing algorithm transparency and verification features. Civil society organizations, on the other hand, can be the driving force at the grassroots level by organizing campaigns and workshops that are contextual and relevant to the needs of the local community.
Third, digital literacy must also be directed towards encouraging sustainable participation. The younger generation should not stop at passive participation, but rather be guided to become active agents of change. Digital literacy programs should provide space and opportunities for them to apply their knowledge into real action, for example through digital campaigns on the environment, advocacy on social issues, or involvement in community-based volunteer activities. In this way, online participation can be converted into a positive impact in the real world.
With a combination of critical and ethical capacity building, cross-sector collaboration, and strengthened sustainable participation, digital literacy will be able to make a significant contribution to shaping the civic awareness of the younger generation. This will also ensure that the digital space is not only an arena for social interaction, but also a vehicle for creating a more intelligent, critical, and responsible citizenry.
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